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Abstract. Passive testing is an approach to verify system behavior by 
observing logs from normal operation, without actively injecting test 
stimuli. This paper presents an industrial case study of applying passive 
testing in the domain of vehicular embedded systems, utilizing two spe-
cialized tools: Timed Easy Approach to Requirements Syntax (T-EARS) 
for specifying temporal requirements, and Napkin Studio for evaluating 
these requirements against real system execution logs. We collaborated 
with Volvo Construction Equipment (VCE) to translate a set of natural 
language requirements into structured T-EARS specifications. Then we 
used Napkin Studio to test these requirements against recorded machine 
log data passively. We evaluate the feasibility of this approach, the extent 
to which it can detect requirement violations or injected faults, and the 
perceptions of industry stakeholders regarding the adoption of such pas-
sive tests in their verification process. The results show that a majorit y of
functional requirements can be expressed as Guarded Assertions (GAs)
and validated on logs, uncovering specific issues. Stakeholders found the
method promising for improving test coverage and efficiency, although
integration challenges (e.g., log signal inconsistencies and tool usability
issues) were noted. Overall, this work provides empirical evidence that
passive testing with T-EARS and Napkin Studio can complement tradi-
tional hardware-in-the-loop testing, offering a scalable and non-intrusive
verification approach in developing vehicular systems.

Keywords: Passive testing · embedded systems · T-EARS · Napkin 
Studio · requirements engineering · vehicular systems

1 Introduction 

Embedded systems are dedicated computing units found in vehicles, aircraft, and 
medical devices, where reliability is critical. As they become more complex and
interconnected, ensuring correct behavior in all conditions becomes increasingly
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challenging [ 19]. Ensuring the reliability of safety-critical embedded systems is of 
crucial importance in domains such as aerospace and automotive. Failures, such 
as the Boeing 737 MAX crashes, w hich were attributed in part to untested sce-
narios, underscore the catastrophic consequences of inadequate quality assurance
[20]. Similarly, incidents in the automotive domain (e.g., unintended acceleration 
issues or autonomous driving system failures) highlight the need for rigorous ver-
ification and validation (V&V) of embedded software [15, 16]. 

1.1 Passive Testing 

Traditionally, active testing methods, which involve providing controlled inputs 
to a system and observing the outputs, have been widely used to verify the
behavior of embedded systems [1]. While effective, active testing can be resource-
intensive and may not cover all possible operational scenarios, particularly since 
vehicle systems often contain complex, distributed software with numerous in ter-
acting components. As a result, there is growing interest in passive testing [10], 
which observes and checks system behaviors during normal operation (using logs 
or monitors) without external intervention. Passive testing can potentially reveal 
issues that only manifest under r eal-world usage patterns and can improve the
scalability of testing by leveraging in-field data.

1.2 Industrial Context and Tools Used 

In this work, we explore a passive testing approach focusing on the embedded 
systems in the H-Series wheel loaders developed by Volvo Construction Equip-
ment (VCE). These machines have software responsible for critical functions like 
braking, steering, and safety alarms. VCE’s current V&V process relies mainly on
manual and HIL testing. HIL testing remains essential for validating software-
level safety requirements under ISO 26262 [18], but it is time-consuming and 
does not scale well as system complexity increases.Hardware-in-the-loop (HIL) 
testing is a verification technique where embedded software is tested in real 
time against simulated hardware environments, enabling validation of system 
behavior without requiring a fully assembled physical system. We prop ose to
complement these with a structured passive testing framework using T-EARS
(Timed Easy Approach to Requirements Syntax) and the Napkin Studio tool1
[ 5]. 

T-EARS is an extension of the EARS (Easy Approach Requirements Syntax) 
requirements notation that incorporates timing constraints, enabling translation 
of natural language requirements into formal, executable checks. Napkin Stu-
dio provides an environment f or specifying these T-EARS-based requirements
and evaluating them against system log data in a non-intrusive manner [6]. For 
example, instead of actively injecting a test scenario (such as pressing a brake 
pedal in different conditions), we can use passive testing to verify from oper-
ational logs that the brake light activation requirement holds in all scenarios
1 Source code available at: https://github.com/danielFlemstrom/napkin. 

https://github.com/danielFlemstrom/napkin
https://github.com/danielFlemstrom/napkin
https://github.com/danielFlemstrom/napkin
https://github.com/danielFlemstrom/napkin
https://github.com/danielFlemstrom/napkin
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where the brake pedal was pressed. This allows scenario-independent validation 
on a large set of recorded data, p otentially improving test coverage and efficiency
[5, 6]. Runtime verification methods aligned with ISO 26262 have also been pro-
posed to monitor system properties at runtime [13], highlighting the feasibility 
of passive embedded monitors i n safety-critical contexts.

1.3 Research Goals and Contributions 

The goal of our study is to evaluate the feasibility and benefits of using T-
EARS and Napkin Studio for passive testing in an industrial setting. The main
contributions are as follows:

– We present a structured method for converting natural language require-
ments into T-EARS test logic and categorizing translation difficult y for 74
real requirements from a vehicular system.

– We implement and evaluate passive testing on 12 system integration test 
cases using actual vehicle log files, demonstrating the ability to detect safety
requirement violations and discussing limitations.

– We report insights from industrial stakeholders on the practicality of applying 
passive testing and lessons learned (e.g., tooling challenges and data quality
issues).

– We include a researcher’s reflection, where notes on the entire process have 
been taken from the beginning of the research, resulting in detailed feedbac k
given to the industrial stakeholder for further adoption of passive testing.

Unlike earlier studies [5, 7, 9] in the railway domain, where T-EARS was intro-
duced by its creators and evaluated on requirements captured during an experi-
mental testing session, the present work applies T-EARS in a new domain using 
a HIL regression test suite and requirements that were transformed for passive 
testing by a researcher (the first author) who had no prior involvement in devel-
oping T-EARS o r Napkin Studio. Furthermore, this study is the first to apply
the passive testing approach and toolset specifically to requirements used within
HIL testing environments for a construction vehicle embedded system.

1.4 Paper Structure 

This paper is organized as follows. Section 2 reviews related work. Section 3 
explains the case study design. Section 4 details the implementation of passive 
testing in the vehicular context. Section 5 presents the results of applying pas-
sive testing in practice. Section 6 presents a discussion, and Sect. 7 concludes the 
paper, outlining directions for future research.

2 Related Work 

Passive testing has been studied as a non-intrusive complement to activ e test-
ing. Cavalli et al. [4] survey formal methods for both, emphasizing how passive
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testing checks the conformity of system traces to specifications without alter-
ing behavior. For timed and distributed systems, frameworks based on extended 
finite-state mac hines and timed automata have been proposed to detect viola-
tions in logs [2, 3]. Beyond automotive, passive testing has also been applied to 
networks and cloud systems, with more than 100 techniques cataloged in recent
surveys [14]. 

Our work builds on these ideas by extending them into a vehicular embed-
ded systems setting using structured requirement-based logic. The concept of 
Guarded Assertions (GAs), runtime checks derived from requirements, w as first
introduced as Independent Guarded Assertions in earlier work on model-based
testing using Uppaal [12]. This concept was further developed by Flemström et 
al. through the SAGA Toolbox [8], which supported the interactive creation and 
evaluation of assertions on system logs. The toolbox, later referred to as NAPKIN
Studio in subsequent publications [6], also introduced the T-EARS language, a 
structured requirements notation designed to enable systematic derivation of
GAs from natural language specifications.

Later studies refined and extended T-EARS to better support t iming con-
straints and tolerance expressions [5, 7, 9]. In a 2021 industrial case study, T-
EARS was used to specify passive tests for a vehicular safety-critical system 
based on 116 requirements, demonstrating the feasibility of applying structured
passive testing at scale in an industrial context [9]. Writing testable requirements 
is challenging. The Easy Approach to Requirements Syntax (EARS) offers a 
lightweight template designed to reduce ambiguity [17]. T-EARS extends EARS 
by adding timing constructs like WHEN and WITHIN for temporal conditions. 
Prior studies have shown that s tructured styles, such as EARS, can aid in test
automation [17]. We translated legacy free-text requirements into T-EARS and 
measured the effort and complexity, including the number of signals per require-
ment. We also categorized translation difficult y and found patterns unsuitable
for passive testing, such as cross-checks and event logging.

While these studies demonstrate the potential of structured requirement-
driven passive testing, evaluations based on operational field data remain limited. 
Our work addresses this gap by applying T-EARS and GAs to a real-world 
construction vehicle embedded system a nd by contributing an empirical analysis
of the feasibility and effectiveness of passive testing in a deployment context.

3 Case Study Design and Methodology 

For this study, we used a case study methodology [22] to investigate the use of 
passive testing for embedded vehicular systems at VCE. The goal is to explore 
how passive testing can be applied in practice and to identify the benefits and
challenges that arise when integrating it into existing processes.

The research is guided by answering three research questions:

– RQ1: How can requirements from the vehicular domain be translated into 
structured formats suitable for passive testing in HIL environments?
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– RQ2: How feasible is passive testing of vehicular systems using T-EARS-
based r equirements and corresponding system logs?

– RQ3: What are stakeholders’ perceptions of the passive testing workflow in 
the context of vehicular systems development, and what insights were gained
from the researcher’s experience during its industrial implementation?

Figure 1 provides an overview of the workflow of implementing the passive 
testing workflow at VCE. The case study was conducted in six stages. Data 
was collected from integration and system testing, focusing on requiremen ts
(e.g., Parking Brake, Seat Belt Reminders), and real execution logs were cap-
tured using Vector CANalyzer [21]. Natural language requirements were manu-
ally translated into T-EARS specifications, which supported temporal conditions 
and guarded assertions, with VCE experts consulted to resolve any ambiguities. 
These formalized specifications were then a utomatically evaluated using Nap-
kin Studio, and each requirement was categorized by translation difficulty and
testability.

Fig. 1. Overview of the passive testing implementation and e valuation process

Passive tests were executed by applying T-EARS rules to the collected logs, 
assessing whether requirements could be verified based on available signal data. 
Requirements were classified as fully testable, partially testable, or untestable, 
emphasizing gaps in logging coverage and requirement clarity. Stakeholder feed-
back was collected through a structured session with six engineers and managers, 
which included a technical presentation, a live d emonstration, and a detailed
evaluation form. Insights covered tool usability, workflow fit, potential use cases,
and improvement areas. In parallel, the researcher’s reflections, guided by Gibbs’
Reflective Cycle [11], captured lessons learned about practical challenges, tool 
limitations, and opportunities to refine the passive testing process.
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3.1 Stakeholder Evaluation 

To understand the practical impact, we conducted a stakeholder evaluation 
involving five test engineers and system developers at VCE. After we obtained 
preliminary results from the passive test execution, we organized a demo and 
feedback session. We presented an overview of the passive testing workflow, 
demonstrated the Napkin Studio evaluation on a sample log (including how 
a requirement is checked and how a failure is reported), and then discussed 
results such as which requirements passed or failed in the logs. Stakeholders 
were asked to fill out a short survey (mix of Likert-scale ratings and open com-
ments) addressing: the clarity of the T-EARS requirement syntax, the usability 
of the Napkin Studio interface, their trust in the passive test results, and the 
perceived usefulness of integrating this approach into t heir existing process. We
also prompted them with open-ended questions about what they saw as the main
benefits or drawbacks, and what would be required to adopt passive testing in
their workflow. The feedback was analyzed qualitatively (looking for common
themes) and quantitatively (simple counts of responses for questions like “Would
you recommend using this technique in future projects?”).

3.2 Researcher Reflection 

We structured the reflection using Gibbs’ six-stage model: description, feelings, 
evaluation, analysis, conclusion, and action plan. These reflections, focused on 
tool usage, technical challenges, and process insigh ts, guided workflow improve-
ments throughout the collaboration with VCE.

At the end of the study, we delivered four supporting documents: a T-EARS 
translation guide, a Napkin Studio manual, a quick-start guide for engineers,
and a summary for testers and managers to support the ongoing adoption of
passive testing.

4 Passive Testing Workflow Implementation 

In this section, we explain how the passive testing approach was applied in 
practice at V CE from requirement translation to evaluation and reflection.

4.1 Requirements Translation with T-EARS 

We gathered 74 functional requirements from VCE’s internal documentation 
for the Parking Brake (56 requirements) and Seat Belt Reminder (18 require-
ments) functions. These requirements, originally in natural language, describe 
various expected behaviors (e.g., R1 “If the parking brake is engaged while the 
machine is moving, an alarm shall sound within 2 s”). We first pre-processed 
the requirements to clarify any ambiguous language and to split certain com-
pound statements into separate, atomic requirements. Each requirement was
then manually translated into the T-EARS structured format. T-EARS extends
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the EARS language with executable semantics and temporal evaluation capabil-
ities for passive testing. It leverages existing EARS constructs such as WHEN 
(denoting triggering events) and WHILE (denoting persistent conditions), and 
introduces WITHIN to express timing constraints. Each T-EARS requirement is 
parsed and converted into an executable rule resembling a small state machine. 
These rules are evaluated over signal logs by detecting state transitions and 
enforcing timing conditions. While T-EARS is not formally grounded in LTL or 
timed automata, its semantics are defined operationally through these evalua-
tors, implemented in JavaScript for rapid prototyping in Napkin Studio. This 
pragmatic approac h enables scalable verification over real system logs, though
with known trade-offs in formality and traceability. This format uses keywords
such as WHEN, AND, WHILE, THEN, and WITHIN to define the context, trig-
ger, and expected outcome of the requirement in a formalized way. For example,
the parking brake alarm requirement (R1) was expressed as:

Listing 1.1. T-EARS Translation example 
WHILE  BrakeAlertAct ive  
AND  (  NeutralLockStatus  ==  ENGAGED)  
AND  (  PowerUnitState  ==  ACTIVE)  
SHALL  (  BrakeAler tS igna l  ==  ALERT  _ACTIVE) WITHIN 2 s

This T-EARS representation (called a Guarded Assertion) captures the con-
dition and timing explicitly. It expresses the requirement that when the neutral 
lock becomes engaged and the power unit is active, the brake alert signal must 
become active within 2 s. The WITHIN 2 s clause encodes the timing constraint 
explicitly, ensuring temporal correctness is evaluated during passive testing. In 
total, we produced 148 T-EARS test case instances (each requirement was consid-
ered in both a “positive” scenario where the event should occur and a “negative”
scenario where it should not), though many followed similar templates. Each
requirement is evaluated for correction in Napkin Studio, as shown in Fig. 2. 

Fig. 2. Requirement Evaluation in Napkin Studio
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We then categorized the translation difficulty level for each requirement based 
on the number of distinct signals it in volved, repetitiveness, and compatibility
with the approach.

4.2 Log-Based Passive Test Execution 

After translating the requirements, we implemented and executed passive tests 
using Napkin Studio. Napkin Studio is a passive testing tool that supports the 
import of T-EARS specifications and their evaluation against recorded sys-
tem logs. It provides a graphical interface where requirements, represented as 
Guarded Assertions (GAs), are listed and assessed over loaded log files. Logs 
can be imported in formats such as CSV or JsonDiff, and test cases can be 
organized and executed interactively. The tool visualizes pass/fail results on 
a timeline, with failed GAs highlighted along with contextual details, including 
the triggering condition and the violated expectation, enabling engineers to trace 
requirement failures back to specific signal changes. Napkin Studio also supports 
step-by-step evaluation and result export for reporting and debugging purposes. 
VCE provided us with a set of system logs from wheel loader machines run-
ning the relevant software. Each log contained timestamped messages (signals 
and state changes) recorded during various machine operations. We first filtered 
and pre-processed the logs to ensure they contained the signals needed for our 
requirements. Out of an initial set of 70+ log files, only 12 logs had sufficient 
coverage of the scenarios and signals of interest (some logs were too short or 
missing certain sensor channels). Each of the 12 selected logs contained between 
200,000 and 270,000 timestamped events, resulting in over 3 million events ana-
lyzed in total. We then loaded those 12 logs into Napkin Studio, along with the 
corresponding T-EARS test cases (organized into 12 test scenarios correspond-
ing to existing HIL test cases for Parking Brake and Seat Belt functions). During 
evaluation, Napkin Studio automatically checks each Guarded Assertion (GA) 
against the log data. If a requirement’s condition or triggers are met in the log, 
the tool verifies whether the expected outcome occurred within the specified t ime
window. Napkin Studio provides practical vacuity detection by tracking which
Guarded Assertions (GAs) are activated during log evaluation. If a requirement’s
triggering condition (e.g., a WHEN clause) is never satisfied in the log, the GA
remains inactive and is explicitly reported as such. This allows users to distin-
guish between satisfied requirements and those that were not testable on a given
log. This feature supports coverage analysis and helps identify scenarios or sig-
nals that are missing from test data. We treated any violation (e.g., expected
event not observed, or observed outside the allowed time) as a test failure. To
simulate potential faults and assess the detection capability, we also performed
fault injection on some log data. For instance, we altered a copy of a log to
omit a braking alarm that should have occurred, to see if the GA would catch
the discrepancy. Overall, we executed 128 GAs derived from 51 distinct require-
ments across the 12 log scenarios2. Each test run produced a pass/fail result for
2 The remaining requirements from the original 74 were either duplicates or deemed 

not applicable to passive testing, as discussed later.
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each GA, along with timing information on when conditions were triggered. We 
measured the number of GAs that flagged failures in the unmodified logs (which 
could indicate either a genuine issue or a limitation, such as missing data) and
the number that flagged failures in the intentionally fault-injected logs (which is
an indicator of the fault detection capability).

5 Evaluation Results 

All 74 chosen requirements were expressed in the T-EARS language, suggesting 
that, from a requirements engineering perspective, even these system-level infor-
mal specifications can be mapped to the GA templates. However, the complex-
ity of translation varied. Figure 3 summarizes the difficulty categorization of the 
requirements. About one-third of the requirements (25 out of 74) were “easy” 
to translate; they involved only one primary signal or condition and mapped
directly into a single GA.

Fig. 3. Requirements Translation Difficulty Categorization

The majority (56%, 41 requirements) were of “moderate” difficulty, typically 
involving 2–4 signals or multiple conditions. These required careful handling 
but were still translatable using the T-EARS syntax. The remaining 17% (13 
requirements) were judged “hard” to translate because they involved complex 
logic or more than four signals (often indicating multiple interacting subsystems). 
In these cases, multiple interpretations of the requirement were possible, or a 
single linear temporal rule could not capture the requirement. We often had to
either break these into multiple GAs or simplify assumptions to fit the T-EARS
format. A majority of requirements (moderate) involved 2–4 signals, whereas a
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notable subset (hard) with 5 or more signals or complex l ogic posed challenges
for direct translation.

We further analyzed the feasibility of passive testing for each requirement. 
As shown in Fig. 4, after eliminating redundant requirements, 56 unique require-
ments remained. By reviewing each from the perspective of passive testing con-
straints, we found that only 26 out of these 56 (around 46%) were fully compat-
ible with the passive approach, as shown in Fig. 5a. The compatible ones tended 
to be state-based or timing-based conditions that could be directly checked in 
a log (e.g., if event X happens, system does Y within t seconds). The other 30
requirements (about 54 %) had aspects that could not be verified solely through
logs.

Fig. 4. Requirement Redundancy Breakdo wn

Reasons for this included reliance on redundancy checks, which require two 
separate signals to activate and can be difficult to verify if one signal is missing or 
the check is not explicitly recorded. Another factor was the presence of implicit 
system behaviors that are not captured in the available logs, such as verifying 
whether an internal flag was reset or an event was stored in an internal log, which 
external logging does not reveal. This indicates that while passive testing can 
validate many functional requirements, those involving redundant signal checks
or internal system states still require active testing or improved logging. In our
test implementation, we marked such requirements as “untestable via passive”
and excluded them from the GA set, focusing on the 26 that were feasible.
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Fig. 5. Comparison of T-EARS requirement compatibility for the entire set and an
individual test case.

5.1 Passive Test Execution Results 

Out of the 12 test scenario logs analyzed, as shown on Fig. 5b only four had 
complete signal coverage for all applicable GAs, meaning those logs were fully 
compatible with passive testing. The remaining eight logs were only partially 
compatible, with certain requirements not testable due to missing or incomplete 
signal data. As a result, while Napkin Studio flagged some GA failures during 
evaluation, these were mostly attributable to limitations in passive testing, rather 
than actual system faults. For example, in one scenario, a failure was reported 
for a redundant brake signal check simply because one of the required signals was 
absen t in the log, rather than due to incorrect system behavior. After filtering
out such false negatives caused by signal unavailability, we found no evidence
of requirement violations in the unmodified logs. This indicates that, where logs
contained sufficient data, the system generally behaved as expected.

We injected a total of 30 instances of altered behavior across various scenarios 
(e.g., removing an expected alarm activation, or changing a sensor value to 
simulate a stuck signal). The GAs correctly detected 20 out of 30 injected faults, 
immediately flagging the corresponding requirement as failed. The remaining ten 
injected faults did not trigger GA alerts, but this was traced to the nature of 
those faults: in many cases, the scenario conditions to trigger the requirement 
were not p resent in that particular log segment, so the GA never got evaluated
(i.e., if we inject a fault for a situation that never occurred in the log, the passive
test cannot detect it). The distribution of pass, fail, and inactive results under
fault injection is shown in Fig. 6.
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Fig. 6. GA Results with F ault Injection

In a couple of cases, insufficient log detail (e.g., coarse timestamp resolution) 
caused the GA to miss a subtle timing violation. These results indicate that 
passive testing can detect a large proportion of issues, assuming the relevant 
scenarios are captured in the logs and the log quality is sufficient. It also shows 
that passive testing is constrained by the logs themselves; if a scenario never 
occurs or required data is missing, certain issues may go undetected. From an 
efficiency perspective, executing the passive tests was very fast. Once the logs 
were loaded, Napkin Studio evaluated all 128 GAs in a matter of seconds per 
log. This is a stark contrast to running 12 separate HIL tests in real time (which 
could take hours of setup and execution). While preparing the logs and trans-
lations required initial effort, these resources can be r eused continuously. The
ability to monitor logs means that any new log (from field operation or continu-
ous integration testing) can be checked against the entire suite of requirements
automatically. Stakeholders pointed out that this could enable a form of regres-
sion testing on in-service data, for instance, after a software update is deployed,
operational logs could be passively tested to ensure no safety requirements were
violated over thousands of hours of operation.

5.2 Stakeholder Feedback 

Feedback from five VCE stakeholders was overall positive, highlighting the value 
of passive testing as a complementary method. Participants appreciated the 
traceability between requirements and test results. T-EARS syntax was generally 
found understandable, while Napkin Studio’s interface received mixed feedback.
Stakeholders emphasized the need for automation, standardized logging, and low
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effort tooling. Table 1 summarizes the evaluation responses. Overall, they clearly 
saw benefit in adapting the method into their pro cess and recommended pilot
projects to explore broader adoption.

Table 1. Stakeholder Evaluation Summary (n = 5)

Evaluation Criteria Most Frequent Answer Key R emarks

Clarity of T-EARS Syntax Somewhat Easy (3/5) Described as “easy format and easy 
to understand” by o ne participant

Napkin Studio UI Usability Somewhat Intuitive (2/5) One noted “unclear buttons and 
terminology”; others found it
manageable

Perceived Usefulness Very Useful (5/5) Considered effective for logic 
validation and timing checks

Trust in Results Potentially (5/5) Dependent on signal availability and 
log integrity

Workflow Fit at VCE Needs Improvement Issues include non-standardized 
signals and v arying log formats

Recommend Further Use Yes (5/5) All respondents suggested future 
pilots and broader adoption

6 Discussions and Limitations 

The results of this study indicate that passive testing with T-EARS and Napkin 
Studio is both feasible and useful in the context of vehicular embedded systems. 
The approach validated a considerable set of functional requirements and was 
adequate in detecting specific injected faults in most test scenarios considered. 
Stakeholders found the T-EARS syntax clear and accessible, and appreciated 
the traceability it provided between requirements and test outcomes. The speed 
and scalability of passive test execution also suggest a potential for integra-
tion into continuous testing or regression workflows. However, the study also 
highlighted important limitations. Passive testing depends entirely on the avail-
ability and quality of log data. Although all requirements could be formally 
represented using the T-EARS syntax, certain types of requirements remained 
untestable through passive testing due to inherent visibility constraints. Specif-
ically, requirements involving redundant signal logic, internal flags, or memory
events could not be evaluated because the required signals or system states were
not observable in the available logs. This reflects a limitation of passive test-
ing rather than the expressiveness of T-EARS. Inconsistent signal naming and
incomplete coverage across logs also introduced false failures or limited the abil-
ity to evaluate certain guarded assertions. Incomplete signal coverage in several
logs limited the number of GAs that could be executed. In these cases, it was
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the absence of key signals needed to evaluate specific requirements. This con-
straint led to some tests being skipped or marked as failed due to missing pre-
conditions. Notably, fault injection experiments confirmed that when relevant 
scenarios were present and signal data were complete, Napkin Studio reliably 
detected violations. These results suggest that incomplete log coverage primar-
ily impacts testability, not the validity of the approach itself. Improving log 
signal availability and consistency would enhance coverage and strengthen the 
evaluation. These issues underscore the need for more structured and compre-
hensive logging practices to fully realize the benefits of passive testing. To fully 
benefit from passive testing, it is necessary to improve how logs are generated 
during system operation. Since this testing approach depends entirely on the 
data captured in the logs, any missing or incomplete signals make it impossible 
to properly ev aluate certain requirements. Better logging, including more rele-
vant signals and clearer event capture, is essential to make passive testing reliable
and effective. Although passive testing did not uncover previously unknown sys-
tem faults, it revealed significant gaps in log coverage and signal availability.
These insights are valuable in themselves, as they help identify limitations in
current verification practices and highlight opportunities to improve future data
collection strategies.

From a practical perspective, passive testing is viewed as a complement to 
existing methods used in the development process of vehicular embedded sys-
tems, such as HIL testing. It can efficiently validate timing and state-based 
behaviors during or after system operation, especially when logs are available 
from simulations, test rigs, or in-field deployments. To support adoption in indus-
try, organizations should consider categorizing requirements by testability early 
in the development cycle and standardizing log formats to ensure signals are 
always recorded. While passive testing is not a replacement for active meth-
ods, its non-intrusive nature, low execution overhead, and potential for con-
tinuous verification make it a go od option for inclusion in vehicular embedded
system development processes. This study does not include a formal comparison
with traditional verification methods such as HIL testing, active testing, or run-
time verification (RV). Future work could investigate the relative effectiveness,
effort, and defect detection capabilities of passive testing versus these alternative
approaches in similar scenarios.

Several factors may affect the validity of this study, including subjective 
requirement translation, limited log data quality, tool constraints in Napkin 
Studio, and a small stakeholder group used in the evaluation. To address these 
issues, we employed a structured approach to transform requirements into T-
EARS and conducted expert reviews. The empirical evaluation involved only 
five participants, which limits the generalizability of usability findings and stake-
holder perceptions. Future studies should aim to involve a broader set of users
to strengthen these insights. We selected and preprocessed logs to ensure the
availability of usable data and documented the limitations of the passive testing
tool. Stakeholder feedback is supported through targeted participant selection
in a real-world context.
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7 Conclusion and Future Work 

This study indicates the feasibility and potential benefits of applying passive 
testing to embedded systems in a vehicular industrial context. A set of struc-
tured requirements was translated, and passive tests were capable of validating 
behaviors non-intrusively using existing system logs. However, o ur evaluation
also revealed limitations: some requirements remained too complex for current
tools or were untestable due to missing or inconsistent log data.

To support industrial adoption, we recommend that practitioners and 
researchers in the area of passive testing: (1) introduce structured logging 
requirements early in the development process to ensure necessary signals are 
captured; (2) enhance Napkin Studio with better traceability, usability, and sup-
port for requirement coverage analysis; (3) extend the expressiveness of the T-
EARS language to accommodate more complex logical and temporal constructs;
and (4) conduct full-scale pilots across one or several product lifecycles to assess
defect detection, integration effort, and return on investment.

From the perspective of a practitioner embedded within the industrial setting, 
this work also highlights the value of collaboration between tool developers and 
practitioners. Clear requirement specification, suitable logging, and accessible 
passive testing methods are all critical for bridging the gap between prototypes
and industrial workflows.

While this study indicates the feasibility of using T-EARS and Napkin Studio 
for passive testing in a vehicular context, several avenues for future exploration 
remain. One area is enhancing support for requirements involving redundant sig-
nals or complex dependencies that could not be validated passively. Improving 
signal availability and standardizing logging practices may increase the number 
of testable requirements used for passive testing. Another area is the automation 
of requirement translation into T-EARS, which could reduce manual effort and 
improve consistency. Future work could also involve integrating passive testing 
earlier in the development cycle, allowing real-time feedback during simulation or 
system integration phases. Finally, evaluating this approach across multiple vehi-
cle platforms would help generalize its applicability and reveal system-specific 
constraints. 
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