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Abstract: The emergence of Automated Driving Systems (ADSs) has transformed the landscape of 1

safety assessment. ADSs, capable of controlling a vehicle without human intervention, represent 2

a significant shift from traditional driver-centric approaches to vehicle safety. While traditional 3

safety assessments rely on the assumption of a human driver in control, ADSs require a different 4

approach that acknowledges the technology as the primary driver. Before market introduction, 5

it is necessary to confirm the vehicle safety claimed by the manufacturer. The complexity of the 6

systems necessitates a new comprehensive safety assessment that examines and validates the hazard 7

identification and safety-by-design concepts and that the ADS meets the relevant safety requirements 8

throughout the vehicle lifecycle. The presented work aims to enhance the effectiveness of the 9

assessment performed by a homologation service provider using assessment templates based on 10

refined requirement attributes that link to the Operational Design Domain (ODD) and the use 11

of Key Enabling Technologies (KETs), such as communication, positioning, and cybersecurity, in 12

the implementation of ADSs. The refined requirement attributes can serve as safety performance 13

indicators to assist the evaluation of the design soundness of the ODD. The contributions in the 14

paper are: (1) Outlining a methodology for deriving assessment templates for use in future ADS 15

assessments, (2) demonstrating the methodology by analyzing three KETs with respect to such 16

assessment templates, and (3) demonstrating the use of assessment templates on a use case, an 17

unmanned (remotely assisted) truck in a limited ODD. By employing assessment templates tailored 18

to the technology reliance of the identified use case, the evaluation process gained clarity through 19

assessable attributes, assessment criteria, and general scenarios linked to the ODD and KETs. 20

Keywords: Safety assessment; Operational domain; Automated driving; Communication, Connectiv- 21

ity, Positioning, Cybersecurity 22

1. Introduction 23

The introduction of Automated Driving Systems (ADS) has created a paradigm shift 24

in the approach to safety assurance in the automotive industry. Contrasting to an advanced 25

driver-assistance system (ADAS), an ADS can completely take over the driving task from 26

the human driver for a portion of the trip [1]. Examples of ADS features include Traffic Jam 27

Chauffeur, Highway Autopilot, Valet Parking, and Automated Truck Platooning. 28

Safety standards and regulation conformance form a basis for what needs to be 29

satisfied by a vehicle before it can be commercially available. A successful fulfilment 30

assessment, called type approval, must be made before the market introduction of any 31

vehicle to ensure that it is safe for use on public roads, while using the new feature, e.g. 32

Automated Lane Keeping Systems [2]. 33

Introducing an ADS represents a significant change in the scope of the road vehicle 34

approval procedures. Safety assurance claims made by original equipment manufacturers 35

(OEM) must demonstrate that the ADS can operate safely in all traffic situations, including 36

in rare circumstances such as sensor failures, cyberattacks, or environmental changes. Type 37
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approval becomes particularly important to ensure that these systems are safe and reliable 38

to build trust and acceptance in the eyes of the public for this emerging technology. Key 39

entities in the new type approval process include the OEM, Homologation Authority, and 40

Homologation Technical Service Provider seen in Figure 1. 41

The OEM is responsible for designing, developing, and producing the vehicle or 42

automotive component, seeking type approval. They ensure compliance with regulations 43

and standards, providing necessary documentation, test reports, and technical information. 44

The Homologation Authority is the regulatory body granting type approval. They verify 45

compliance with regulations, assessing safety, environmental impact, and legal require- 46

ments. They review documentation, conduct tests, and issue type approval certificates. 47

The Homologation Technical Service Provider is an independent organization authorized 48

by the Homologation Authority. They perform testing, evaluation, and certification ser- 49

vices. Following standardized procedures, they assess product performance, safety, and 50

environmental characteristics. Their reports and documentation support the type approval 51

process. 52
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Figure 1. In the type approval process, key entities include the OEM, Homologation Authority, and
Homologation Technical Service Provider.

An ADS assessment scheme must consider complex sensors, algorithms, and the 53

decision-making process the vehicle employs to operate in automated mode. To meet 54

the challenge of assessing an ADS, the United Nations Economic Commission for Europe 55

(UNECE) World Forum for Harmonization of Vehicle Regulations (WP.29) has drafted a 56

"New Assessment and Test Method" (NATM) that may become part of the future type 57

approval for ADS. The NATM aims to assess the ADS’s safety based on the high level 58

safety requirements [3] and determine whether it can operate safely within its operational 59

design domain (ODD) by examining scenarios linked to road users’ behaviour, environ- 60

mental conditions, and driver behaviour. NATM’s multi-methodologies (pillars) approach 61

includes a scenarios catalogue that combines accelerated (simulation) testing, test track, 62

real-world testing, audit/assessment procedures, and in-service monitoring and reporting 63

to validate the safety and performance of ADS. Accelerated testing is coupled with validity 64

documentation in the audit and assessment procedure, covering system-related aspects 65

as a complementto classical test track certification. A consensus exists that in order to 66

evaluate an ADSs implementation reliably, there is a need to employ a combination of 67

methods to validate the capabilities since it cannot be done comprehensively nor effectively 68

through a single validation methodology. The procedural goal of NATM is to conduct an 69

empirical, objective, practical, and repeatable independent safety assessment of any ADS 70

while maintaining technology neutrality. 71

Independent safety assessment is a crucial gatekeeping function before releasing au- 72

tomated vehicles to the market. It involves evaluating and verifying the technology’s 73

safety and reliability by a neutral third party separate from the manufacturer. Manufac- 74

turers may make claims about the capabilities of their automated vehicle technology that 75

do not reflect its real-world performance. Unvalidated claims create a significant risk of 76

overreliance on technology and a false sense of security among drivers and other road 77

users. Automated vehicles must operate safely in diverse conditions, including challenging 78
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environments, complex traffic scenarios, and unpredictable events. Therefore, thorough 79

testing and evaluation are necessary to establish the reliability and proper functioning of 80

the technology in all possible situations. Current safety assessment approaches are not 81

suited for complex automated systems as traditional testing and validation methods do not 82

fully capture these systems’ intricacies and potential failure modes. This work focuses on 83

the challenges related to an independent assessment of the safety of automated vehicles 84

and the importance of robust safety assessment frameworks. Such a testing framework 85

must bridge the gap between the marketing portrayal and the actual performance of such 86

systems in real operating conditions. It requires industry, government, and academia 87

collaboration to develop a framework that ensures this technology’s safe and responsible 88

development and deployment. 89

Despite the existence of safety assessment frameworks, standards and guidelines, 90

there is still a need for more practical guidance on conducting safety assessment for ADSs. 91

This is especially true for the assessment tasks envisioned by a technical service provider, 92

which are highly complex and require expertise in multiple domains, including technology, 93

human factors, risk management, and safety regulations. Moreover, ADS technology 94

is rapidly evolving, and new safety and performance requirements are emerging as the 95

technology advances. However, a significant challenge arises due to the limited availability 96

of information before the evaluation process begins, necessitating the need for proactive 97

and forward-thinking guidance. By providing technical service providers with anticipatory 98

practical guidance, they can better prepare and navigate the assessment process, identify 99

relevant tests, and address the challenges of establishing confidence in ADS’s safety and 100

user awareness. An assessment template can be crucial in conducting comprehensive 101

evaluations of ADSs by capturing all assessable attributes. Yet, given the complexity and 102

evolving nature of ADSs, achieving a fully comprehensive and exhaustive evaluation using 103

a single template is currently unattainable. 104

To address this challenge, our contribution is threefold. First, we propose a method 105

for constructing specialized subsets of assessment templates tailored to ADSs and their 106

specific reliance on key enabling technologies (KETs). Requirements are collected through 107

stakeholder surveys and use cases, and relevant attributes are derived from these re- 108

quirements groups. In this context, requirement attributes are defined as properties of a 109

requirement that capture essential information suitable for evaluation. Secondly, we apply 110

the proposed method to investigate requirements for two common enabling technologies 111

in ADS: positioning and communication, focusing on the additional quality attribute of 112

cybersecurity. The result is specialized templates that offer a more focused and targeted 113

approach, providing forward-thinking practical guidance for assessing ADSs effectively. 114

Third, we demonstrate the effectiveness of the assessment templates through a specific use 115

case involving a remotely assessed truck. This practical application showcases the template 116

content of attributes and assessable performance indicators in general test scenarios. 117

KET-specific assessment templates contribute to structured technology-aware eval- 118

uations of ADS safety and performance, establishing a knowledge-driven consistent and 119

repeatable assessment framework. The assessment template approach has limitations 120

as it primarily relies on predefined scenarios, and is thus intended as a complement to 121

data-driven methodologies, incorporating real-world data, for a comprehensive assessment. 122

The templates should also be continuously updated and refined to keep up with technology 123

development. 124

The paper is organized as follows: the problem is introduced in Section 1, the back- 125

ground and related works are presented in Section 2, the method to produce templates is 126

introduced in Section 3, the creation of fit-for-purpose templates for the considered KETs is 127

elaborated upon in Section 4, the templates are utilized and evaluated in Section 5, and the 128

results and future work are discussed in Section 6. 129
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2. Background and related work 130

Automated driving technology, also known as autonomous or self-driving vehicle 131

technology, use a combination of complex sensors and advanced algorithms to navigate and 132

interact with their surroundings without human intervention. As with any new technology, 133

the development and deployment of automated vehicles come with potential risks and 134

challenges that must be addressed. These risks and challenges are related to the safety and 135

reliability of the technology, the ethical and legal implications of its use, and the overall 136

impact on society and the environment [4]. 137

SAE J3016 is widely recognized as a taxonomy and definition reference for Automated 138

Driving Systems (ADSs) [1]. ADSs are categorized under SAE automation levels 3 to 5. 139

These systems are designed to take over the driving task for a portion of a trip, performing 140

operational functions such as vehicle motion control (lateral and longitudinal) and tactical 141

functions like route planning, following, and object and event detection and response 142

(OEDR). Similar to a human driver, ADSs must be able to perceive their location and 143

surroundings, which requires various functionalities. These functional, non-functional, 144

and technical requirements are crucial considerations throughout the development, type 145

approval, and consumer testing of ADSs. The assessment of ADSs is significantly influ- 146

enced by the concept of Operational Design Domain (ODD) [5,6]. ODD refers to the specific 147

operating conditions in which an ADS is designed to function and must be integrated 148

into safety-related functions. The dynamic driving task (DDT) encompasses the real-time 149

operational and tactical functions necessary to operate a vehicle within the ADS’s ODD. 150

Several efforts have been made and are ongoing to define and describe an ODD, including 151

standards such as those by the British Standards Institution (BSI) [7] and the Interna- 152

tional Organization for Standardization (ISO) [8], and Association for Standardization of 153

Automation and Measuring Systems (ASAM) OpenODD [9]. 154

Another important aspect is the use of scenario-based testing [10,11]. Scenario-based 155

testing focuses on specific scenarios and edge cases essential for ensuring automated vehi- 156

cles’ safe operation [12]. This approach complements real-world testing and allows for a 157

more comprehensive evaluation of the system’s capabilities and limitations. By system- 158

atically designing and evaluating scenarios representing realistic and critical situations, 159

developers can gain valuable insights into the system’s performance and identify potential 160

failure modes. Safety assessment approaches for autonomous systems encompass a range 161

of methodologies and techniques, but many are at least relatable to scenario-based testing 162

and the SAE taxonomy. Other safety assessment approaches include real-world testing, 163

distance-based evaluation, staged introduction, function-based testing, shadow mode eval- 164

uation, formal verification, and traffic simulation-based testing [13]. These approaches all 165

enable the assessment of system safety and performance in various contexts. However, 166

ensuring that autonomous systems meet the necessary requirements and can operate safely 167

in diverse requires a holistic approach. 168

There are several efforts to develop standardized testing methodologies for ADSs, 169

and some focused on assessment [14]. Examples of standardized testing is the National 170

Highway Traffic Safety Administrations (NHTSA) Framework for Automated Driving 171

System Testable Cases and Scenarios ( [15], and the New Assessment/Test Method for 172

Automated Driving (NATM) [16] proposed by the United Nations Economic Commission 173

for Europe (UNECE). We primarily concentrate on NATM due to its significance in the 174

European context. 175

The procedural goal of a method like NATM is to conduct an empirical, objective, 176

practical, and repeatable safety assessment of any ADS while remaining technology neu- 177

tral. Within the NATM certification process, accelerated testing is combined with validity 178

documentation supplied by the manufacturer in the audit and assessment procedure to 179

cover system-related aspects. However, it is important to note that this is meant to comple- 180

ment, rather than replace, classical test track certification. Combining multiple methods, as 181

depicted in Figure 2, is recommended to comprehensively validate the capabilities of an 182

ADS [14]. 183
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Figure 2. The envisioned procedural instance of the assessment framework. General scenarios related
to KETs can be added to the scenario catalogue.

While the NATM certification process is a step forward in developing safety assessment 184

frameworks for automated vehicles, it is not without limitations. One limitation is that 185

NATM is still in the proposal stage and has not been widely adopted or implemented. As a 186

result, limited data are available to assess its effectiveness and suitability [17] for different 187

automated driving systems. 188

NATM is general and technology-neutral, meaning it does not provide specific guid- 189

ance on assessing the safety of different automated driving systems or technologies. As a 190

result, it may be difficult for assessors to apply the framework consistently and effectively 191

across different ADS applications. Another difficulty is the dynamic nature of automated 192

systems and the rapid pace of technological advancements. Safety assessments must 193

keep up with the evolving technology, requiring continuous updates and adaptations to 194

assessment frameworks and standards. The emergence of new sensor technologies, AI al- 195

gorithms, and connectivity features further complicates the assessment process. We believe 196

the method of using assessment templates proposed in this paper can help mitigate these 197

limitations. An assessment template can add general scenarios that cover conditions in the 198

ODD by examining scenarios linked to road users’ behaviour, environmental conditions, 199

driver behaviour and technology reliance, and provides some consistency of evaluation 200

across applications. 201

3. Method to derive assessment templates 202

Our thesis asserts that analyzing KETs is fundamental to developing practical guidance 203

for evaluating the soundness and comprehensiveness of the ODD and general test scenarios 204

for automated vehicles. This guidance, in the form of requirement attributes, serves as 205

safety performance indicators that enable the examination and evaluation of automated 206

vehicle systems. Analyzing all major KETs is essential in providing complete guidance for 207

evaluating any use case of automated vehicle systems. We believe this approach should be 208

prioritized regardless of the technologies being analyzed. The process to derive assessment 209

templates can be summarized as follows: 210

1. Collect ADS use case requirements: Engage with stakeholders, including manufac- 211

turers, researchers, regulators, and industry experts, to gather their requirements 212

and perspectives. Identify and analyze various use cases to understand the specific 213

technology reliance and testing needs. Assess the reliance of each requirement on 214

KETs. 215

2. Allocate requirements based on technology reliance: Determine which requirements 216

are directly or indirectly dependent on specific KETs. Allocate and associate the 217

requirements with the corresponding KET. 218

3. Derive attributes for KET category: For each category, derive attributes that capture 219

the essential characteristics. These attributes should primarily reflect safety considera- 220
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tions, but functionality, reliability, and other relevant technological group aspects can 221

also be considered. 222

4. Establish safety performance indicators: Based on the derived attributes and safety 223

objectives, establish safety performance indicators that can be used to assess and 224

measure the safety performance of the automated system. These indicators should 225

provide quantifiable and meaningful measures to evaluate the system’s compliance 226

with safety requirements. Create general test scenarios that cover diverse operational 227

conditions and situations to be added to the scenario database. These scenarios 228

should exercise the system’s capabilities and evaluate its performance against the 229

safety indicators. 230

A panel of experts refines the collected requirements into attributes for the collected 231

requirements per KET; the schematic process with inputs and outputs is depicted in Figure 232

3. Such an approach has certain limitations. Limitations include subjectivity, as attribute 233

selection relies on expert opinions, leading to variations in definitions and importance. 234

Limited representation of diverse stakeholders may overlook essential requirements. Lack 235

of standardization can result in inconsistent attribute definitions, making comparisons 236

difficult. Nonetheless, the practical evaluation in Section 5 shows the approach to be viable 237

and valuable. 238

ADS feature  
technology reliance

Operational design
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Expert 
Knowledge

ISO 21448 SOTIF 
ISO 26262 Functional Safety 

ISO 21434 Cybersecurity 

Safety test 
SpecificationSafety test 

SpecificationRefined safety
test objectivesAssessment

templates

Use case  
categorization 

General safety test
objectives

Attributes
Critera
General
scenarios

Figure 3. Schematic assessment templates creation process.

Following this process, stakeholders can systematically collect requirements, identify 239

technology dependencies, and derive requirement attributes per KET and safety perfor- 240

mance indicator. This structured approach helps ensure that safety considerations are 241

adequately accounted for and enables a more comprehensive and consistent assessment of 242

the automated system’s safety performance. 243

4. Derive assessment templates 244

The method, delineated in Section 3, serves as a blueprint for crafting assessment tem- 245

plates. This section provides a condensed overview of the template creation steps for the 246

KETs communication, positioning, and cybersecurity. These KET categories were integral to the 247

HEADSTART [18] project. While we touch upon the rudimentary aspects of requirement 248

collection and allocation to categories, our main focus lies in elaborating on the attributes 249

and assessment templates, which represent an extension of this foundational work. Sub- 250

sequent sections and Figure 4 delve into these steps, underscoring their significance. Our 251

analysis zeroes in on these three KETs, illustrating how they were employed to validate 252

our hypothesis concerning the role of technology-aware guidance in ADS assessment. This 253

approach underscores the importance of encompassing a complete array of KETs when 254

evaluating ODDs and general test scenarios for automated vehicles. 255
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Figure 4. Method to derive assessment attributes for KETs.

4.1. Collect requirements 256

The first step (denoted 1 in Figure 4) is requirements collection. Our previous work 257

[19], conducted within the HEADSTART project, extensively gathered functional and 258

technical requirements related to the three KETs, as these technologies play a critical role in 259

the functionality and safety of automated vehicles. 260

A three-step approach was followed to identify the relevant requirements for the KETs. 261

Firstly, ongoing activities in standardization organizations and other interest groups were 262

investigated. Secondly, a series of interviews, surveys, and questionnaires were conducted 263

with various stakeholders, including OEMs, Tier 1 suppliers, and regulatory entities, to 264

understand their needs and perspectives. Lastly, requirements and insights from other 265

relevant research projects were also incorporated into the analysis. This comprehensive 266

approach ensured a comprehensive collection of requirements and needs related to the 267

KETs. 268

The data collection efforts were conducted in collaboration with stakeholders, partici- 269

pants or those affiliated with the HEADSTART project from the industry, research institutes, 270

and policymakers. The survey of the stakeholder’s considerations revealed a mixture of 271

high-level and low-level requirements. The intended use of the testing was also considered 272

in the survey and was categorized as development, consumer, and type approval testing. 273

The project’s analysis revealed many specific requirements for the KETs, usually strongly 274
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connected to a specific use case. A challenge is that the requirements are based on what is 275

wanted and needed but not necessarily available today as development is ongoing in all 276

the KETs. Adapting the requirements may be needed to demonstrate use cases with today’s 277

technology. Identified requirements and constraints relevant to these KETs have been 278

documented and presented in various publications [19–21] that describe the specification 279

to develop a harmonization testing and validation procedure within the HEADSTART [22] 280

project. 281

The use cases analyzed in the project, e.g., highway pilot and highway truck platoon- 282

ing, play a crucial role in exploring various aspects of critical enabling technologies. The 283

variation in reliance on these underlying technologies is crucial in developing a practical as- 284

sessment procedure. By understanding the specific requirements and challenges associated 285

with each use case, a comprehensive assessment procedure can be developed to ensure the 286

safety and performance of automated vehicles. The derived attributes presented in Section 287

4.3 are based on these collected requirements. 288

4.2. Allocate requirements based on technology reliance 289

As indicated in Step Two in Figure 4, the method integrates the gathered and cat- 290

egorized requirements, guaranteeing the inclusion of all pertinent technology-specific 291

parameters within the ODD and scenario specifications. The framework includes a separate 292

analysis of the KETs to address their requirements comprehensively. Doing so ensures 293

that the framework considers each technology’s specific attributes and considerations. 294

The effects of these technology-specific requirements are continuously monitored as they 295

propagate and permeate the framework and give rise to attributes, performance indicators 296

and general test scenarios. 297

4.2.1. V2X Communication 298

Communication and associated requirements can play a crucial role in ADS. Vehicle-to- 299

everything (V2X) communication technologies enable vehicles to wirelessly communicate 300

with various entities that can impact their operation, including vehicle-to-infrastructure 301

(V2I), vehicle-to-network (V2N), vehicle-to-vehicle (V2V), vehicle-to-pedestrian (V2P), 302

vehicle-to-device (V2D), vehicle-to-grid (V2G), and Tele-operated Driving (ToD). This 303

communication capability facilitates cooperative driving, optimizing collective behavior 304

regarding throughput, fuel consumption, emissions, and safety [23]. In the automotive 305

industry, there are two main types of V2X communication technologies: WLAN-based, 306

which utilizes IEEE 802.11p and is used in standards such as ETSI ITS G5 and DSRC, 307

and cellular-based, which is defined by 3GPP and includes short-distance communication 308

using PC5 sidelink and traditional cellular interfaces through 3G/4G/LTE/5G networks. 309

The testing of V2X communication involves various organizations such as 3GPP, 5GAA, 310

ETSI, GCF, IEEE, OmniAir, SAE, C-ITS, C-SAE, and NTCATS. Test equipment vendors are 311

actively developing instruments designed explicitly for V2X testing, with many of them 312

also incorporating Global Navigation Satellite System (GNSS) testing capabilities. 313

4.2.2. Positioning 314

Positioning is another crucial capability required for ADS. It involves determining 315

the position of the ego vehicle (the vehicle under test) and estimating and tracking the 316

position of objects in its vicinity within the traffic system. Different applications within 317

the scope of connected ADSs have varying positioning needs, with the main aspects being 318

absolute and relative positioning. Accuracy, precision, refresh rate, and integrity are sub- 319

attributes associated with these aspects. Additionally, there is an interest in measuring 320

objects’ physical dimensions and estimated positions. Global Navigation Satellite System 321

(GNSS) based positioning and High Definition (HD) maps can be utilized for absolute 322

positioning. HD maps provide relevant information, such as traffic signs, beams, or poles, 323

which can be trust anchors to determine the vehicle’s position without active connections. 324

V2X communications can also improve positioning by transferring information, provided a 325
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mechanism exists to establish sufficient trust in the received data. HD maps and relative 326

measurements are employed to achieve accurate positioning. Ongoing standardization 327

efforts related to GNSS are being carried out in organizations such as ETSI, and test 328

equipment vendors actively develop GNSS testing capabilities. The interrelation between 329

cybersecurity and GNSS positioning in Intelligent Transportation Systems (ITS) systems is 330

discussed in [24]. 331

4.2.3. Cybersecurity 332

Cybersecurity is a critical quality attribute that significantly affects the safety of ADS 333

applications. Unlike safety, cybersecurity risks continuously evolve as attackers develop 334

new techniques and capabilities, making it essential to address cybersecurity concerns 335

throughout the system’s lifecycle. When defining cybersecurity requirements, it is essential 336

to consider potential threats. The NIST FIPS 199 [25] defines three commonly used aspects 337

of cybersecurity, known as CIA: 338

• Confidentiality: Preserving authorized restrictions on information access and disclo- 339

sure, including protecting personal privacy and proprietary information. 340

• Integrity: Guarding against improper information modification or destruction, ensur- 341

ing information non-repudiation and authenticity. 342

• Availability: Ensuring timely and reliable access to and use of information. 343

The identified technical and functional requirements emphasize the two latter aspects 344

as more safety-related and the importance of following best practices for cybersecurity 345

throughout product development. 346

Defining cybersecurity requirements differs from communication and positioning, as 347

it is a vital quality attribute for both aspects. V2X communication should establish a chain 348

of trust using verified signatures and certificates, and state-of-the-art cybersecurity testing 349

should be performed for all aspects. Best practices and design principles for cybersecurity 350

in-vehicle systems exist, including those outlined in standards such as SAE J3061 [26], 351

NIST FIPS 2004 [25], and ISO/SAE 21434 [27]. These practices encompass governance, 352

awareness and training, security by design, risk assessment and management, threat 353

detection and protection, incident response, and collaboration with relevant stakeholders. 354

General guidelines for automotive cybersecurity can be found in [27], and there are various 355

studies and discussions on security and privacy in Connected Vehicle-to-Everything (C- 356

V2X) communications [23,28,29]. Standardization activities related to vehicle cybersecurity 357

are jointly conducted by SAE and ISO [27]. Cybersecurity is challenging because it involves 358

defending against evolving techniques and addressing threats that can impact safety. It is 359

recommended to adhere to published best practices and recommended testing, including 360

ISO/SAE 21434 [27]. ISO TR 4804 [30] is a technical report that connects ISO/SAE 21434, 361

ISO 26262, and ISO/PAS 21434. 362

4.3. Derive attributes for KETs 363

The general safety objectives include potential hazards during a generalized ADS 364

operation, including internal system and external environmental hazards. The process 365

denoted three in Figure 4 deals with assessing the risks associated with identified hazards 366

[27,31,32], relevant to the reliance of KETs, by analyzing the likelihood and severity of 367

potential incidents or accidents. Furthermore, strategies and measures, such as safety 368

implementation, are devised to alleviate these identified risks. 369

To evaluate the influence exerted by KET on the ODD of an ADS, the ISO 34503 "Test 370

scenarios for automated driving systems — Specification for operational design domain" 371

is used as a baseline [8]. ISO 34503 applies to ADS levels 3-4 and provides requirements 372

for a hierarchical taxonomy that identifies the ODD, considering both static and dynamic 373

attributes. 374

ISO 34503 proposes dividing the operating conditions into three primary attributes: 375

scenery, environmental conditions, and dynamic elements. Scenery refers to non-moving 376

elements, dynamic elements represent moving elements in the operating environment, 377
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and environmental conditions encompass factors between geographical and temporal 378

attributes, including meteorological weather parameters relevant to the ODD. The hierarchy 379

in ISO 34503 provides a base set of attributes that can be expanded based on stakeholder 380

needs. To better incorporate KETs into the ODD taxonomy, the connectivity category 381

in ISO 34503 can be refined to include communication, positioning, and cybersecurity. 382

Communication requirements can include coverage, latency, throughput, and predictability, 383

as listed in Table 1. Positioning requirements encompass absolute and relative positioning 384

with sub-attributes like accuracy, precision, and refresh rate integrity, as shown in Table 385

2. Cybersecurity requirements can be derived based on the categorization proposed by 386

Firesmith [33], as presented in Table 3. 387

Table 1. When assessing a V2X communication solution, the following attributes should be considered.

Attributes Indication description

Coverage The geographic area or range within a carrier’s defined service. Indi-
cates the solution’s ability to establish and maintain connectivity.

Latency Time delay between sending a message from a sender to its reception by
the intended recipient. Indicates the responsiveness of communication
solution.

Throughput Number of data packets that can be transferred within a specific time.
Indicates the solution’s capacity to handle data traffic.

Predictability Consistency, and reliability of solution performance. Indicates the abil-
ity to preempt and plan for degraded coverage, latency, and through-
put.

Table 2. When assessing a positioning solution, the following attributes should be considered.

Attributes Indication description

Position priority Absolute, relative. Possible refinements: lateral, longitudinal or eleva-
tion position.

Accuracy How close measurements are to the true position. Indicates the solu-
tion’s capability to determine an object’s location accurately.

Precision How close measurements are to each other. Indicates the consistency
of the solution in providing consistent position measurements.

Refresh rate How close measurements are to each other in time. Indicate the solu-
tion’s responsiveness.

Confidence Confidence reflects the ability to quantify the uncertainty in measure-
ments. Indicates the ability to handle and preempt degraded service.
Confidence and integrity are closely related indicators.

Integrity Integrity refers to the reliability and availability of the solution. In-
dicates the solution’s ability to function correctly and consistently,
providing accurate and trustworthy position information.

Table 3. Additional quality attributes to assess when considering cybersecurity .

Type 1 Description

Prevention Measures that reduce the security risks. It’s preferable to stop risks
realising than repair the damage after an incident.

Detection Mechanisms to discern malicious activity from normal use.
Reaction Strategies to employ after detecting malicious activity to minimise the

harm.
Adaptation Modification to improve prevention, detection, or reaction.

1 Inspired by Firesmiths defensibility solution types [33]

Numerous vital questions still need to be addressed and recognized, including support- 388

ing cooperative functions and allocating responsibilities to ensure a safe implementation 389

across multiple brands. Additionally, considerations of interdependence within the ODD 390
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must be examined, including the specification and testing of supported vehicle velocities 391

and establishing a trusted chain of external data sources. These external data sources 392

should have a seamless chain of trust and consistent uncertainty measurements—also, 393

assessment of common time base solutions for synchronized cooperative ADS. 394

While the attributes presented in the Tables 1, 2 and 3 may not cover all gathered 395

requirements, and in all likelihood, not all relevant concerns are addressed, they provide 396

useful patterns and attribute families for analyzing the performance of KETs and mapping 397

them to the ODD. Additional research is required to delve into coverage and comprehen- 398

siveness when mapping an ODD to specific isolated technology elements, encompassing 399

specification and testing. However, it is crucial to initiate the process of providing proactive 400

and practical guidance to technical service providers to enhance their preparedness and 401

streamline the assessment process. 402

4.4. Establish safety performance indicators and general scenarios 403

Much effort has been spent on the development of performance indicators [34,35] and 404

scenario databases [36,37] focusing on data-driven aspects like longitudinal control (acceler- 405

ation, braking and road speed, lateral control (lane discipline) and environment monitoring 406

(headway, side, rear) as single aspects and when moving into more complex scenarios, in 407

combination. This combination poses a challenge to proving ground capabilities due to the 408

high level of coordination needed to realize the scenarios. As it is virtually impossible to 409

evaluate an automated vehicle against all possible scenarios it will face in real-world traffic, 410

balancing the representativeness of the tests and the reliable safety performance indicators 411

is necessary. 412

Conversely, we talk about the assessment criteria subset that can be created for the 413

attributes derived previously for the enabling technologies, positioning, communication 414

(V2X) and cybersecurity. Knowledge-driven indicators that can be assigned elementary 415

behavioural aspects of the automated function that must be assessed with scenarios linked 416

to the ODD and its monitoring, e.g., 417

• Conditions for activation 418

• Minimum risk manoeuvres 419

• External and internal human-machine interfaces 420

The assessment criteria are partly based on the existing automotive safety assessment 421

methods (See Figure 3), as also discussed in Section 2. In the assessment framework, we 422

describe activities as denoted (4); see Figure 4. i.e. new assessable criteria related to KETs. 423

There are two main criteria for scenario-based testing: pass/ fail and metric criteria. 424

Both types are based on objective observation of the executed scenario. For success criteria 425

and metrics, different context-specific safety performance indicators need to be defined, 426

which gather the necessary data to evaluate and compare the expected and executed 427

behaviour of the automated vehicle. 428

The derived attributes for each KET have an operating condition that needs to be 429

fulfilled. A failure to uphold the conditions often leads to a minimal risk manoeuvre (MRM) 430

activation to reach a minimal risk condition. Many failures, including attacks on vehicle 431

control, environmental monitoring, and external and internal human-machine interface 432

(HMI) interaction, trigger an MRM and HMI interaction whose appropriateness needs to 433

be assessed [38]. 434

For example, in the case of communication, metrics such as coverage, latency, through- 435

put, and predictability can be used to assess the effectiveness of the communication system. 436

The acceptable values for these metrics can be defined based on the ADS’s safety require- 437

ments and ODD. These values should be determined through extensive research, analysis 438

of existing standards and guidelines, and consideration of real-world operating conditions. 439

Similarly, for positioning, metrics like accuracy, precision, refresh rate, and integrity 440

can be used to evaluate the ADS’s ability to determine its position and track objects in its 441

environment. The acceptable values for these metrics will depend on the specific use case 442

and safety-critical requirements. 443
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Regarding cybersecurity, metrics can include factors such as robustness against cyber- 444

attacks, resistance to unauthorized access, and integrity of data transmission. Again, 445

the acceptable values for these metrics need to be determined based on industry best 446

practices, relevant standards, and the criticality of the ADS’s functions. In conclusion, when 447

addressing the requirements posed by the KETs, the number of scenarios with attached 448

assessment criteria for minimum risk manoeuvres, transition hand-over, HMI (internal and 449

external), and driver monitoring will expand, and the representatives and completeness 450

must rigorously be checked for in the scenario catalogue. 451

5. Evaluation of the use of assessment templates 452

Analyzing how each use case relies on support technology building blocks, which 453

are implementing the KETs, helps identify the specific requirements and dependencies of 454

different technological components. Understanding these dependencies allows determining 455

which assessment templates are relevant and how they should be applied (Figure 5). It also 456

becomes possible to tailor the assessment process to the specific needs and requirements of 457

the system in terms of functional requirements on the ODD and general scenarios to test 458

or assess. Furthermore, it is essential to consider the interdependencies between different 459

technology building blocks and how they collectively contribute to the overall functionality 460

and safety of the automated driving system. In contrast, some assessment templates may 461

address multiple technology components simultaneously. 462

Safety test 
SpecificationSafety test 

SpecificationRefined safety
test objectivesSafety test 

Specification*
 Impact analysis
and selection 

Safety test
objectives

ADS feature  
& ODD

OEM

Homologation 
authority

 
Homologation 

technical service

Information about ADS feature technology reliance

 
 

Refined with technology aware
ODD and scenario aspects. 

*Not a complete test specification
for all objectives 

  

Figure 5. Schematic selection process of assessment templates.

5.1. ADS feature and ODD under evaluation 463

The evaluation centers on highly automated freight vehicles in a dedicated urban 464

area, aiming for SAE Level 4 automation using remote assistance functionality. It involves 465

automated freight transport within a controlled environment, specifically for potentially 466

uncrewed vehicles. Design options include vehicles with or without a driver’s cab, focusing 467

on lower speeds for fuel efficiency. 468

As depicted in the Figure. 5 the input is the safety objectives, function description, and 469

intended ODD. The description of the ADS features describes the system utilized, includ- 470

ing the functions of remote assistance automated vehicle features and the infrastructure 471

deployed within the trial environment. 472

The safety objectives align with the guidelines outlined by the Swedish Transport 473

Agency (TSFS 2022:82 [39]), emphasizing including a traffic safety analysis and an indepen- 474

dent risk assessment in all exemption applications. These safety objectives ensure that the 475

evaluation process addresses and fulfills the requirements for risk assessment, guaranteeing 476

the safety and reliability of testing the automated freight transport system on public roads. 477

They serve as representative surrogates for the envisioned safety objectives of future type 478

approval. 479
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Figure 6. Potential ODD at Lindholmen. The geofenced route is denoted by green.

A potential site for conducting the ADS feature trials has been identified in the urban 480

traffic environment at Lindholmen, Gothenburg, Sweden. The intended route can be seen 481

in Figure 6. The ODD is relevant to this specific ADS feature and can be generally described 482

as a route encompassing parking lots and streets with parked cars on either or both sides. 483

Traffic in the area generally operates at low speeds, with few vulnerable road users (VRUs) 484

except during lunch and rush hours. VRUs are expected to walk and cycle throughout the 485

area. 486

• Road conditions: Public urban roads, going straight, intersection and turns. 487

• Geographical area: Lindholmen, Sweden. Exact geographic site with Geofence. 488

• Environmental conditions: Daylight, good visibility, no or light rain, little or no water 489

on the road surface 490

• Velocities: Speed restricted to lower ranges < 15 km/h. 491

• Other constraints: Conditions must be fulfilled for the safe operation. 492

To ensure the trial operation of the vehicle maintains a traffic-safe environment, the assess- 493

ment plan considers multiple aspects. These include adhering to regulatory requirements 494

within the ODD, establishing safety and security objectives for remotely assisted automated 495

functions, and ensuring seamless control transitions during operation. 496

A geofence solution utilizing GNSS acts as a safety and cybersecurity mechanism to 497

mitigate vehicle operating risks beyond the defined ODD. While geofencing is partially 498

rooted in threat analysis, additional cybersecurity assessment currently falls beyond the 499

scope of this study. Maintaining precise positioning within the ODD is crucial, fulfilling 500

a critical system safety and security requirement. This investigation primarily centers on 501

KET’s assessment guidance. 502

Hence, the relevant assessment templates encompass V2X communication, its interde- 503

pendencies with cybersecurity in the context of 5G connectivity, and its position within the 504

broader assessment plan, particularly regarding geofencing. 505
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5.2. Guided assessment plan 506

This study primarily focuses on the interdependence between positioning, V2X com- 507

munication, and their interplay with cybersecurity. It leaves significant portions of object 508

detection and event response without specific assessment guidance. 509

Integrating 5G communication into the Operational Design Domain (ODD) expands 510

the evaluation of operational conditions. The ODD’s boundaries are extended by incor- 511

porating 5G communication attributes to encompass connectivity considerations. This 512

evaluation encompasses system performance and safety scenarios like network congestion 513

or communication disruptions. 514

Including 5G communication attributes in the assessment process aids in identifying 515

potential risks and challenges. It evaluates the system’s capability to handle situations 516

involving degraded connectivity, assesses the impact of communication delays on decision- 517

making processes, and tests the system’s resilience against potential cybersecurity threats 518

targeting the 5G infrastructure. 519

Therefore, compared to existing standards like ISO 34503, which includes attributes 520

such as Vehicle-to-Infrastructure (V2I) and 5G, we propose a refinement of operating condi- 521

tions to focus on attributes like network coverage, latency, throughput, and predictability. 522

These refined attributes are designed to serve as performance indicators. The as- 523

sessment metrics and use-case-specific conditions were derived from the Safety Case for 524

Autonomous Trucks (SCAT) project [40]. 525

The real-time demands within the control loop necessitate precise latency require- 526

ments. Ensuring comprehensive coverage using minimum throughput or bandwidth is 527

vital for the safe control of remote operations and for enabling actionable minimal-risk ma- 528

neuvers. The guarantee of this minimum throughput holds utmost importance throughout 529

the entire ODD. Maintaining high service availability is critical to preempting potential 530

service congestion and counteracting inadequate coverage, especially in adverse weather 531

conditions, emphasizing the need for predictability. This comprehensive coverage require- 532

ment must be consistently met within the ODD in alignment with the communication 533

attributes specified in Table 1. 534

Furthermore, the Quality of Service (QoS) functionality within the network can ad- 535

dress specific service congestion, regardless of whether it results from natural factors 536

or intentional actions. Predictability can be further achieved by implementing multiple 537

redundant 5G carrier networks and real-time performance monitoring. 538

Table 4. Assessment criteria for operating conditions within the Lindholmen ODD for 5G communi-
cation.

Attributes Indication description

Coverage 5G communication coverage present in the whole Lindholmen ODD.
Coverage is achieved by several cells. Handover must not affect
Throughput.

Latency Here assessed to be subsumed by 5G coverage and validated by video
performance tests.

Throughput Target bandwidth 20 Mbit/s. Unsafe < 1 MBit/s and 15 frames per
second.

Predictability Deployment-site test measurements and Quality of Service (QoS).

The assessment of GNSS-based geofence considerations follows a similar approach. It 539

employs the prototype template in Table 2, focusing on absolute positioning by relying on 540

GNSS. GNSS guarantees precise location information for the geofence system. Achieving ac- 541

curacy within a meter is pivotal, and this level of precision can be attained by implementing 542

a real-time kinematic (RTK) solution. 543

Precision is a critical factor in the geofence solution. Consistently delivering real-time 544

kinematic (RTK) based position measurements ensures the system’s reliability and accuracy 545

in pinpointing an object’s location within the geofence. 546
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The refresh rate holds significant importance in geofence systems. It determines how 547

frequently the position measurements are updated. In geofencing, a refresh rate exceeding 548

1 Hz is generally preferred. Incorporating odometric data with GNSS measurements can 549

help achieve this, enhancing system redundancy and accuracy. 550

Maintaining confidence in the measurements is vital. The system should be capable of 551

quantifying the uncertainty associated with position measurements. This quantification 552

aids in assessing the reliability and robustness of the geofence solution. 553

To ensure the integrity of the geofence system, a recommended strategy is to employ a 554

multiple-constellation solution. This approach enhances both reliability and availability. 555

Incorporating a second observer plausibility check and dual-frequency receivers, alongside 556

RTK technology, further bolsters the integrity of the geofence solution. The accuracy and 557

reliability of GNSS-based geofence solutions can be assessed by evaluating these criteria. 558

The assessment template underscores the necessity of evaluating test scenarios that 559

directly relate to dependency checks and ODD monitoring. These scenarios encompass 560

a range of aspects, such as control transition demands, minimal risk maneuvers, and 561

considerations regarding internal and external HMI interactions. 562

Regarding activation scenarios, these tests ensure that all KET ODD conditions are 563

met before activation occurs. Conversely, deactivation scenarios assess the appropriateness 564

of both internal and external HMI responses when deactivation is required. This deacti- 565

vation can be initiated gracefully through control transition demands or via minimal risk 566

maneuvers, ensuring safety is maintained. 567

Using the prototype assessment templates in conjunction with general scenarios 568

(e.g.control transition demands, minimal risk maneuvers, activation, deactivation) proposes 569

evaluating 40 distinct test scenarios. These scenarios are supported by ten indicators that 570

focus on the fundamental behavioral aspects of the automated function. These indicators are 571

particularly pertinent to 5G communication and geofence conditions. They are organized 572

into various categories, covering activation conditions, minimal risk maneuvers, and 573

external and internal HMI conditions. The number of conditions within each category 574

may vary, with at least four conditions related to 5G communication and six conditions for 575

geofence considerations. 576

5.2.1. Cybersecurity of 5G 577

When applying the derived cybersecurity attributes outlined in Subsection 4.3, we 578

gain insights into essential prevention measures for ensuring the authenticity of service 579

subscribers. Paramount among these measures is the prevention of unauthorized vehicle 580

control. To achieve this, communication must be authenticated and encrypted, safeguarding 581

the integrity, confidentiality, and authenticity of the entities involved. 582

Detection mechanisms between the remote assistance and the vehicle are crucial to 583

discern malicious activity from regular use. In case of failure or an attack, the reaction 584

strategy should follow a fail-safe approach, transitioning the system into a safe operating 585

mode with reduced functionality. Furthermore, considerations for system adaptation may 586

extend to communication coverage, where an over-the-air update could be necessary to 587

patch any identified security vulnerabilities. 588

As depicted in Table 5, assessing the presence and appropriateness of cybersecurity 589

measures, even in conjunction with quality attributes linked to another KET (such as V2X 590

communication), is paramount. Though not directly part of the ODD, this consideration 591

adds a robust layer to the evaluation process. By incorporating an evaluation of threat 592

agents and potential attack surfaces within the ODD, a more robust connection is forged 593

between the ODD and activities tied to threat analysis and risk assessment. Such an 594

assessment guides the implementation of necessary safeguards against possible attacks 595

and the potential consequences of breaches to the system. 596



Version August 29, 2023 submitted to Vehicles 16

Table 5. Cybersecurity example considerations per attribute of 5g connectivity.

Attributes Prevention Detection Reaction Adaptation

Coverage

Implementation of
strong authentication

protocols. Regular
security audits and

vulnerability
assessments.

Intrusion detection
systems (IDS). Network

traffic monitoring.

Immediate incident
response and

mitigation. Isolation of
affected components.

Upgrading security
protocols based on
emerging threats.

Continuous monitoring
and updates.

Latency

Network optimization
for reduced latency.
Use of caching and

content delivery
networks (CDNs).

Anomaly detection
algorithms. Latency

monitoring tools.

Timely notification and
escalation procedures.
Remediation actions to
mitigate latency-related

threats

Adoption of emerging
technologies to

minimize latency.
Performance

optimization strategies.

Throughput

Bandwidth
management and

allocation. Quality of
Service (QoS)
prioritization

Traffic analysis for
abnormal patterns.

Throughput
monitoring tools.

Traffic filtering and
blocking of malicious

connections. Throttling
or rate limiting for

suspicious activities

Capacity planning and
scaling to meet

increasing throughput
demands.

Optimization of
network resources.

Predictability

Robust network
architecture and

routing protocols.
Redundancy and

failover mechanisms.

Behavior analytics for
anomaly detection.

Predictability
monitoring and

analysis.

Incident response plans
and playbooks.

Business continuity
strategies for

predictable disruptions.

Continuous
improvement based on

predictive analytics.
Adaptive network

configurations.

Through integrating cybersecurity measures, the assessment plan significantly more 597

comprehensively assesses the system’s safety and resilience, aligning with future type 598

approval requirements. 599

The attributes derived in Section 5 proved invaluable for enriching assessment plan- 600

ning and analyzing use cases. They highlighted the importance of ensuring 5G communi- 601

cation coverage with QoS bandwidth priority to maintain bandwidth during congestion, 602

whether from natural factors or malicious actions. Further assessment of the attributes’ 603

utility for proving-ground testing is yet to be undertaken. 604

5.3. Test scenarios for communication 605

The assessment template emphasizes crucial test scenarios, particularly those directly 606

tied to KET ODD dependencies and their monitoring through performance indicators. 607

These scenarios ensure the availability of all necessary conditions for activating and main- 608

taining the ADS feature throughout the ODD, here focusing on connectivity. Conducting 609

tests allows for assessing system functionality and performance within defined ODD, 610

offering valuable insights into its strengths and limitations. 611

Evaluating cellular coverage at the test site is paramount to ensure dependable com- 612

munication and data exchange between the vehicle and infrastructure. This is vital for 613

the seamless operation of the monitored ADS feature, encompassing functionalities like 614

assistance and monitoring links. Maintaining a bidirectional stream with balanced sym- 615

metric bandwidth and low latency for the control channel requires consistent capacity to 616

attain robust connectivity. By gaining a comprehensive understanding of the test site’s 617

capabilities and limitations, effective planning and preparation for operational deployment 618

become achievable. This involves identifying areas that require enhancement or optimiza- 619

tion and ensuring that the essential infrastructure and connectivity requirements are met to 620

showcase the ADS feature successfully. 621

Remote assistance and monitoring, especially video streaming, necessitates low latency 622

and high uplink bandwidth. The adaptive video codec should accommodate varying 623

bitrates based on availability. Additionally, the uplink is typically more constrained than 624
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the downlink, making it a critical consideration. The site assessment has concentrated on 625

available uplink capacity, likely to be the limiting factor in this scenario. 626

The assessment predominantly focused on measuring Reference Signal Received 627

Power (RSRP). RSRP is a reliable indicator for predicting radio uplink capacity since it 628

gauges the cell’s proximity from a radio standpoint. Up-link radio interference is mainly 629

due to other handsets moving within the cell, making it more dynamic and harder to 630

predict than downlink interference. 631

The site assessment employed a low adaptive latency User Datagram Protocol (UDP) 632

stream to validate video performance. This helped estimate the traffic that could be sent on 633

the uplink without causing delays or overloading the network. Unlike network speed test 634

tools prioritizing high bandwidth, this approach considers absolute latency and latency 635

variation (jitter). 636

The test utilized a handheld terminal with a specialized carrier company application 637

(Telia). This application collected and reported essential radio measurements, including 638

Reference Signal Received Power (RSRP), Reference Signal Received Quality (RSRQ), Signal- 639

to-noise ratio (SNR), frequency, cell information, and absolute position using GNSS (Global 640

Navigation Satellite System). Figure 8 showcases RSRP as a performance indicator for 641

coverage, while Figure 9 illustrates the related general handover scenario. 642

An adaptive UDP stream, emulating adaptive video, was used to measure real-time 643

bandwidth (RT BW) up to a target level. Laps 1 and 2 employed a 20 Mbit/s target bitrate, 644

with later laps using 50 Mbit/s. RT BW serves as a performance indicator for throughput, 645

as depicted in Figure 10, and the related scenarios are portrayed in Figure 11. 646

Figure 7. Data was collected over a total of 5 laps at the route at Lindholmen.

The tester held the terminal during the initial lap shown in Figure 7. For laps 2 to 5, 647

the handheld device was positioned between the front seats of a car driving along the track. 648

The first two laps utilized a target bitrate of 20 Mbit/s, while the subsequent laps were 649

conducted with a higher target bitrate of 50 Mbit/s. 650

In an unloaded network, latency remains consistent at a specific location. The latency 651

measured by the tool reflects the delay of the transmitted data stream. A significant 652

relationship exists between traffic load and latency, as increased load results in network 653

queues. The concept of real-time bandwidth aims to maximize bandwidth while preserving 654

low latency. 655

The measurement tool employs Ericsson’s SCReAM algorithm [41], a mobile-optimized 656

congestion control algorithm. SCReAM dynamically adjusts bandwidth based on various 657

metrics, including Round Trip Time (RTT). As depicted in Figure 11, SCReAM responds 658

by reducing bandwidth when RTT increases, effectively minimizing latency. Therefore, 659

RT BW refers to data delivered within a reasonably bounded RTT delay. Both bandwidth 660

and throughput serve as indicators of network performance. While bandwidth indicates 661

the available or predicted network capacity, throughput represents the transmitted data. 662

Given the susceptibility of intended networks to congestion, mainly as they are not private, 663

throughput is a more pertinent measurement in this context. 664
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Figure 8. Reference Signal Received Power
(RSRP) primary cells.

Figure 9. NR and LTE Reference Signal Received Power (RSRP) over time.
Points of interest are circled in red in both graphs.

Figure 10. Measured bandwidth in the demonstra-
tion area. Figure 11. Stream round trip time (RTT) and stream bandwidth (BW) over

time. Points of interest are circled in red in both graphs.

Accurately predicting handover issues between cells holds significant importance in 665

the coverage testing of cellular networks. This prediction entails assessing elements such 666

as signal strength, quality, and latency to detect potential challenges during the handover 667

procedure, as exemplified in the problematic region between cell 1 and cell 2 in Figure 668

12. Operators can enhance handover algorithms and configurations through scenario 669

simulations and an in-depth network performance analysis to achieve uninterrupted 670

connectivity. However, conducting a dedicated ODD assessment is imperative to validate 671

and assess the results. In summary, a site assessment guided by the relevant assessment 672

templates, where predefined performance indicators tied to general scenarios served as a 673

foundational framework, saving a lot of effort. This baseline approach provides a starting 674

point for a more customized and specific assessment strategy. 675
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Figure 12. Three cells are involved in the coverage

6. Conclusion 676

In conclusion, while notable strides have been taken in safety assessment strategies 677

for automated vehicles, certain limitations linked to the practical assessment endeavor still 678

require attention. The proposed approach underscores the significance of technology-aware 679

practical guidance within the assessment process, which should seamlessly integrate into a 680

comprehensive and adaptable framework. 681

The primary contribution of this study lies in proposing the augmentation of existing 682

scenario-based testing frameworks with a detailed examination of the underlying sup- 683

porting technologies. This approach enriches the test suite employed in scenario-based 684

testing by factoring in the specific attributes of test scenarios linked to the Key Enabling 685

Technologies (KETs). By blending this bottom-up analysis with the top-down scrutiny fo- 686

cused on potentially hazardous traffic scenarios at the vehicle level, a more comprehensive 687

understanding of the system’s performance can be achieved. 688

While the method outlined in this study demonstrates practicality and efficacy, certain 689

areas warrant further exploration. Subsequent research should investigate the extent of 690

coverage and completeness when mapping the ODD to precise technological elements 691

in specification and testing. The amalgamation of knowledge-driven and data-driven 692

approaches could yield a more holistic assessment framework, drawing from existing 693

knowledge and real-world data. Particularly, when substantial real-world data is unavail- 694

able, the integration of prior knowledge becomes pivotal. 695

Therefore, developing technology-aware assessment criteria for attributes derived 696

from enabling technologies holds paramount importance. These criteria should comple- 697

ment the overarching high-level requirements and encompass the fundamental behavioral 698

facets of the automated function within the defined ODD. This involves appraising the 699

proper functionality of sensors and communication devices, adherence to protocols and 700

standards, and effective mitigation of potential cybersecurity threats. By assimilating 701

technology-aware assessment criteria, a more comprehensive evaluation of the automated 702

function’s performance can be achieved. 703
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