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Abstract
One of the most transformative developments today is the integra-
tion of generative artificial intelligence into the development of crit-
ical software-intensive cyber-physical systems. From autonomous
vehicles to industrial robotics, these systems are entering a new
era shaped by artificial intelligence-driven development and au-
tomation. In this paper, we consider software engineering, artificial
intelligence, artificial intelligence ethics, and social aspects, to ex-
plore how such technologies can be harnessed safely, transparently,
and with human values at the center. Our contributions include
a vision for software engineering, guiding the engineering of fu-
ture trustworthy safety-critical cyber-physical systems under the
influence of generative artificial intelligence. We critically analyze
how three established certification principles can be leveraged to
cope with the societal and technical tensions introduced by gener-
ative artificial intelligence adoption, and propose a research and
practice agenda to ensure that future cyber-physical systems de-
velopment and operations cycle remain trustworthy, both from a
system (hardware and software) and from a societal perspective.
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1 Introduction
Safety-critical cyber-physical systems (CPSs), such as self-driving
vehicles, industrial robots, and smart factories, play an increasingly
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central role in modern society. Their failure may lead to severe
financial loss, environmental damage, or even human casualties.
While automation has long improved productivity in CPS engi-
neering (e.g., through code generation and model-based systems
engineering), assurance standards (e.g., DO-178C [33] for avionics,
ISO 26262 [21] for automotive) mandate rigorous evidence that such
systems are safe and secure for their intended purpose. Certifica-
tion processes thus preserve established principles of accountability
and societal trust (Figure 1). Three principles emerge as founda-
tional and operate as meta-level invariants across all safety-critical
certification regimes:

• Human responsibility, every engineering decision must be
traceable to a human responsible, across the system lifecycle.

• Independent eyes, validation and verification across the cycle
to be made by experts not involved in the design.

• Human-first, requires safety-critical CPSs that collaborate
with humans to consider not only critical system qualities
but also broader ethical, legal, and societal concerns.

Figure 1: Overview of the LifecycleWhenDeveloping Critical
CPS With Trustworthy DevOps.

The rapid emergence of generative artificial intelligence (GenAI),
in particular large language models (LLMs), directly challenges
these principles. Early studies indicate that LLMs can support re-
quirements engineering, architectural design, domain modeling,
testing, simulation, and documentation [6, 32]. For industry, this
suggests major productivity gains, especially in labor-intensive
tasks such as testing and documentation. At the same time, visions
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of fully autonomous LLM agents [16] capable of developing com-
plete software systems raise fundamental questions: How can one
guarantee to build critical CPSs with trustworthy AI techniques? How
can established certification practices evolve to address AI-driven de-
velopment? How do we ensure that human engineers, regulators, and
affected communities remain in meaningful control?

Trustworthiness is a very complex and sensitive concern along
the whole system lifecycle and including both objective and subjec-
tive perspectives. This is exacerbated even more when considering
LLMs and GenAI coming into play in future critical CPSs. Efforts
have been made to provide an overview and guidelines on trustwor-
thiness and Artificial Intelligence (AI), e.g., [1, 24, 28]. Informally,
trustworthiness is about how well a system has been designed and
built to do what it is supposed to do. In the scope of this paper,
we refer to trustworthiness as a quality aspect of a development
life cycle driven by GenAI, while keeping the traditional quality
attributes of critical CPSs intact. In the described context, the above
questions highlight a growing socio-technical tension. On the one
hand, industry is motivated by efficiency and cost reduction. On the
other, society depends on, e.g., the transparency, accountability, and
fairness of critical systems that affect lives and livelihoods. These
concerns echo critiques raised by leading software engineering (SE)
pioneers, including Parnas1, Broy and Selic [5], who caution against
over-reliance on automation without robust assurance frameworks.

This paper contributes a vision for the future of SE in safety-
critical CPSs under the influence of GenAI.We articulate the societal
and technical tensions that GenAI adoption introduces, critically
examine how established certification principles may be upheld or
reinterpreted, and propose a research and practice agenda to ensure
that future CPS development remains accountable, human-centered,
and societally trustworthy. By doing so, we aim to stimulate discus-
sion within the SE community on how CPS engineering can adapt
to the promises and risks of GenAI, while reinforcing software’s
role as a catalyst for societal trust and responsibility.

2 Background and State of the Art
The engineering of AI-enabled safety-critical CPSs sits at the inter-
section of AI, SE, and system safety. Below, we highlight selected
works that were not part of a systematic review but were man-
ually chosen for their relevance. A number of studies have been
conducted in the area of CPSs and LLMs [8, 10, 11, 25, 27, 39]. Inves-
tigations include aspects like, e.g., architectures, testing, integration
frameworks, human behavior modeling, and AI resilience in CPS
where LLMs play roles, directly applicable to designing trustwor-
thy CPS with humans in the loop across the lifecycle. Other efforts
focused on providing a detailed, critical overview of the intersec-
tion between humans and CPSs from socio-technical and practical
industry perspectives, highlighting gaps and avenues for future
research and practice [7]. To frame our vision, this section reviews
the current research frontier on AI-enabled safety-critical CPSs,
examines the emerging role of GenAI in SE practice, identifies the
central research gap that motivates our work, and highlights why
SE plays a central role.

1https://www.youtube.com/watch?v=YyFouLdwxY0

2.1 Research Frontier on AI-enabled
Safety-Critical CPSs

AI-enabled safety-critical CPSs integrate AI-based components with
traditional hardware and software to increase autonomy and adap-
tivity in operation. The international research community increas-
ingly recognizes the need for robust, safe, and trustworthy solutions
in this domain. Examples of flagship initiatives include TAILOR
(Trustworthy AI Integrating Learning, Optimization and Reasoning)
[17], an EU Network of Excellence aiming to develop joint infras-
tructure such as joint PhD programmes, industry transfer labs,
and testbeds. In the US, DARPA’s Assurance of AI-Based Systems
(AAIS) program aims to assure the safety and correctness of AI-
enabled CPSs. Several initiatives on AI-enabled safety-critical CPSs
(e.g., [3, 15, 17, 31]) systematically explore how to improve quality
and autonomy. Assurance techniques have focused on attributes
such as explainability, safety, fairness, liability, and sustainability,
often leveraging formal methods, runtime verification, or architec-
tural reasoning. However, these efforts remain largely decoupled
from social, ethical, and human-centered assurance mechanisms
[18, 36], despite their central importance in safety-critical domains.
Furthermore, existing approaches typically assume that system
development remains exclusively human-controlled, with AI tools
providing limited decision support rather than autonomous action.

Figure 2: Devops Flow With Bots And People At Different
Parts Of The Cycle, Illustrating The Principles ’Human Re-
sponsibility’, ’Independent Eyes’, And ’Human First’ And
Risks Connected To Trust.

2.2 The Emerging Role of GenAI
Recent advances in LLMs have introduced a qualitatively different
paradigm. Beyond decision-support, LLM-based agents promise to
increase autonomy in the entire development process. Early work
demonstrates that LLMs can derive requirements from safety stan-
dards [32], propose high-level architectural designs [37], generate
domain models from textual specifications [6], produce test scenar-
ios [35], synthesize code through natural language prompts [29],
create or refine documentation [4]. These developments go well
beyond augmenting human engineers; they raise the possibility of
semi-autonomous or fully autonomous development pipelines, dis-
rupting traditional assumptions about certification and human ac-
countability, illustrated in Figure 2. However, with the introduction
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of genAI into the DevOps flow, we may lose track of foundational
principles of accountability and societal trust.

2.3 Research Gap
Despite advances in GenAI, a central challenge remains unresolved:
How can AI-generated artifacts be aligned with human-controlled,
traceable, and certifiable development and operations pipelines in
safety-critical domains?

This challenge is particularly severe in safety-critical CPSs, where
failures have direct societal consequences. We build on the premise
that fully autonomous AI agents should not be developed for safety-
critical CPSs [30], and argue instead for rigorous, continuous human
oversight.

Our aim is to enable a trustworthy and human-controlled use
of GenAI in engineering AI-enabled safety-critical CPSs, explicitly
incorporating ethical, legal, and societal concerns. By complement-
ing and extending existing efforts, we aim to inform the definition
of next-generation standards and research and practice priorities
for LLM-assisted CPS design.

2.4 Why Software Engineering Matters for AI
AI research typically advances solutions to narrowly defined techni-
cal problems, but safety-critical CPSs demand more than capability.
SE can provide the systemic perspective that connects AI compo-
nents to stakeholder needs, lifecycle assurance, and certification.
For instance, requirements engineering ensures that AI functions
address the right problems, while verification and validation assess
adequacy in context rather than performance in isolation. SE also
offers mechanisms, traceability, standards, and independent review,
to embed ethical, legal, and societal constraints into development
pipelines. In this sense, SE is not auxiliary to AI but essential for
transforming powerful models into trustworthy systems. Without
SE’s systemic approach, AI-enabled CPSs risk being technically
impressive yet socially and ethically unfit for deployment.

3 A Vision for Future TrustDevOps CPSs with
GenAI

A central question motivates our work: How can GenAI be incorpo-
rated into the development and operations of safety-critical CPSs while
preserving safety, transparency, and human-centered values? Ulti-
mately, our argument is that SE is indispensable for transforming AI
from a collection of powerful problem-solving tools into trustwor-
thy, certifiable, and societally responsible CPSs (directly addressing
the foundational principles listed in Section 1). We argue that SE
is not merely a supporting discipline in this transformation, but a
driving force that must shape how GenAI is responsibly integrated
into CPS development. Addressing this question requires a long-
term, multidisciplinary2 perspective that combines foundational
technical advances with ethical, legal, and societal considerations.

Building on SE’s systemic role in aligning AI with stakeholder
needs and societal requirements, our vision is for safe, ethical, and
2Throughout the paper, we use the following terms: Multidisciplinarity means disci-
plines work in parallel on a shared topic, with limited integration. Interdisciplinarity
involves active exchange and integration of methods and concepts across disciplines
to address a common problem. Transdisciplinarity goes beyond disciplinary bound-
aries, creating new integrative frameworks that combine academic and stakeholder
knowledge to tackle complex socio-technical challenges.

value-driven CPSs accelerated by generative AI technology, with con-
tinual human control embedded throughout the lifecycle. This vision
builds on the established certification principles of human respon-
sibility, independent oversight, and human-first design, which we
reinterpret in the era of GenAI:

• Human responsibility: LLMs should act as collaboratorswithin
certifiable workflows, not as autonomous developers without
any human control.

• Independent eyes: Assurance must become an interactive,
human-in-the-loop activity rather than a static, post hoc
exercise.

• Human-first: Ethical, legal, and societal concerns should be
integrated into CPS development and operations from the
outset, not treated as downstream constraints.

This vision calls for a new generation of socio-technical methods
that make AI-enabled safety-critical CPSs not only technically ro-
bust, but also accountable, transparent, and societally trustworthy.

Figure 3: An illustration of the key principles and research
objectiveswe envision for future development of safe, ethical,
and value-driven CPSs with generative AI.

4 Research and Practice Agenda
To operationalize our vision, we propose a thematic research agenda
that extends current work on AI-enabled safety-critical CPSs by
explicitly embedding GenAI responsibly into safety-critical CPSs
across the TrustDevOps life cycle, guided by three life cycle princi-
ples, illustrated in Figure 3.
Th1 Human control for LLM-assisted design ↦→ Principle

of human responsibility. Current research often treats
LLM output as equivalent to human engineering work, over-
looking the tendency of humans to overtrust automatically
generated artifacts [29]. We propose that each automated
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step should be regarded as a potential loss of control unless
correctness can be formally justified. Responsibility must
remain with human engineers.
– Collaborative CPS design environments will allow human
engineers and AI agents to co-design systems within trace-
able, certifiable workflows [6, 32].

– Socially traceable artifacts will embed accountability and
rationale in all generated outputs, ensuring inspectability
by both humans and machines [2].

– Control surfaces for AI will provide interfaces and tool-
chains for engineers to define behavioral boundaries and
failure modes of AI components [20, 34].

Th2 Human control for LLM-assisted assurance ↦→ Inde-
pendent eyes principle. Assurance today often relies on
post hoc explainability or audit measures. Instead, we en-
vision human-centric assurance frameworks that integrate
LLM agents and ethical values directly into development
workflows.
– Assurance as interactionwill enable dynamic oversight and
real-time intervention, moving beyond static documenta-
tion [15].

– Adaptive certification methods will keep assurance cases
current in systems that evolve through AI-generated con-
tent [9, 37].

– Transparent pipelines will ensure continuous verification
and accountability [17, 22].

Th3 Embedding ethical, legal, and societal concerns ↦→Human-
first principle. Ethical, legal, and societal dimensions con-
cerns must be treated as non-negotiable constraints across
the pipeline. Building on interdisciplinarywork in ethics, law,
and the social sciences [12, 18, 36, 38], we propose methods
that embed societal values directly into CPS design processes,
ensuring that generative AI applications remain accountable
and socially legitimate.
– Value-sensitivemethods: embed societal concerns intowork-
flows [14].

– Governance models: align engineers, ethicists, and regula-
tors [13].

– Ethical assurance cases: connect system behavior to nor-
mative commitments [19, 30, 36].

Together, these three themes outline a coherent research and prac-
tice agenda for LLM-assisted CPS development. They connect tech-
nical innovation with ethical, legal, and societal imperatives, en-
suring that future safety-critical CPSs remain certifiable, account-
able, and human-centered. Importantly, these themes cannot be
addressed within SE alone. They require sustained collaboration
across different disciplines—including law, ethics, human-computer
interaction, and sociology, alongside industrial stakeholders and
regulatory bodies. Future investigations should be systemic and
transdisciplinary, as also pointed out in [19]. This aligns with Leve-
son’s vision that the analysis of software in isolation, does not
guarantee the safety of the whole software-hardware system: a
system-level analysis is fundamental [26]. Separation of engineer-
ing from human, social and organizational factors is no longer
possible: we must take a systemic view.

By articulating these directions, we aim to initiate a commu-
nity effort toward establishing next-generation standards, methods,
and interdisciplinary practices. Advancing this agenda will help
ensure that GenAI becomes not a source of risk, but a foundation
for trustworthy, socially legitimate, and societally beneficial CPS
development.

5 Novelty and Contributions
This paper advances life cycle principles for trustworthy GenAI-
enabled CPSs, addressing design, verification, deployment, and
certification together. Existing frameworks (e.g., ISO 26262 [21],
DO-178C [33], TAILOR [17]) focus mainly on technical assurance or
abstract ethics, but do not capture how GenAI reshapes the SecDe-
vOp pipeline. We propose three principles: principle of human
responsibility, the independent eyes principle (independent assur-
ance principle), and the human-first principle, clarifying the dis-
tinction between human-centered (how?) and human-first (why?)
approaches [20, 34]. It is important to note that human-centered
methods are how we enact the human-first principle. These princi-
ples extend into an actionable agenda: maintaining accountability
in design [2, 6, 32], enabling adaptive assurance [9, 22, 23, 37], and
embedding ethical and societal trust as non-negotiable constraints
[13, 14, 18, 30, 36]. Our contribution is conceptual, methodological,
and normative: positioning SE as the discipline that must drive the
responsible life cycle assurance of GenAI-enabled CPSs.

6 Conclusion
In this paper, we explored the open challenge of enabling a trustwor-
thy and human-controlled use of GenAI in engineering AI-enabled
safety-critical CPSs explicitly incorporating ethical, legal, and soci-
etal concerns.

Our vision is that SE plays a central role to engineer future
trustworthy safety-critical CPSs (goal) with the support of GenAI
(enabler). More operationally, we provided the Trustworthy DevOps
(TrustDevOps) view by leveraging (i) three foundational principles
(human responsibility, independent eyes, and human-first) from
certification processes, and (ii) the development and operations
cycle.

Our vision also points out that needed future investigations
must be systemic and transdisciplinary. Involved stakeholders such
as engineers, certifiers, policy-makers, and user communities, all
bring specific values and concerns that must be taken into organic
consideration along the TrustDevOps cycles.
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