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—— Abstract

Digital Twins (DTs) are increasingly adopted to monitor, analyze, and optimize Cyber-Physical
Systems (CPSs) by enabling continuous interaction between physical assets and their digital rep-
resentations. Despite their potential, current DT architectures face significant limitations when
applied to distributed environments such as smart cities. In particular, most existing solutions rely
on centralized and monolithic designs, which introduce latency, scalability, and resilience issues.
Morever, they provide limited support for semantic integration and high-level reasoning, which
hinders the effectiveness of DTs-based decision-making.

Recent research has explored Federated Digital Twins (FDTs) to decompose complex systems
into multiple interacting twins, improving scalability and modularity. However, existing FDT
approaches often lack a clear architectural framework and still concentrate intelligence in cloud-based
components, thus limiting local autonomy. In parallel, Cognitive Digital Twins (CDTs) have been
proposed to enhance DTs with semantic reasoning and explainability, leveraging Artificial Intelligence
and Large Language Models (LLMs). While promising, these approaches are typically centralized
and difficult to integrate within distributed architectures.

In this paper, we propose a unified approach that combines federation and cognition within
a single architecture, referred to as the Federated Cognitive Digital Twin (FCDT). The proposed
architecture distributes intelligence across the edge-to-cloud continuum by introducing local twins
deployed close to physical systems and global twins operating at the cloud level. Local twins provide
real-time monitoring, analysis, and first-level decision-making, enhanced by lightweight cognitive
capabilities; global twins perform system-level reasoning, simulation, and coordination, and leverage
more computationally intensive models for explanation and decision support.

By combining distributed autonomy at the edge with global cognitive simulation and reasoning
in the cloud, the FCDT architecture addresses both structural and semantic limitations of current
DT solutions. It enables scalable and responsive DT systems, improves decision-making capabilities,
and simplifies the engineering of complex CPSs in distributed environments.

2012 ACM Subject Classification Software and its engineering — Software design engineering;
Computer systems organization — Cloud computing

Keywords and phrases Digital Twins, Cloud Continuum, Edge Computing, Federation, LLMs

Digital Object ldentifier 10.4230/0OASIcs.CVIT.2016.23

1 Introduction

Digital Twins (DTs) are virtual representations of Cyber-Physical Systems (CPSs), character-
ized by continuous bidirectional communication between the physical and digital domains [7].
This interaction enables the transfer of real-world data from the physical system to its digital
counterpart, while also allowing the DT to generate insights and provide feedback to the
physical world [4,25]. By combining data, models, and analytics, DTs support advanced
monitoring, enhance situational awareness, and enable data-driven decision-making across
domains such as manufacturing, transportation, and smart cities [2,23].

Engineering and architecting DT is a complex and demanding activity, and for this reason
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it has received growing attention in recent years. This interest has led to the proposal of
many DT architectures [7,15], together with important standardization efforts [6,9]. However,
when DTs are applied to large-scale and inherently distributed environments such as smart
cities, new challenges emerge [23]. In these contexts, heterogeneous devices continuously
generate data, multiple subsystems interact with one another, and decisions often need to be
taken in a timely and coordinated way. As a result, current DT approaches reveal two major
weaknesses: they are still largely based on centralized designs [5,7,24], and they provide
limited support for semantic integration across heterogeneous subsystems and information
sources [8,24].

Most existing DT architectures address this complexity through centralized solutions. In
centralisez designs, the DT is usually implemented as a monolithic system, often deployed in
the cloud, and designed as a single unit representing the whole real system. At the same time,
data generated by distributed physical assets are transmitted to centralized platforms, where
are then stored and processed to feed simulation models, analytics pipelines, and Al-based
inference engines. This design has clear advantages: it simplifies DT management, supports
large-scale data processing, and enables advanced monitoring and simulation capabilities.
However, these benefits come at a cost. The concentration of both the DT logic and the data
processing pipeline in centralized infrastructures introduces significant challenges in terms of
latency, bandwidth consumption, and resilience [20,21]. Centralized solutions remain also
sensitive to network disruptions and make local autonomy difficult to achieve [17].

For these reasons, DT research is progressively moving beyond monolithic and fully
centralized designs toward more distributed solutions. In this direction, the concept of
Federated Digital Twins (FDTs) has emerged as a promising way to decompose the
complexity of large CPSs [26,27]. The main idea is to model the overall system as a set
of autonomous yet interoperable twin instances, each associated with a specific subsystem,
while allowing them to cooperate in order to provide a coherent system-level view [16,27]. In
this way, federation addresses an important structural limitation of monolithic DTs, since
the complexity of the global system is no longer handled by a single twin, but distributed
across multiple coordinated twins.

However, the FDT paradigm is still in an early stage, and many existing proposals remain
at a rather high level of abstraction. In particular, they often lack a clear architectural
framework to support coordinated intelligence across distributed twins [14, 23, 28]. Moreover,
even when federation is adopted, intelligence is frequently still concentrated in cloud-based
components. This helps in managing the overall complexity of the DT, but it does not
fully solve the problems that motivated the shift away from centralization in the first place,
especially latency, resilience, and local autonomy. The result is that currently federation of
DTs improves their structural decomposition, but often without yet providing a fully effective
distribution of their intelligence [14, 28].

Hence, the shift toward federation helps in addressing the structural complexity of
distributed CPSs [13,27], but it does not fully solve their limited semantic capabilities. As a
consequence, DTs are often able to detect or predict events, but they struggle to explain
them, relate them across subsystems, or support reasoning about their implications. For
example, identifying a delay in a transportation network does not automatically provide an
understanding of its causes, how it propagates through the system, or which actions should
be taken to mitigate its impact. This gap between data processing and meaningful reasoning
limits the effectiveness of DTs as decision-support systems [12].

To address this limitation, recent research has introduced the concept of Cognitive
Digital Twins (CDTs) [12,31], which extend traditional DTs with capabilities for semantic
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reasoning, knowledge integration, and explainability. The idea is to move from DTs that only
process data to DTs that can also interpret it, relate it to domain knowledge, and support
human understanding [1,30]. In this context, advances in Artificial Intelligence (AI), and
in particular in Generative AI (GenAl), play a key role. Large Language Models (LLMs)
have shown strong capabilities in integrating heterogeneous information, reasoning across
domains, and interacting with users through natural language [12,29, 32].

However, introducing this type of intelligence also raises new challenges. LLMs typically
require significant computational resources and are commonly deployed in centralized envir-
onments. This creates a tension with the need for distributed DT architectures, especially in
scenarios where low latency and local autonomy are required [22]. If not carefully designed,
the integration of such models risks reinforcing centralization, which is precisely one of the
limitations that federated DTs aim to overcome.

Recent developments suggest that this tension can be mitigated by distributing intelligence
across the edge—to-cloud continuum [3,10,11,19]. In this setting, lightweight AT models,
including distilled or specialized versions of language models, can be deployed at the edge
to support local tasks such as filtering, summarization, and contextual interpretation [18].
At the same time, more computationally intensive models can be deployed in the cloud to
provide global reasoning, explanation, and decision support [3,10].

In this paper, we propose to address these challenges by proposing a unified architecture
combining federation and cognition, resulting in the Federated Cognitive Digital Twin
(FCDT) architecture. In this architecture, local twins provide fast and autonomous decision-
making close to the physical system, while global twins support system-level reasoning and
coordination. By combining these two levels, the proposed approach maintains responsiveness
while enabling advanced analysis and explanation, and at the same time simplifies the
engineering of complex DT systems and mitigates latency issues in distributed environments.

2 Related Work

Existing research on engineering and architecting DTs has evolved along multiple directions,
addressing different aspects of DTs design, distribution, and intelligence. In this section,
we focus on two lines of research, which are relavant to our work, i.e., Federated DTs and
Cognitive DTs.

Early DT architectures are predominantly based on centralized designs, where data from
distributed assets are collected and processed in cloud environments [5,7,15,24]. FDTs
have been introduced to address the structural limitations of monolithic DT architectures
in large-scale systems. Instead of representing the entire real system through a single DT
instance, FDT approaches decompose it into multiple interacting twins, each associated with
a specific subsystem.

Vergara et al. [26,27] define FDTs as a distributed set of twin instances that collaborate to
support system-level decision-making. Their work emphasizes the role of federation in enabling
collaborative simulation and coordination, where different twins exchange information to
improve global understanding. Papacharalampopoulos et al. [16] analyze federation from
a modeling perspective, highlighting limitations in knowledge transfer and interoperability
between twin instances. Their work shows that even when multiple twins are connected,
inconsistencies and lack of shared semantics can hinder effective collaboration. This reinforces
the need for stronger integration mechanisms beyond simple federation.

Model-driven approaches, such as the one proposed by Michael et al. [14], investigate
how FDTs can be engineered using abstraction and modeling techniques. These approaches
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contribute to structuring the development process, but they still operate at a high level and
do not explicitly address runtime coordination or distributed decision-making.

More recent efforts, such as [28], explore learning-based coordination across federated
twins, while large-scale initiatives like interTwin [13] combine federation with distributed
computing infrastructures. These works show the potential of FDTs in complex environments,
but they also reveal a common limitation: intelligence is often still centralized, typically in
cloud-based components that aggregate and process data from all twins.

As a result, current FDT approaches successfully address structural decomposition and
scalability, but only partially address distributed intelligence. In many cases, federation is
used to organize the system, but decision-making and reasoning remain centralized, which
limits responsiveness and local autonomy.

In parallel, CDTs have been proposed to address the limited reasoning capabilities of
traditional DTs. CDTs extend DTs with semantic reasoning, knowledge integration, and
explainability, moving beyond purely data-driven analytics [12,31]. Zheng et al. [31] introduce
the concept of cognitive DTs as systems that integrate data, models, and knowledge to support
decision-making. Their work highlights the importance of combining physical models with
higher-level reasoning mechanisms, but does not provide a concrete architectural realization.

Early CDTs works such as [1] and [30] propose hybrid DT architectures that combine data-
driven models with symbolic reasoning and self-awareness mechanisms. These approaches
represent an important step toward cognitive DTs, but their scope is often limited to specific
domains and they do not address large-scale distributed systems.

Liu et al. [12] present a comprehensive survey on CDTs and discuss how Al techniques can
enhance DT capabilities. In particular, they identify the role of knowledge graphs, reasoning
engines, and more recently LLMs in enabling semantic understanding and interaction. Indeed,
with the rise of Generative Al, several works have explored the integration of LLMs into
DT systems. For instance, Xia et al. [29] propose an architecture where LLMs are used
to interact with DTs and support reasoning over system data. Similarly, Zhu et al. [32]
discuss how semantic communication and LLM-based reasoning can enhance DT systems.
These works demonstrate the potential of LLMs in enabling explainability, interaction, and
cross-domain reasoning.

Recent research has started to explore how Al models, including LLMs, can be distributed
across the edge—to-cloud continuum. Surveys such as [10] highlight the potential of deploying
lightweight models at the edge to support local processing, while keeping more complex
models in the cloud.

Frameworks such as Edge-LLM [3] and hybrid inference approaches [11] propose splitting
LLM execution across edge and cloud resources. These approaches enable tasks such as
filtering, summarization, and contextual interpretation to be performed locally, reducing
communication overhead and improving responsiveness. Similarly, [18] explores optimization
strategies for edge—cloud LLM deployment.

These approaches suggest that LLM-based capabilities can be adapted to distributed
environments through techniques such as model distillation, specialization, and collaborative
inference. In this setting, edge components handle lightweight tasks, while cloud components
perform more complex reasoning and decision-making [18]. Nevertheless, even though these
works provide important insights into distributed Al, they are not specifically designed for
DT systems. In particular, they do not define how distributed AI components should be
integrated within a DT architecture, nor how they should interact with local and global twin
instances.

The analysis above highlights a clear gap in the current DTs research. Federated
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approaches address the decomposition of complex systems into multiple twins, but often lack
mechanisms for distributing intelligence and coordinating decisions across them. Cognitive
approaches enhance reasoning capabilities, but are typically centralized and do not account
for the constraints of distributed CPSs. Research on edge Al and LLM distribution provides
enabling technologies, but does not offer a DT-specific architectural framework. As a result,
existing solutions tend to address either distribution or cognition, but rarely both in a unified
way. This gap motivates the need for a new approach that combines federation and cognition
within a single architecture.

3 Federated Cognitive Digital Twin Architecture

The proposed FCDT architecture models the Digital Twin as a federated and cognitive
system distributed across the edge-to-cloud continuum. The architecture is based on the
distinction between local twins and global twins, which operate at different levels and provide
complementary capabilities. Local twins are associated with specific physical subsystems and
are deployed close to them at the edge, while global twins operate in the cloud and reason
over the information produced by multiple local twins.

A key principle of the architecture is that part of the DT capabilities is brought closer to
the physical system. This is not only a deployment choice, but a functional one. Local twins
are not limited to collecting and forwarding data; they provide monitoring, analysis, and a
first level of decision-making directly at the subsystem level. This allows them to maintain
tighter synchronization with real-world conditions and to react quickly to local changes.
The cloud remains essential, but its role shifts from being the central point of intelligence
to the level where information are aggregated, correlated, and used for broader reasoning,
simulation, and coordination.

Each local twin maintains a continuously updated representation of its subsystem by
ingesting data from sensors, devices, and local services. This state forms the basis for real-
time analysis, including anomaly detection, short-horizon prediction, and state estimation.
Since these activities are performed close to the data source, they can be executed with low
latency and without relying on continuous cloud communication, which is crucial in dynamic
and time-critical environments.

Based on this analysis, local twins support a first level of decision-making. By combining
current state and analytical results, they can take immediate actions within the scope of their
subsystem. Although these decisions are inherently local, they provide fast and autonomous
responses that would be difficult to achieve in centralized systems. In this way, local twins
contribute directly to system responsiveness and resilience.

In addition to these operational capabilities, local twins incorporate lightweight cognitive
components, including edge Al and specialized or distilled edge language models. These
components support semantic processing tasks such as event extraction, summarization, and
contextual interpretation. This enhances the quality of local decisions by enriching numerical
data with contextual meaning, which can be useful for human operators or local control logic.
At the same time, it enables local twins to transform raw data into structured and compact
representations before sharing it. This process, referred to as semantic distillation, reduces
communication overhead while preserving relevant information. It can also support privacy-
aware data sharing by enabling the transmission of abstracted or anonymized information.

As a result, local twins play a dual role. They act as operational components, responsible
for real-time monitoring and local decisions, and as cognitive filters, responsible for trans-
forming raw observations into structured knowledge. These outputs are stored in a shared
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data space and constitute the input for higher-level reasoning.

Global twins operate at the cloud level and provide a system-wide perspective. Their role
is to reason over the structured information produced by multiple local twins and other global
twins, and derive knowledge that cannot be obtained from a single subsystem. Unlike local
twins, they do not directly interact with the physical environment, but consume data from
the shared data space in the form of events, predictions, and contextualized observations.
This abstraction allows them to focus on higher-level and more computationally demanding
tasks.

Using these aggregated information, global twins perform system-level analysis, including
the identification of correlations across subsystems, detection of global patterns, and long-
term prediction. They are also responsible for simulation and the exploration of alternative
scenarios. By leveraging the computational resources of the cloud, they can execute complex
and time-consuming analyses, such as what-if simulations and the evaluation of coordinated
strategies, supporting more informed and anticipatory decision-making.

Global twins are also the main location where the architecture realizes its full cognitive
capabilities. They can exploit more powerful AI models, including full-scale LLMs, to support
semantic reasoning, explanation, and human interaction. At this level, LLMs are used to
interpret aggregated information, relate observations across subsystems, explain system
behavior, and assist in understanding the impact of potential actions. In this way, global
cognition complements local cognition, providing deeper and broader reasoning over the
entire system.

The interaction between local and global twins is mediated by a shared data space, which
acts as the integration layer of the architecture. This component enables information exchange
and coordination without tightly coupling the twins. Instead of direct communication, all
components interact through a common information space where structured data, events,
summaries, and inferred knowledge are stored and accessed. This design supports decoupling
and scalability, as twins do not need to be aware of each other’s internal structure.

Through this mechanism, local twins continuously generate structured information and
propagate it to the data space. Global twins consume this information, reason over the system
state, and produce higher-level insights, strategies, or recommendations. These can then
be propagated back to the edge, where local twins use them to refine their behavior. This
establishes a bidirectional flow of information, combining bottom-up knowledge propagation
with top-down coordination.

Overall, the proposed architecture defines a distributed organization of intelligence.
Instead of concentrating all capabilities in the cloud, DT intelligence is explicitly divided
across levels according to their role and constraints. At the edge, DT intelligence is lightweight,
fast, and closely tied to the physical system, enabling local autonomy and immediate reactions.
In the cloud, DT intelligence is more computationally intensive and supports system-level
understanding, coordination, and explanation. These capabilities are complementary rather
than redundant.

The overall proposed architecture simplifies the engineering of complex DT systems by
decomposing the CPS into multiple coordinated twins, improves responsiveness by enabling
local decisions, reduces communication through semantic distillation, and supports privacy-
aware data sharing. At the same time, it enables advanced reasoning by combining the
outputs of multiple twins with simulation and LLM-based interpretation.
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4 Conclusion and Future Work

This paper introduced the Federated Cognitive Digital Twin, a unified architecture that
combines federation and cognition to support DTs in large-scale and distributed CPSs. The
proposed approach addresses a key gap in current research. On the one hand, federated DT
approaches improve structural decomposition and scalability, but often leave intelligence
concentrated in centralized cloud components. On the other hand, cognitive DT approaches
enhance semantic reasoning and explainability, but are typically designed as centralized
solutions and therefore remain difficult to apply in latency-sensitive and distributed settings.

The FCDT architecture bridges these two lines of work by explicitly distributing DT
capabilities across the edge-to-cloud continuum. In the proposed design, local twins operate
close to the physical subsystems and provide real-time monitoring, analysis, first-level decision-
making, and lightweight cognitive processing. Global twins operate in the cloud and support
system-level reasoning, simulation, explanation, and coordination across multiple subsystems.
Their interaction through a shared data space enables loose coupling, scalable integration,
and bidirectional knowledge exchange. In this way, the architecture combines local autonomy
and responsiveness with global semantic reasoning and coordinated decision support.

Overall, the proposed architecture contributes a coherent way to rethink DT engineering
in distributed environments. It supports the decomposition of complex CPSs into multiple
coordinated twins, reduces the drawbacks of centralized architectures, and extends DTs
beyond data processing toward more meaningful and explainable decision support. For these
reasons, we believe that FCDT represents a promising architectural direction for DTs in
scenarios such as smart cities and other complex distributed systems.

As future work, we plan to refine the architecture along both engineering and evaluation
dimensions. First, we will further formalize the responsibilities, interfaces, and interaction
patterns of local and global twins, including the role of the shared data space and the
coordination mechanisms between edge and cloud components. Second, we will investigate
model allocation strategies for deciding which cognitive capabilities should remain at the edge
and which should be delegated to the cloud, considering trade-offs among latency, bandwidth,
computational cost, privacy, and quality of reasoning. Third, we plan to develop a proof-of-
concept implementation and assess the architecture in realistic distributed scenarios, with
particular attention to responsiveness, resilience, communication overhead, and the usefulness
of semantic distillation and LLM-based reasoning for decision support.

In addition, future work should examine how the proposed architecture can support
stronger interoperability and governance. This includes studying semantic integration
mechanisms across heterogeneous twins, privacy-aware information sharing, and explainability
techniques that make system-level recommendations more transparent to human operators.
Finally, we aim to investigate tool support and model-driven engineering techniques for
simplifying the design, deployment, and evolution of FCDT-based systems, so that the
proposed architecture can be adopted more systematically in practice.
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