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Abstract. Translating programmable logic controller (PLC) programs
into analyzable artifacts can enable modern testing and verification tech-
niques in industrial settings. PLC Function Block Diagram (FBD) pro-
grams differ from traditional software because they execute cyclically
over physical inputs and outputs, combine signal flow with stateful and
timed blocks, and depend on scan-cycle semantics, environment assump-
tions, and block-level abstractions. This paper presents a Python-based
verification approach that combines PyLC+, a translation framework
for IEC 61131-3 FBDs, with the Nagini verifier. PyLC+ extracts block
networks from PLCopen XML and generates executable Python models
that preserve the extracted topology, signal flow, and scan-cycle order-
ing, while making vendor-specific semantics explicit through reconstruc-
tion or abstraction. We apply the approach to 13 industrial program
organization units (POUs), where 12 are verified against concrete or
partially abstracted FBD-derived models, and one against an abstract
requirements-level specification. The results provide evidence that auto-
mated extraction, manual semantic completion, and contract-based spec-
ification can support deductive verification of realistic POU-level models.
The guarantees apply to the stated verification models, not to the full
original PLC logic including all vendor-specific and timing semantics. We
discuss the required abstractions, a Nagini issue exposed by one POU,
and missing block semantics that currently limit further automation in
PyLC+.

Keywords: PLC, Formal Verification, Nagini, Viper, large language
models, Industrial Automation.
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1 Introduction

Programmable Logic Controllers (PLCs) continue to form the computational
backbone of industrial automation systems |1]. Their safety-critical role, partic-
ularly in transportation, energy, and process industries, has intensified the need
for strong assurance techniques that go beyond software testing. PLC programs,
however, differ from traditional software in ways that directly affect verification.
PLC programs are typically executed cyclically: each scan reads physical inputs,
evaluates control logic in a deterministic order, updates the internal states, and
writes outputs to actuators. In Function Block Diagrams (FBDs), this logic is ex-
pressed as graphical signal flow between blocks. Verification must therefore take
into account scan-cycle semantics, signal propagation, retained states, timers,
and data types. Yet, the adoption of formal verification in industry is limited by
two long-standing obstacles [2}3]: the semantic gap between PLC artifacts and
verification-oriented representations, and the substantial manual effort required
to formulate specifications, harnesses, and environment assumptions.

Recent research has explored translating PLC programs into analyzable mod-
els in higher-level languages such as Python or C, thereby enabling the use of
modern verification tools [4][5]. However, these approaches are often demon-
strated using simplified examples or rely on handcrafted models that do not
capture the complexity of industrial control logic. As a result, the question of
practical feasibility, whether real PLC logic, with realistic block networks and
safety patterns, can be meaningfully verified, remains insufficiently explored.

In their previous work, Salari et al. introduce PyLC+ [6], a translation
and testing framework that converts Function Block Diagram (FBD) programs,
one of the IEC 61131-3 PLC graphical languages expressed as interconnected
function blocks, from PLCopen XML into executable Python code, for au-
tomated test generation. This work advances PyLC+ by using Python as a
verification-aware bridge between industrial FBD artifacts and deductive ver-
ification. PyLC+ reconstructs the FBD topology and scan-cycle order as exe-
cutable Python, while Nagini |7], a static verifier for Python, checks contracts
over the translated model by compiling annotated Python code to the Viper in-
termediate language and discharging verification conditions through the Viper [§]
infrastructure. The main idea is not to verify the PLCopen XML directly, but to
make the PLC execution model explicit in Python and then state PLC-specific
requirements as Nagini contracts. Our goal is not to showcase full automation,
but to evaluate how far a semi-automated workflow can be pushed when ap-
plied to real industrial artifacts. PyLC+ extracts FBD networks from PLCopen
XML, reconstructs block structures, preserves execution order, and generates ex-
ecutable Python models that encode combinational, stateful, and timing behav-
ior. Verification harnesses, including functional contracts and domain assump-
tions, are created semi-automatically: an LLM is used to generate scaffolding
and assist with boilerplates, while semantic constraints, invariants, and pre- and
post-conditions are refined manually.

FBD-based PLC programs are natural candidates for model checking, espe-
cially when the verification target is a finite-state abstraction and the properties
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are temporal. Our use of deductive verification is complementary rather than
a replacement for model checking. We investigate whether industrial FBD ar-
tifacts can be translated into executable, contract-bearing Python models and
verified modularly at the POU level. This is useful for data-dependent functional
relations, explicit environment assumptions, and reusable contracts for recurring
block patterns. A comparative evaluation with PLC-oriented model checking, in-
cluding temporal and trace-based timing properties, is outside the scope of this
paper and remains as future work.

Python is used as a pragmatic verification-aware target rather than as a claim
that it is the uniquely best semantic representation of FBDs. It allows us to reuse
the existing PyLC translation pipeline, retain an executable model for testing
and inspection, and connect the model to Nagini and the Viper verification in-
frastructure. A translation to a functional language with a dependent-type veri-
fication framework could offer different advantages, particularly for purely func-
tional fragments. Such a choice would, however, require a different translation
and verification tool chain, as well as separate evidence about its treatment of
scan-cycle state, timers, and vendor-specific blocks. Comparing target-language
choices is left for future work.

We apply this workflow to a set of 13 real-world industrial Program Orga-
nization Units (POUs) from a safety-critical control subsystem. These POUs
cover a diverse set of control responsibilities, including redundant-sensor valida-
tion, brake supervision, and brake state evaluation. We verify the corresponding
PQOU-level verification targets in Nagini, out of which 12 targets are based on
concrete or partially abstracted FBD-derived Python models, while one target
is an abstract requirements-level model. The latter POU’s failed verification re-
veals a limitation in the released Nagini version’s support for tuples larger than
six elements. Based on this finding, the tool is extended to handle longer tuples,
and the harness then verifies successfully. Our claims concern the correctness
of the stated models under their explicit assumptions and abstractions, rather
than full semantic equivalence to the original PLC artifacts in all vendor-specific
and timing details. The study highlights both the strengths and limitations of
translation-based verification: the approach succeeds for most realistic control
logic but still requires human judgment for semantic reconstruction and contract
definition.

Our contributions are fourfold. First, we clarify the verification gap between
FBD programs and traditional software by focusing on scan-cycle execution,
signal flow, state, timers, and environmental assumptions. Second, we present
a PyLC+ and Nagini workflow that translates PLCopen XML FBD programs
into executable Python models and verifies POU-level properties using reusable,
POU-specific Nagini harnesses. Third, we illustrate how the approach works
on industrial POUs by connecting translated FBD logic, block specifications,
state abstractions, and POU-specific contracts. Fourth, we evaluate the work-
flow on 13 industrial POUs, distinguishing concrete FBD-level models, partially
abstracted models, and one abstract requirements-level model, while highlighting
remaining semantic gaps and tool limitations that constrain the interpretation
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Fig. 1. FBD example with an on-delay timer (TON): guard = (AAB)VC and OUT =
TON.Q.

of the verification results. The remainder of this work is structured as follows.
Section [2] introduces the necessary background on PLC semantics, PyLC+, and
the Nagini/Viper verification framework. Section [3|states the research goal and
objectives. Section [d] presents the system overview and verification-aware work-
flow. Section [5§] details the harness architecture, PLC semantics, and verification
scope used in the study. Section [f]reports the verification results for 13 industrial
POUs. Section[7]evaluates the pipeline through structural and performance met-
rics. Section [8 discusses the findings and their limitations, and Section [9] surveys
related work. Section [10] concludes with directions for future research.

2 Background

PLCs, FBDs, and Scan cycles. The IEC 61131-3 standard [1] defines PLC
programming languages ranging from textual languages, such as Structured Text
(ST) and Instruction List (IL), to graphical languages, such as Ladder Diagrams
and Function Block Diagrams.

Function Block Diagrams (FBD) are graphical, data-flow-oriented programs
built by connecting logical functions, arithmetic operations, timers, counters, and
vendor components. Each scan cycle propagates values through these networks.
At the same time, stateful elements (e.g., RS latches) and on-delay timer blocks
(e.g., TON) maintain state across cycles, making their semantics central to the
translation, testing, and verification of such artifacts.

A small FBD example is shown in Fig. [1} It illustrates basic logic blocks (AND,
OR) and a stateful (TON) block, which delays a rising input signal by a specified
time. During each scan, the Boolean blocks compute guard = (AA B)V C. The
timer receives this signal through IN and the preset through PT; its output Q
becomes the POU output.

Many industrial FBD programs rely on the IEC 61131-3 on-delay timer TON,
whose behavior depends on how it responds to short input changes, often re-
ferred to as glitches. A timer maintains an internal state, the elapsed time (ET),
which is carried from one scan cycle to the next. In this study, we do not verify
millisecond-accurate timer internals. Instead, the harness abstracts the TON out-
put as an explicit Boolean signal indicating that the relevant delay has elapsed.
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The verified properties therefore concern how the surrounding POU logic re-
acts to timer expiration, not whether the timer implementation itself realizes a
faithful timing semantics. Detailed timer semantics are left to future work.

The blocks of Fig.[I] appear frequently in industrial control applications and
are referenced throughout the paper (e.g., TON, AND, OR, ADD).
Nagini and Viper. Nagini |7] is a static verification tool for Python pro-
grams that facilitates formal reasoning about correctness properties (meeting
requirements) before execution. It verifies annotated Python code written using
the nagini_contracts library by translating it into the intermediate verifica-
tion language of the Viper framework [8]|. Viper (Verification Infrastructure for
Permission-based Reasoning) provides the Viper Intermediate Language for en-
coding verification conditions (VCs) and supports modular verification through
its backend engines. The Viper back-ends, Silicon and Carbon, attempt to dis-
charge these VCs by employing automated theorem proving and satisfiability
modulo theories (SMT) solving using the Z3 SMT solver [9]. In essence, Nagini
acts as a front-end that translates Python code and contracts into the Viper
intermediate language, while Viper and its back-ends perform the underlying
logical reasoning to ensure program correctness.

[llustrative Fxample. Listing shows a small Python function annotated with
a pre- and post-condition using nagini_contracts. Nagini translates these con-
tracts into the Viper language and checks that the implementation satisfies them
for all possible executions.

Listing 1.1. A simple Nagini example with a pre- and post-condition using
nagini_contracts (syntax adjusted for presentation purposes)

from nagini_contracts.contracts import *

def increment(x: int) -> int:
Requires(x >= 0)
Ensures (Result () >= x)
y =x + 1
return y

We rely on standard notions, such as: (i) Contracts (pre-/postconditions and
class invariants) written at the Python level and compiled into the Viper lan-
guage. We use “pure specification function” to mean a side-effect-free Python/-
Nagini helper used only to define expected logical behavior in contracts; it is
not part of the executable PLC implementation. (ii) Permission-based separa-
tion logic [10l/11] for modular reasoning about shared and stateful resources; (iii)
SMT solving for the proof obligations produced by the Silicon backend (using
Z3); and (iv) Intermediate Verification Languages (Viper) used by Nagini. In
this paper, the same contract style is used for PL.C-specific obligations: translated
FBD outputs must match Boolean specification functions, latches must satisfy
their contracts, and POU-level safety outputs must satisfy their stated require-
ments under explicit environment assumptions. Moreover, SAFE datatypes de-
note safety-qualified variants of PLC datatypes used in the industrial library. In
the Nagini harnesses, their relevant value domains, validity/status conditions,
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and range assumptions are represented explicitly as preconditions and helper
predicates.

Note that the PLCopen XML format standardizes a tool-neutral exchange
of IEC 61131-3 artifacts, including Program Organization Units (POUs), net-
works, and variables, and is now an IEC component (61131-10). This enables
the extraction of a program structure and typing information for downstream
translation and verification [12}/13]. A PLC scan reads inputs, evaluates networks
in a deterministic topological order, and then updates outputs.

3 Research Goal and Objectives

The goal of this work is to assess how far translation-based modeling, supported
by semi-automated harness construction, can enable formal verification of indus-
trial PLC programs. We focus on a practical PyLC+ and Nagini workflow that
reconstructs PLC semantics in Python, expresses functional specifications, and
verifies safety-relevant POU-level logic.

3.1 Objectives

To realize this goal, we pursue the following objectives:

— O1 (Verification-Oriented Semantic Completion). Use PyLC+ to ex-
tract FBD topology, connections, typing information, and execution order
into Python. Supply executable definitions or explicit abstractions for block
behavior that is absent from PLCopen XML or is vendor specific, including
SAFE-library blocks, retained state, and timers. This includes implement-
ing or specifying common blocks (e.g., AND_S, OR_S, EQ_S). For timers, the
current implementation uses an explicit flag abstraction (e.g., RS_S, TON_S)
and applies manual reconstruction when vendor-specific behavior is not fully
defined.

— 02 (Specification and Harness Construction). Develop verification har-
nesses in Nagini that express functional contracts, domain assumptions, and
safety properties. Harnesses are created in a semi-automated manner: an LLM
provides the structure, while semantic details, such as invariants, SAFE range
assumptions, environment assumptions, and abstraction boundaries, are re-
fined manually.

— 03 (Verification of Industrial POUs). Apply the workflow to a repre-
sentative set of 13 POUs from an industrial control subsystem. Determine
which POUs can be fully reconstructed, which require abstraction, and which
stress the current verification tool-chain (e.g., by revealing bugs or language
limitations). Document both successful verification outcomes and the specific
abstractions and tool fixes that were needed (including the Nagini bug un-
covered by one POU).

— 04 (Analysis and Future Requirements). Analyze the abstraction de-
cisions, incomplete block-library coverage, and manual specification work ob-
served during the study. Use these insights to derive requirements for future
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Fig. 2. Verification-aware workflow used in this study. PyLC+ extracts structure from
PLCopen XML; manual semantic completion fills in domain- and vendor-specific be-
havior; PyLC+ M1 assists with scaffolding verification harnesses; final contracts are
refined manually before verification with Nagini.

automation in PyLC+, including expanded block semantics and improved
support for contract generation.

4 System Overview and Workflow

The approach uses Python to connect industrial FBD programs and deductive
verification. PyLC+ first translates the PLCopen XML representation into a
Python model that makes the FBD topology, signal dependencies, and scan-cycle
order explicit. Nagini contracts are then written on this Python model to express
the intended behavior of blocks, networks, and complete POUs. The verifier does
not reason about the graphical FBD, but it reasons about a Python artifact
whose structure reflects the PLC program. Assumptions are made explicit in
the harness.

As illustrated in Fig.[2] the verification-aware pipeline consists of seven steps.
The process begins with importing an industrial PLC program in PLCopen XML
format (step 1). In step 2, the PyLC+ Translator parses the XML and generates
a Python model that mirrors the block topology, signal dependencies, and scan-
cycle semantics.

Because industrial FBD programs often contain vendor-specific blocks or in-
complete semantic information, the translated Python program typically requires
additional refinement. Step 3 performs manual semantic completion of missing
or vendor-specific behavior. In step 4, the PyLC+ M1 LLM is used to draft an
initial verification harness (scaffolding, boilerplate specifications), and in step 5,
this harness is manually reviewed and refined, including the final contracts, pre-
conditions, post-conditions, and SAFE-type domain assumptions.

In step 6, the refined Python program and its harness are passed to the
Nagini verifier, which statically checks the specified properties. Finally, step 7
collects and analyses the verification outcomes (proofs or counterexamples), and,
when necessary, feeds them back into the manual refinement steps.
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4.1 Verification Scope and Semantic-Preservation Assumptions

Let P denote the PLCopen XML representation of a POU. PyLC+ generates a
typed Python translation T'(P). After any required manual semantic completion
or abstraction, the artifact actually verified is denoted by M (P). A POU-specific
harness H constrains admissible inputs and prior state and expresses the prop-
erty ¢ as Nagini contracts.

A successful Nagini run establishes that M (P), under the preconditions in H,
satisfies ¢, subject to the soundness of the Nagini/Viper toolchain. Since Nagini
does not analyze P directly, transferring ¢ to the original FBD is conditional on
the following assumptions.

A1—Structural extraction. All property-relevant variables, constants, ports,
blocks, connections, and network boundaries are extracted correctly. Anonymiza-
tion and filtering preserve the structure and values relevant to ¢.
A2—Execution correspondence. One invocation of the translated step op-
eration represents one PLC scan, and the input sampling, block-evaluation order,
state updates, and output updates agree with the original POU.
A3—Datatype correspondence. Python values and harness preconditions
represent correctly the property-relevant ranges, validity information, conver-
sions, and partial operations of the corresponding IEC 61131-3 and SAFE data-
types. Unmodeled overflow, rounding, floating-point, or vendor-specific behavior
is excluded or documented as an abstraction.

A4—Supported-block semantics. Every concretely represented block agrees
with its relevant IEC or industrial-library semantics over the domain admitted
by the harness, including enabling conditions, priorities, state transitions, and
outputs.

A5—Initial and retained state. Initial values and state retained between
calls to step correspond to the original POU. Any arbitrary or constrained
initial state used for verification is stated explicitly in the harness.
A6—Semantic completion and abstraction. Manually reconstructed or ab-
stracted blocks preserve all behaviors relevant to ¢, possibly under additional
documented assumptions. In particular, timer and vendor-specific block abstrac-
tions must be interpreted according to their stated abstraction boundaries.
A7—Environment assumptions. The preconditions imposed on external in-
puts, validity indicators, previous states, and scan-related parameters hold in the
intended operating context.

The proof also depends on the adequacy of the contract: verification shows
that M (P) satisfies the stated property, but does not establish that the property
is complete or correctly derived from the engineering requirements. Properties
inferred primarily from the implementation should therefore be interpreted as
consistency properties. The current work does not provide a machine-checked
simulation, refinement, or semantic-equivalence proof between PLCopen/FBD
execution and the Python models. The results are therefore conditional guaran-
tees for the classified verification models. A formal proof of translation correct-
ness, or translation validation for each generated POU, remains to be tackled in
future work.
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Table 1. Interpretation of verification results by model class.

Model class Model correspondence Meaning of successful verification

Concrete FBD- The property-relevant FBD Conditional evidence for the original POU,

derived structure and supported block provided A1-A5 and A7 hold. A6 addi-
behaviour are represented tionally applies wherever manual semantic
directly in Python. completion remains.

Partly- The FBD structure remains A guarantee for the partly abstracted

abstracted recognisable, but some timing, model. Transfer to the original POU re-

FBD datatype, block, or state be- quires A6 and does not cover behaviour re-
haviour is abstracted. moved by the abstraction.

Abstract The model expresses a A proof about the abstract model and its

requirements- requirements-level function contracts. No claim about the original FBD

level or state machine without a follows without a separate refinement or

one-to-one mapping to the conformance argument.
FBD networks.

We distinguish three model classes according to the correspondence between
M(P) and the original FBD, as shown in Table [1 Accordingly, verified POU
means that Nagini discharged the stated obligations for the reported model and
harness. The strength of the source-level guarantee depends on the model class
and on the assumptions above.

5 Method

The automatic translation of PLCopen XML FBD programs into Python using
PyLC+ has already been evaluated in earlier work [6]. This section therefore
focuses on what is verified after translation, which PLC semantics are recon-
structed in the Python model, which semantics are abstracted in the harness,
and how Nagini contracts are used to check POU-level requirements. We first de-
scribe the harness architecture, then explain the PLC semantics (combinational
logic, RS latches, and timers) that we capture in Python, and finally outline
our multi-level verification scope and the harness patterns used across the 13
industrial POUs.

5.1 Harness Architecture

A verification harness is a small, verification-specific wrapper around a trans-
lated POU. It instantiates or invokes the POU model, constrains admissible in-
puts and relevant prior state through assumptions and preconditions, and states
the property to be checked through contracts. The harness is not an indepen-
dent reimplementation of the POU: it combines the translated POU code with
shared specification helpers, explicit state abstractions, and POU-specific re-
quirements. The harness-based verification architecture is shown in Fig. 3] The
current artifact relies on: (i) an existing PyLC+ translator for generating typed,
executable Python from industrial FBD POUs, and (ii) manually written, but
often LLM-assisted, Nagini harnesses on top of this translated code.

Each component in Fig. [3| plays a concrete role in the artifact creation and
verification:
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Fig. 3. Harness-based architecture actually used in this work. Each translated POU
module is combined with a shared spec, stateful harnesses, and a POU-specific Nagini
harness, with interactive assistance from an LLM (PyLC+ M1). Nagini (via Viper’s
Silicon backend) discharges verification conditions and returns counterexamples for
manual inspection.

— Translated POU (step 1). For each industrial POU, PyLC+ translates the
PLCopen XML description into a Python module that preserves the FBD
structure, scan-cycle order, and stateful block interfaces.

— Shared spec harness (step 2). This module defines pure specification func-
tions and post-conditions for block patterns and POU-level outputs. The func-
tions are written in Nagini’s contract language (Requires, Ensures) and are
reused across multiple POUs.

— Shared stateful harness (step 3). This module contains small explicit
classes (plain Python classes) and helper functions that model the abstract
state of RS latches and on-delay timers. Timer-dependent POUs use either the
T1 Boolean expiration abstraction or the T2 discrete scan-counter abstraction
defined in Section [£.2l The shared contracts are sufficient for the POU-level
properties that we verify here, but do not model millisecond-accurate vendor
timing.

— POU-specific Nagini harness (step 4). For each POU in the case study,
we wrote a dedicated harness file that (i) imports the translated POU mod-
ule, (ii) imports the shared harness modules, and (iii) defines one or more
contract-bearing check_* functions. These functions connect the industrial
requirements (e.g., brake supervision, isolation checks) to Python via precon-
ditions, post-conditions, and references to the spec/stateful helpers.

— Nagini/Viper (Silicon backend, steps 5—6). We invoke Nagini on each
pouXX_nagini_harness.py using the Silicon backend and Z3. For all 13 POUs,
the resulting verification conditions are discharged successfully after some iter-
ations on the harnesses and, in one case, on the verifier itself. In particular, the
abstract requirements-level harness for POU_O5 initially triggered an internal
Nagini error due to a 7-tuple in a pure specification function, revealing a bug
in Nagini’s handling of tuples longer than 6 elements. The Nagini developers
fixed this bug in the master branch, and with the patched version POU_05, it
verifies as the other POUs do. When verification failed during development,
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we manually inspected the counterexample traces and adjusted the harness
(e.g., specifications or preconditions).

Importantly, the current artifact does not implement an automated feedback
loop from Nagini to the harness. Counterexamples are interpreted and the har-
nesses are refined manually (with occasional LLM assistance for code editing), for
the reasons discussed in Section [5.4l The source artifacts are maintained under
version control, but independent reproduction is limited because the repository
cannot be made publicly available, due to restrictions on the dissemination of
the industrial artifacts.

5.2 Verification-Aware PLC Semantics

We verify the Python programs under standard PLC scan-cycle semantics, but
we do so with relatively lightweight abstractions that match the code. We con-
sider three categories of behavior: combinational logic, RS latches, and on-delay
timers (TONSs).

Combinational Logic. Combinational blocks (AND/OR, comparators, simple
arithmetic) do not maintain internal state. In the translated Python, each such
block is a pure function of its current-cycle inputs. In the harness, we mirror this
by defining pure specification functions that relate inputs and outputs directly,
for example:

def spec_SMgBrIsl(x: int, v: bool, mio: bool, C: int) -> bool

# Combinational logic used in several brake POUs
return (x == C) or ((not v) and mio)

POU-specific harnesses then use Ensures clauses to state that the implemen-
tation output equals the corresponding spec function, capturing the intended
Boolean condition without any reference to past cycles.

Stateful Blocks: RS Latch. An RS latch retains a Boolean state across cycles,
with RESET typically dominating SET. In the artifact, we model this state by
a small data class and a single-step update function:

from nagini_contracts.contracts import *

class RsState:
def __init__(self, q: bool) -> None:
self.q = q

def rs_step(old_state: RsState, i_set: bool, i_reset: bool)
-> RsState:
Requires (True)
Ensures (Implies(i_reset, not Result().q))
Ensures (Implies(i_set and not i_reset, Result().q))
Ensures (Implies ((not i_set) and (not i_reset), Result().q
== old_state.q))
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if i_reset:
return RsState(False)
elif i_set:
return RsState (True)
else:
return RsState(old_state.q)

The translated POU code calls RS blocks according to network order. At the
specification level, we do not unroll entire traces; instead, we rely on the step
contract above and POU-level post-conditions that quantify over the state after
a logical “update”. This is sufficient for the industrial POUs in our case study,
where RS latches are used in relatively small local patterns.

On-Delay Timer (TON) Abstraction. The industrial POUs include TON
blocks whose concrete behavior depends on cycle time and a preset threshold PT'.
The verification models do not attempt to reproduce a millisecond-accurate ven-
dor implementation. Instead, timer treatment is POU-specific, and the current
artifact uses the following two abstractions.

T1—Boolean expiration abstraction. The output TON.Q is represented by
an explicit Boolean input, denoted by timer_expired or timer_qg, indicating
whether the timer has expired. The harness does not compute this value from
an internal clock or elapsed-time state. Nagini verifies only that the surround-
ing POU logic reacts correctly to the two possible timer-output values (e.g.,
gating brake fault signals after a minimum activation period). Unless further
constrained by a POU-specific precondition, timer_expired is unconstrained at
the verification boundary.

For example, the following verification harness exposes the abstract timer
output:

# T1: expiration supplied at the wverification boundary
from nagini_contracts.contracts import *

def ton_q(timer_expired: bool) -> bool:
Requires (True)
Ensures (Result () == timer_expired)
return timer_expired

T2—Discrete scan-counter abstraction. For POUs requiring threshold-related
reasoning (e.g., POU_8), elapsed time is represented by a non-negative discrete
counter that is updated once per modeled PLC scan. Under an assumed fixed
scan duration, the timer preset is represented as a corresponding number of scan
steps. The harness may then verify properties such as counter monotonicity while
the timer input remains active, reset behavior when the input becomes inactive,
and that timer_q cannot become true before the abstract threshold is reached.

The T2 model is a scan-level abstraction rather than a physical-time model.
Its interpretation relies on the assumptions that one invocation of step repre-
sents one PLC scan, that the scan duration used to derive the counter threshold
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is fixed for the considered execution, and that the counter update and reset rules
correspond to the timer behavior relevant to the verified property.

The following simplified, generic pattern illustrates the obligations, yet con-
crete names differ among POU harnesses:

# T2: one abstract update per PLC scan
def timer_step(old_count: int, active: bool,
PT: int) -> TimerState:
Requires (old_count >= 0)
Requires (PT > 0)
Ensures (Implies(not active, Result().count == 0))
Ensures (Implies (active,
Result () .count >= old_count))
Ensures (Implies (Result () .q,
Result () .count >= PT))

Neither T1 nor T2 establishes millisecond-accurate semantic equivalence to a
concrete vendor TON implementation. T1 verifies only the reaction of the FBD
surrounding logic to timer expiration. T2 additionally verifies selected scan-level
threshold and state properties, but abstracts scheduling jitter, execution-time
variation, sub-scan input changes, and vendor-specific timing details. Each POU
result must therefore be interpreted together with its reported timer-abstraction
class.

5.3 Multi-Level Verification Scope

Although the harness code is written in Python, it reflects a multi-level view of
each POU:

— Block level. The shared harness modules provide contracts for generic blocks:
combinational logic, RS latches, and abstract TON timers. These contracts
are reusable and independent of the concrete POU.

— FBD network level. For several POUs, we reason informally using FBD
networks and cones of influence when designing the harness, but this reasoning
is manual. The artifact does not include an automated property extraction or
cone computation pass; instead, we directly encode the desired relations as
spec functions and post-conditions in the POU-specific harness.

— POU level. Each pouXX_nagini_harness.py file defines a top-level check_x
function whose contract expresses a POU-level requirement (e.g., that a brake
fault is only raised under certain pressure conditions, or that isolation com-
mands dominate brake commands). Nagini then verifies these POU-level prop-
erties under the assumptions given by the block-level contracts.

The harnesses invoke the translated POU implementations; they do not re-
place them with an independently executable replica of the complete FBD net-
work. Their specification functions express selected expected output relations,
safety conditions, and admissible environment assumptions. Some contracts nec-
essarily reflect implementation-level knowledge, such as the assumed semantics
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of reconstructed blocks and the state abstractions used for RS and TON be-
havior. Therefore, successful verification should be interpreted as consistency
between the translated POU model and the stated requirements under these
assumptions, rather than as an independent fault-detection experiment over the
original PLCopen XML. During development, unsuccessful proof attempts were
used to refine models, assumptions, and contracts; the POU 05 case also exposed
a limitation in Nagini. In summary, the current replication uses handwritten
(and sometimes LLM-assisted) contracts at the block and POU levels, without
the fully automated property extraction and POU-composition algorithms orig-
inally envisioned. We treat those algorithms as future work rather than part of
the present contribution.

5.4 LLM-Assisted Harness Authoring

PyLC+ M1 is the Qwen-based interactive model introduced in our earlier work [6].
Although the original design considered more automated harness synthesis, in
this study we use the PyLC+ M1 model in a more modest role: as a coding
assistant for human-authored harnesses.

Concretely, the workflow for each POU is:

1. Use the existing PyLC+ pipeline to generate the translated Python POU
module.

2. Provide the translated code, the extracted-data summary, and informal re-
quirements to PyLC+ M1 (Qwen), and request a draft harness skeleton (file
pouXX nagini_harness.py).

3. Manually review, edit, and simplify the proposed harness until it type-checks
and Nagini either verifies it or produces understandable counterexamples.

4. Tterate manually based on counterexamples; we did not feed counterexamples
back into the LLM in any automated way, nor did we fine-tune the model on
them.

Thus, while an LLM is involved in the workflow, all final harnesses are manu-
ally reviewed, edited, and stored in version-controlled source files. The reported
results do not depend on hidden LLM state, model fine-tuning, or an auto-
mated refinement service. Counterexamples are not automatically returned to
the LLM because the traces contain verifier-specific heap and permission infor-
mation and may admit several semantically different repairs. Human inspection
is therefore required to classify whether a failure indicates a missing environment
assumption, an incorrect or overly strong contract, an unsupported construct,
or an implementation-model mismatch. Automated counterexample-guided har-
ness repair is not evaluated in this study.

Harness review procedure. Harnesses have been authored by the first and
the fourth authors familiar with the translated PLC code and Nagini, and then
cross-checked by additional authors against the translated Python, extracted
FBD data, and informal industrial requirements. The properties encoded in the
POU-specific harnesses originate from several types of sources: system or safety
requirements, interface documentation, industrial block-library documentation,
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engineer-provided natural-language requirements, and behavior inferred by in-
specting the FBD and its translated Python model.

For each POU, we check that the final contract refers only to documented
inputs, outputs, SAFE-type assumptions, and explicitly listed abstractions. The
counterexamples produced during development have been inspected manually
and classified as either missing assumptions, overly strong specifications, or gen-
uine harness errors.

The authors retain the translated models, curated harnesses, and verification
logs in a version-controlled repository. However, restrictions on the dissemina-
tion of the industrial artifacts prevent the public release of this repository. Con-
sequently, the reported workflow is internally repeatable from the artifacts, but
full independent reproduction is not currently possible.

5.5 Harness Patterns and Example Snippets

To make the harness structure more concrete, we briefly illustrate the three main
patterns that recur across the case-study POUs.

Combinational property harness. For purely combinational outputs, we write a
spec function and a simple wrapper:

def spec_SMgBrIsl(x: int, v: bool, mio: bool, C: int) -> bool
return (x == C) or ((not v) and mio)

def check_SMgBrIsl(x: int, v: bool, mio: bool, C: int) ->

bool:
Requires (x >= 0)
Ensures (Result () == spec_SMgBrIsl(x, v, mio, C))

return translated_SMgBrIsl(x, v, mio, C)

Here, spec_SMgBrIsl states the expected Boolean relation (derived from
the requirement), whereas translated_SMgBrIsl denotes the corresponding im-
plementation generated from, or invoked through, the translated FBD. Nagini
therefore checks the translated implementation against a separate specification.
This pattern appears, for example, in the brake isolation logic and in simpler
sanity checks.

RS latch harness. For RS latches, we combine the RsState abstraction with
POU-specific contracts that refer to the latched state after one or more logical
updates. The invariant that “RESET dominates SET and @ remains stable oth-
erwise” is captured entirely by rs_step and its ensures-clauses (shown earlier),
which are reused across POUs.

TON harness The POU-specific harnesses instantiate one of the two timer ab-
stractions defined in Section Most of the POUs use the T1 pattern, where
the harness receives an explicit Boolean timer-expiration signal and verifies the



16 Mikael Ebrahimi Salari et al.

behavior of the surrounding POU logic for both its false and true values. It does
not verify elapsed time or the timer preset.

Some POUs, e.g., POU_S, use the T2 pattern, where the harness maintains
a discrete elapsed-scan counter and states contracts relating the timer input,
the previous counter value, the updated counter, the abstract preset thresh-
old, and timer_q. This supports verification of selected reset, monotonicity, and
not-before-threshold properties under the fixed-scan-duration assumption. The
choice between T1 and T2 is made per POU and is part of the documented ab-
straction boundary. Neither pattern verifies the complete millisecond-accurate
or vendor-specific implementation of the TON block.

Overall, the Methods in this paper therefore correspond exactly to what is im-
plemented: a PyL C+-based translation to typed Python, shared spec and stateful
harness modules, POU-specific Nagini harnesses authored with LLM assistance,
and manual inspection of counterexamples. More ambitious components from
earlier drafts, such as automatic property extraction, fault-injection campaigns,
detailed timing models with glitch enumeration, and automated trace-back al-
gorithms, are not part of the current implementation and are discussed instead
as directions for future work.

6 Verification Results

Following the verification-aware pipeline in Fig. 2] we applied Nagini to the
translated Python versions of the industrial POUs and checked properties at the
block, network, and POU levels. Functional obligations focus on Boolean and
comparison logic, reset-dominant latch behavior, and the agreement between
outputs and functions. Timer-related obligations use the POU-specific abstrac-
tion defined in Section [5.2] T1 models verify only the surrounding logic’s re-
sponse to a Boolean expiration signal (the harness treats the timer output as an
explicit signal indicating that the relevant delay has elapsed), whereas T2 mod-
els also check selected scan-counter properties, such as reset, monotonicity, and
not-before-threshold conditions. Neither abstraction proves millisecond-accurate
TON behavior. T2 results additionally assume one modeled update per PLC
scan and a valid fixed scan duration and threshold.

Using the Silicon backend, we obtain proofs for all 13 industrial POUs from
the industrial-control case study. Twelve POUs are verified against concrete or
partly abstracted FBD models. The remaining POU, POU_05 (hold brake con-
trol), is verified against an abstract requirements-level Python specification that
aggregates multiple FBD networks into a single pure function over SAFE data

types.

POUO5 and a Nagini issue. In the original experiments, the POU_05 harness did
not verify because Nagini’s backend reported an issue when translating a pure
specification function returning a 7-element tuple. We traced it to an unsup-
ported tuple size that triggered an internal error; this has since been corrected
on the current master branch. With the patched version, the POU_05 harness
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verifies successfully. We therefore include POU_05 among the verified POUs, not-
ing that verification is at the level of its abstract requirements model and that
the harness helped uncover and resolve this tooling issue.

Our observations suggest that POUs involving retained state or timer ab-
stractions require more detailed assumptions and longer verification run times.
For some timing and arithmetic-heavy POUs, we used abstract harnesses and
verified high-level properties over an abstract model rather than the complete
low-level FBD logic. Therefore, the verification claim should be read together
with the model classification reported for each POU. All reported successful
runs mean that Nagini discharged the stated proof obligations for the corre-
sponding verification model and harness. They do not show that the original
PLCopen XML contains no logical defects, because the evidence is conditional
on the translation assumptions in Section the selected requirements, and the
abstractions used for unavailable vendor-specific or timing semantics. Likewise,
a failed proof attempt during development may reveal an implementation-model
mismatch, an insufficient assumption, or an incorrect or incomplete contract. Be-
cause no systematic implementation-level mutation experiment was performed,
these development outcomes were not used to estimate defect-detection effective-
ness. We therefore report verification success as model-level evidence, together
with the model class and abstractions used.

7 Evaluation

We now evaluate the verification-aware pipeline on the 13 industrial control
POUs selected for the case study. Our goal is to assess (i) how well the translation
and harnesses support multi-level verification (Block, Network, POU), (ii) the
cost of proving both functional and timing properties in Nagini, and (iii) how
counterexamples are used during harness development.

7.1 Programs and Levels

The case-study system contains multiple anonymized POUs implementing brake
supervision, isolation, redundancy, life-signal checks, and state encodings. All
identifiers were replaced with semantic aliases, and numeric constants were given
descriptive names (e.g., PT_TRIP_MS (3000)) in the paper, while the Python and
Nagini code kept the original constant values.

For this study, we focus on the subset of POUs that: (i) could be translated by
PyLC+, and (ii) whose semantics fall within the fragment of Python that Nagini
can verify without requiring extensive abstract modeling. Although Nagini sup-
ports several unbounded data structures through functional abstraction, some
industrial constructs remain difficult to express directly, such as vendor-specific
function blocks with opaque internal state, precise floating-point behavior, and
dynamically sized arrays updated across scan cycles. POUs relying on such fea-
tures are therefore excluded. After applying these criteria, 13 POUs remain and
are therefore verified: twelve under concrete or partially abstracted FBD models,
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and POU_05 under an abstract requirements-level specification. POU_05 has also
exposed a tuple-length limitation in Nagini, which is resolved in the patched
version used in this study.

For each POU, we consider three verification levels within the translated
artifact: individual block, FBD network, and complete POU. Here, level denotes
verification granularity and should not be confused with the IEC 61131-3 POU
categories Program, Function Block, and Function.

Block level. We check vendor-style contracts for individual function blocks such
as logic gates, comparators, latches, and timers. For example, in the magnetic
brake supervision POU (POU_08) we verify that the RS latch that drives the
“apply without command” signal respects its set/reset priorities, and that the
abstract TON behavior used in the harness cannot raise its output before the
preset delay PT TRIP MS.

Network level. At the network level, we reason about chains of blocks from ex-
ternal inputs to outputs. For instance, in the EP Brake Control Unit supervision
POU (POU_07), the harness states the documented relation between flags, va-
lidity bits, and abstract timer outputs. Likewise, in the plausibility check POU
(POU_13), we check that the plausibility fault is raised if and only if the FBD
chain of comparisons and latches detects a mismatch between the relevant sensor
and command signals.

POU level. At the POU level, each POU-specific harness defines one or more top-
level check functions whose contracts express industrial requirements over the
translated or abstracted Python model. These contracts are checked under the
scan and step semantics and assumptions encoded in the harness. The current
artifact verifies POU-level properties within the modeled abstraction, subject to
explicit assumptions about retained state and abstract timer signals.

7.2 Role of LLM Assistance in Harness Construction

The harnesses and contracts are written in Python with Nagini annotations,
using the PyLC+ M1 interactive LLM assistant. For each POU, we use PyLC+
to generate a typed Python class representing the translated FBD structure and
supported block semantics. Contracts and invariants are then drafted with LLM
support, based on manually written natural-language descriptions, and manually
refined to account for SAFE datatypes, stateful latch behavior, and the timer
abstractions. We refine the annotations by hand to satisfy Nagini’s restrictions
and iteratively run Nagini/Silicon, using errors and counterexamples to adjust
the code or specifications until verification succeeds. The result is an executable
set of Nagini-compatible harnesses that capture the intended FBD logic (or a
documented abstraction), produced via human-in-the-loop iteration rather than
a fully automatic pipeline.
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Table 2. Summary of industrial POUs and Nagini verification results. Times are taken
from the actual spec_properties_silicon.txt logs. POU_05 is modeled abstractly,
verified against its requirements-level specification, and is the POU that revealed and
motivated a fix for a tuple-handling bug in Nagini.

POU Scope (Purpose) #Blocks #Stateful Model Status Time (s)

POU_01 2002 safety voting (UINT) 10 0 concrete FBD verified 22.86

POU_02 2002 safety voting (USINT) 10 0 concrete FBD verified 23.16

POU_03 SAFEBOOL adapter / combina- 23 0 concrete FBD verified 26.29
torics

POU_04 BCU input mapping / sanitisation 50 0 concrete FBD verified 21.54

POU_05 Hold brake control (abstract 58 6 abstract only verified 26.59
model)

POU_06 EP Brake Control Unit redun- 10 0 partly abstracted verified 24.30
dancy

POU_07 EP Brake Control Unit supervi- 8 1 partly abstracted verified 24.22
sion

POU_08 Magnetic brake supervision 20 3 partly abstracted verified 23.99

POU_09 Main reservoir pressure sensor sup. 28 3 partly abstracted verified 27.02

POU_10 Park brake state encoding 29 5 partly abstracted verified 32.19

POU_11 Pressure value conversion 16 0 partly abstracted verified 28.31

POU_12 2002 safety voting (SAFEBOOL) 10 0 concrete FBD verified 22.77

POU_13 Plausibility check 3 1 concrete FBD verified 25.47

7.3 Evaluation Summary

For each POU that we successfully verify, we record the following indicators: (i)
#Blocks, the total number of FBD blocks in the translated POU (from the
extracted data files), (ii) #Stateful, the number of stateful blocks (RS latches
RS_S and on-delay timers TON_S), (iii) Model, whether the harness models the
complete FBD diagram (concrete FBD), abstracts some aspects while preserving
overall behavior (partly abstracted), or treats the POU as a pure requirements-
level function without a one-to-one FBD mapping (abstract only), (iv) Status,
whether Nagini produced a full VC proof (verified) or reported a tool error (no
VC proof), and (v) Time (s), the wall-clock time for the Nagini+ Silicon run,
as reported in the spec_properties_silicon.txt files under results/POUx*/.
Table 2]summarizes these metrics. For all 13 POUs that we verify, verification
time ranges from 21.54 s (POU_04) to 32.19 s (POU_10), with a mean of approx-
imately 25.3s and a median of 24.3s. POUs with at least one stateful block
(POU_05, POU_07, POU_08, POU_09, POU_10, POU_13) have a slightly higher mean
verification time than purely combinational POUs, which is consistent with the
additional invariants and VC complexity introduced by latches and timers.
Across the verified POUs, we cover a range of control-logic patterns and mod-
eling aspects: the 2002 voters/adapters (POU_01, POU_02, POU_03, POU_12) are
small to medium (10 to 23 blocks), purely Boolean and comparison, stateless,
and verify quickly (22s to 26s) under concrete FBD semantics; the mapping and
conversion POUs (POU_04, POU_11) include a larger stateless mapper (POU_04,
50 blocks, 21s) and a conversion unit (POU_11) whose harness introduces a docu-
mented, partly-abstracted total division to avoid partiality. Redundancy, super-
vision, and plausibility checks (POU_06, PQU_07, POU_08, POU_09, POU_13) span
3 to 28 blocks with 0 to 3 stateful elements and verify in 23s to 27s; notably,
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Effect of stateful blocks on verification time
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Fig. 4. Effect of stateful blocks (e.g., RS, TON) on verification time. Each point cor-
responds to one POU.

POU_09 abstracts timer and latch details into an instantaneous validity pred-
icate plus a per-cycle counter, so the proved properties are high-level validity
and counter updates. POU_10 (park-brake state encoding) has the most stateful
blocks among the verified set (5) and is proved under an abstract state-machine
model, making it the slowest case (32s). Finally, POU_05 (hold-brake control) is
large (58 blocks, six stateful) and is verified against an abstract requirements-
level Python model; an initial Nagini tuple-length limitation has caused a tool
error, which is fixed, and the patched verifier discharges the harness in 26s, with
the caveat that the proof targets the abstract model rather than the complete
low-level FBD connections.

7.4 Verification Time and Structural Metrics

According to Table [2] once a POU has a stable harness that respects Nagini’s
language constraints, full deductive verification completes in a matter of tens of
seconds. Figure [4] separates this behavior by the number of stateful blocks (RS
latches and TON timers) per POU, using counts extracted from the correspond-
ing extracted-data files (denoted * extracted_ data.py).

POUs without stateful blocks (seven programs) have a mean verification time
of 24.18 s, whereas those with at least one stateful block (six programs) average
26.58s.

Figure [5] plots the number of FBD blocks against verification time. For the
structural sizes present in our case study (3-50 blocks), block count alone is a
weak predictor of runtime: most POUs cluster between 22s and 28s regardless
of whether they have 10, 20, or 50 blocks. The main outlier is POU_10, which
combines 29 blocks with a richer abstract state machine for Park Brake status,
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Structural size vs verification time
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Fig. 5. Structural size (number of FBD blocks) versus verification time. Each point
corresponds to one verified POU; the largest combinational POU (POU_04) and the
slowest POU (POU_10) are highlighted.

and therefore shows the largest time (32.19s) despite not being structurally
extreme.

Taken together, these results suggest that verification time is driven more by
the complexity of retained state (e.g., RS and TON blocks), and timer abstrac-
tions, such as RS latches, abstract timer signals, and higher-level state machines,
than by the raw number of combinational gates. These observations are descrip-
tive rather than statistical: with only 13 POUs and heterogeneous abstractions,
we do not claim a general runtime model. The data are nevertheless consistent
with our manual experience that proof effort is influenced more by the kind of
state and abstraction used than by raw block count alone. They also indicate
that, once a stable harness is available, verification completes within tens of
seconds for the POU-level targets considered in this study.

Observed Trends. POUs with stateful blocks (RS and TON) verify slightly
slower on average (about 26s) than purely combinational ones (about 24s), re-
flecting the extra invariants needed for latches and timers. For small and medium
POUs (up to ~30 blocks), block count alone is a weak predictor of runtime, with
most cases clustering around 22 to 28s and POU_10 as an outlier due to its richer
abstract state machine. Several POUs (POU_06-POU_11) rely on explicitly docu-
mented, partly abstracted harnesses, so the proofs should be read as guarantees
for the abstract model rather than FBD-level equivalence to the original pro-
gram. Overall, within Nagini’s current limitations, the experiments show that
PyLC+ enables end-to-end deductive verification in tens of seconds per POU
while making abstraction boundaries explicit.
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7.5 Step-by-Step Verification Example (Aligned with Fig.

We now illustrate the verification-aware workflow of Fig. [3] on one representa-
tive anonymized POU, denoted POU_08. In the original industrial controller, this
POU supervises a braking-related function, but here all identifiers and signal
names are anonymized (e.g., raw_code, valid_flag, iso_cmd, latched_iso,
timer_q) to avoid revealing proprietary information. The goal of this section is
to show, step-by-step, how a single translated POU is combined with the shared
harness modules, verified with Nagini, and refined whenever verification condi-
tions fail. POU_8 uses the T2 discrete scan-counter abstraction (introduced in
Section. Thus, the timer-related proof obligations in this example concern a
scan-level counter and threshold, rather than the T1 Boolean-expiration pattern
used by other POUs. The result remains conditional on the fixed-scan-duration
and counter-correspondence assumptions stated in Section [5.2]

(1) Translated POU module. Starting from the PLCopen XML, PyLC+ gen-
erates a typed, executable Python translation of the POU, stored as the file
poul8_translated.py. This file contains: (i) the class implementing the POU
with typed fields for inputs, internal state cells, and outputs, (i) a step(...)
method encoding one PLC scan, and (iii) a direct one-to-one mapping of the
original FBD structure (approximately twenty blocks, including Boolean opera-
tors, one RS latch, and two TON-style timers). For example, the translated code
computes intermediate signals such as status_ok (an equality comparison on an
anonymised integer code) and guard_no_iso (a conjunction of Boolean condi-
tions), updates the latch latched_iso according to IEC reset-dominance rules,
and increments timer_elapsed to derive timer_q for the on-delay timer.

(2) Shared specification harness. The second component of Fig. [3[is the shared
specification module, provided as the file plc_ spec harness.py. It provides pure,
side-effect-free specification functions for common patterns that appear across
multiple POUs. For this example, the specification harness includes: (i) a pure
function spec_iso_ status, which takes the parameters raw_code and wvalid_flag
and describes the expected isolation behavior; and (ii) a function spec_fault,
with parameters raw_ code, valid_flag, and iso_ ¢md, which defines when a fault
output must be raised. These functions serve as logical ground truth for the
post-conditions in the POU-specific harness.

(8) Shared stateful harness. POUs such as POU_08 contain stateful behaviors
(RS latch, on-delay timer), so the shared stateful harness, provided as the file
plc_ stateful _harness.py, defines the generic abstractions and invariants used
by all POUs with similar patterns. For the RS latch, the harness exposes in-
variants capturing reset dominance and persistence of the latched state: “once
set, latched_iso cannot become false unless the reset input is true”. For the
timer, the harness provides a simple abstraction with two fields (timer_elapsed,
timer_q) and invariants ensuring IEC-style monotonicity and correctness of the
preset threshold PT_IS0. These abstractions are independent of the particular
POU and shared across all stateful POUs.
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(4) POU-specific Nagini harness. The POU-specific harness, provided as the
file pou08_nagini_harness.py, combines the translated POU of step (1) with
the shared specification and stateful harnesses (steps (2)—(3)). This file defines a
Nagini-annotated function verify step that: (i) declares Requires clauses con-
straining the input domains (e.g. Boolean flags, normalized integer codes, admis-
sible preset values); (ii) forwards the inputs to the translated POU’s step(...)
method; and (iii) attaches Ensures post-conditions checking that the concrete
outputs of the translated model match the corresponding pure specification func-
tions and stateful invariants. For example, one post-condition states that the
output iso_ out returned by the implementation must equal the value computed
by spec_iso_ status, given inputs raw_code and valid_ flag, and another ensures
that timer ¢ never becomes true before the threshold PT ISO.

To illustrate the verifier’s feedback produced by a mutated contract, we de-
liberately negate one postcondition. This example modifies the specification, not
the translated POU implementation, and is not part of the quantitative evalua-
tion.

Listing 1.2. Injected fault in the postcondition for iso_out (illustrative example).

# Correct specification:
# Ensures (result.iso_out ==
# spec_iso_status (raw_code, wvalid_flag))
# Injected fault (negated relation):
Ensures (result.iso_out !=
spec_iso_status (raw_code, valid_flag))

When we run Nagini on this faulty harness, the verifier produces a coun-
terexample model (simplified here for readability):

Counterexample (abbreviated):

raw_code = CODE_ISO

valid_flag = True

iso_cmd = False

iso_out = True

spec_iso_status(raw_code, valid_flag) = True
Violates: iso_out != spec_iso_status(...)

This example shows that Nagini rejects a translated model and contract
that are logically inconsistent. Because the modification is made to the post-
condition rather than to the translated POU, it should not be interpreted as
evidence that the workflow detects implementation defects or latent defects in
the original PLCopen artifact. Evaluating such sensitivity would require sepa-
rate implementation-level mutation experiments, which are outside the scope of
this study.

(5) Nagini (Silicon) verification. In the fifth step of Fig. [3] we execute Nagini
using the Silicon backend:

nagini pouO8_nagini_harness.py -verifier silicon -z3 <path>
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Nagini translates the Python harness and the imported modules into Viper,
generates verification conditions and sends them to Z3. For this POU, the obli-
gations include:

— functional consistency: the concrete outputs (iso_out, fault_out) match
the corresponding pure specification functions for all admissible inputs;

— latch behavior: the anonymised field 1atched_iso respects reset dominance
and cannot change spontaneously across cycles; and

— timer correctness: the timer output timer_q does not become true before
the preset PT_ISO, and the elapsed time timer_elapsed is monotonic while
the input condition remains active.

In the final artifact, Nagini reports “Verification successful” with a runtime con-
sistent with Table [2] for POU_08.

(6) Verification outcome and feedback. Nagini returns either a successful ver-
dict or a counterexample. For the final version of POU_08, no counterexamples
are produced. During development, unsuccessful verification attempts exposed,
for example, (i) missing heap permissions when the post-condition accessed an
output field prematurely, and (ii) insufficiently specified timer invariants. All
counterexamples were manually inspected (bottom arrow in Fig. , the harness
was refined, and the verification re-run. This iterative process is representative
of the refinement loop that we have applied to all 13 verified POUs in the study.
This worked example thus demonstrates how the building blocks of Fig. [3] in-
teract in practice: a translated POU model, shared specification and stateful
abstractions, a POU-specific contract layer, automated deductive verification
using Nagini, and counterexample-driven refinement.

This study evaluates proof feasibility and the interpretation of successful
verification for the stated models. It does not evaluate implementation-fault
sensitivity or claim that the workflow can detect latent defects in the original
PLCopen artifacts.

8 Discussion and Threats to Validity

In this section, we briefly discuss and analyze the outcomes of this study, followed
by a discussion of limitations and threats to validity.

Verification Outcomes. All 13 industrial POUs in the case study were success-
fully verified using Nagini. Twelve POUs were verified against concrete or par-
tially abstracted FBD models, while one POU (POU_05) was verified against an
abstract requirements-level model. The POU_O05 harness initially exposed a Nagini
limitation related to tuple size in pure specifications; the developers fixed this
issue, after which all verification conditions discharged successfully. The verified
POUs span a representative range of industrial control logic, including voting,
supervision, plausibility checks, and state encoding, and all completed within
tens of seconds (21-32s), indicating practical feasibility for Cl-scale verification.
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Patterns and Limits of the Verifier. Verification cost is dominated by state-
ful behavior rather than structural size. POUs containing RS latches or TON
timers required additional invariants and verified slightly slower than purely
combinational designs, while large but stateless POUs verified quickly. In con-
trast, moderately sized POUs with richer abstract state machines exhibited the
highest run times. In practice, selective abstraction is essential: fully concrete
FBD-to-Python modeling is often unnecessary or incompatible with Nagini’s re-
strictions, and small, explicitly documented abstractions (e.g., symbolic timers
and higher-level states) were sufficient to preserve relevant behavior while en-
abling verification.

Toolchain Issue. POU_05 is a state-heavy POU verified against an abstract
requirements-level model. Its harness initially failed due to a Nagini front-end
limitation when translating pure specification functions that return tuples with
more than 6 elements, resulting in an internal error. After this issue has been
identified and fixed by the Nagini developers, the POU_05 harness verified suc-
cessfully (265s), illustrating both the feasibility of verifying realistic PLC-derived
models and the value of industrial case studies for improving the verification tool
chain.

Counterexamples and Harness Development. Counterexamples have been
used only during harness construction; no final POU has produced counterex-
amples. During development, traces expose missing invariants for RS latch reset
dominance, signal transition handling, and partially defined numeric operations,
which have been addressed through abstraction and contract refinement. Delib-
erate specification faults (e.g., negated post-conditions) reliably produce coun-
terexamples, demonstrating how Nagini traces guide the correction of erroneous
or overly strong contracts. In Section we illustrate the form of verifier feed-
back when a contract conflicts with the modeled implementation. Since this
modification affects the specification rather than the translated POU, it does
not demonstrate sensitivity to implementation faults. No implementation-level
mutation study is conducted, and the present evaluation makes no claim about
detecting latent defects in the original PLCopen artifacts.

Implications. The results show that translating FBDs to Python with PyLC+
enables practical deductive verification of realistic industrial programs, provided
that semantic gaps and abstraction boundaries are made explicit. All evaluated
POUs were verified within tens of seconds using Nagini against their concrete,
partly abstracted or abstract requirements-level models, making future CI inte-
gration feasible for similarly scoped POU-level checks.

Threats to Validity. Threats to validity mainly arise from choices of abstrac-
tion when translating IEC 61131-3 semantics to Python. While PyL C+ preserves
network structure, scan-cycle order, and state updates, vendor-specific timer
behavior, precise timing, and some arithmetic details are abstracted. External
validity is limited by the scope of the case study (13 POUs from a single safety-
critical subsystem). Tool chain validity partly depends on a patched version of
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Nagini for larger tuples. Although LLM assistance has been used for scaffolding,
all contracts are manually reviewed and validated through deductive verification,
reducing but not eliminating specification bias. Artifact availability constitutes
an additional threat to reproducibility: although the models, harnesses, and veri-
fication logs are retained under version control, restrictions on the dissemination
of the industrial artifacts prevent their public release and therefore limit inde-
pendent reproduction of the experiments. The study also does not include an
implementation-level mutation analysis. Consequently, it provides no empirical
estimate of how frequently the selected contracts would detect erroneous trans-
lations or latent defects in industrial POUs.

9 Related Work

Research on PLC verification includes model checking, formal semantics, transla-
tion analysis, and hybrid testing—verification workflows. Most approaches trans-
late TEC 61131-3 programs into transition-system models (e.g., SMV or timed
automata) for model checking, from early IL translations [14] to industrial-scale
studies such as CERN systems [15]|, with surveys highlighting recurring chal-
lenges such as scan-cycle semantics and timers [3]. In parallel, the semantics of
IEC 61131-3 have been formalized using Coq [16] and executable frameworks
such as K [17]. Other work leverages PLCopen XML for requirement-based ver-
ification [18}/19] or reduces specification effort via property and invariant min-
ing [20].

PyLC+ differs by avoiding a separate automaton or intermediate formalism:
PLCopen XML is translated directly into executable Python, and deductive ver-
ification is performed on the same artifact using Nagini. PLC-specific semantics
(e.g., reset-dominant latches and timer abstractions) are embedded as contracts,
improving traceability and reducing the semantic gap. The approach aligns with
hybrid industrial verification workflows |21}22] and verification-as-a-service ef-
forts [23], and extends earlier PLC-to-Python testing work [24,25] by unifying
execution and proof in a single translated artifact.

10 Conclusions

This study shows that PLCopen XML programs translated by PyLC+ can be
verified deductively using Nagini when PLC-specific semantics, environment as-
sumptions, and abstraction boundaries are made explicit in Python harnesses.
Thirteen industrial POUs were verified against their stated models: concrete
FBD translations, partly abstracted FBD models, or, in one case, an abstract
requirements-level specification. The results show that translation-based verifi-
cation is practical for realistic POU-level industrial logic, with all verification
runs completing within tens of seconds once stable harnesses are available. At
the same time, the study shows that full automation remains limited by vendor-
specific block semantics, timer modeling, manual contract design, and verifier
restrictions.
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Future work will focus on automating contract and invariant generation from

PLCopen metadata, extending support to additional IEC languages and vendor-
specific blocks, and improving scalability through modular and incremental veri-
fication. Deeper integration of testing and verification, as well as improved coun-
terexample mapping back to PLC artifacts, remains an important direction.
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