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Abstract—While ontology comparison and alignment have
been extensively researched in the last decade, there are still some
challenges to these disciplines, such as incomplete ontologies,
those that cover only a portion of a domain, and differences
in domain modeling due to varying viewpoints. Although the
literature has compared ontological concepts from the same
domain, comparisons of concepts from different domains (e.g.,
security and safety) remain unexplored. To compare the concepts
of security and safety domains, a security ontology must first be
created to bridge the gap between these domains. Therefore,
this paper presents a Combined Security Ontology (CSO) based
on the Unified Foundational Ontology (UFO) that could be
compared to or aligned with other ontologies. This CSO includes
the core ontological concepts and their respective relationships
that had been extracted through a previous systematic literature
review. The CSO concepts and their relationships were mapped
to the UFO to get a common terminology that facilitates to
bridge the gap between the security and safety domains. Since
the proposed CSO is based on the UFO, it could be compared
to or aligned with other ontologies from different domains.

Index Terms—security ontology, UFO ontology, security con-
cepts, security relationships

I. INTRODUCTION

The last few years have seen an increase in the number
of autonomous vehicles that exchange information. These
vehicle’s cyber-physical systems must function safely and
securely. Therefore, the various issues related to the safety
(e.g., malfunction of a vehicle) or security (e.g., unauthorized
access) of these autonomous vehicles must be considered.

Although security and safety have historically been con-
sidered separately, these domains are closely related [1], [2].
The growing complexity of modern systems and the increasing
dependence on information and communication technologies
that foster interconnection have intertwined these two domains.
In certain contexts (e.g., autonomous vehicles), security and
safety issues now concern the same systems and should
therefore be considered together. Thus, adopting a common
approach to security and safety is important (e.g., for prevent-
ing intentional attacks and/or accidental failures). However,
overlapping safety and security countermeasures have not yet
been mastered, which can lead to undesirable consequences
(e.g., loss of critical data).

Ontologies have been independently developed for both
domains. In the security domain, however, the high-level con-
cepts such as “asset”, “threat”, or “vulnerability” cover only
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a portion of the domain or model the domain from different
perspectives. Various ontologies cover the fundamental aspects
of the domain and overlap to a limited extent. Therefore, an
efficient technique for combining multiple ontologies needs to
be developed for the creation and use of ontologies. However,
this has proven to be a challenging activity.

Domain ontologies, which introduce concepts in a given
domain and their relationships, as well as activities, theo-
ries, and basic principles related to the security domain, are
reusable in that specific domain [3]. Many ontologies that
are devoted to the domains of safety or security, and specific
ontology comparison criteria are needed in these domains. A
comparison of these ontologies determines which of them has
a complete and consistent domain conceptualization. However,
the selection process of ontologies depends on linguistic
criteria and usability, and other criteria (e.g., completeness).
Therefore, before the security and safety ontologies are com-
pared, a security ontology that facilitates the comparison to a
safety ontology, must be created.

In our previous research, a systematic literature review was
performed and the core concepts and relationships of security
ontologies [4] were extracted. Our paper concluded that the
identified core concepts and relationships provided a good
framework for the creation of a new security ontology. The
quality of the resulting security ontology would depend on
quality of the security ontologies (e.g., content, presentation,
usage) from which it was created. Therefore, to ensure the
quality of the resulting security ontology, this paper proposed
a Combined Security Ontology (CSO) based on the UFO
Ontology (UFO) [5] and the security ontologies [6]-[13].
The CSO also contains relationships extracted from additional
security ontologies that were not included in our previous
paper [4], (e.g., those by Vorobiev and Bekmamedova [14],
and by Massacci et al. [15]).

This paper addressed the following general research ques-
tion: "How can we create a security ontology based on the
UFO Ontology that can be compared to or aligned with other
ontologies?”

To resolve this question and to create the CSO, the two
methods proposed by Fernandez et al. [16] and Jones et al. [17]
were combined. Additionally, the CSO concepts and their re-
lationships were mapped to the UFO to close the gap between
the security and safety domains. The UFO was chosen as the
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basis for creating a new security ontology because it proposes
a complete set of foundational concepts and relationships that
cover important aspects of the safety policy development; the
foundational concepts of the UFO include aspects of safety
and were thus suitable for this work. The goal of the CSO is
to provide a meta-model that included knowledge related to
security concepts and various aspects thereof, such as "attacks”
and “threats”. To bridge the gap between the safety and
security domains, the CSO concepts and their relationships
were mapped to the Unified Foundational Ontology (UFO) [5],
and their properties were consolidated. The aim was also for
the CSO to be comparable to the Hazard Ontology (HO) [18],
an ontology that has successfully incorporated well-established
concepts from the UFO and is used in the safety domain.
Therefore, the contribution of this paper was three-fold:

1) We propose a Combined Security Ontology (CSO) that
included core concepts and relationships extracted from
the systematic literature review that was presented in our
earlier paper [4].

2) The completeness, validity, and applicability of the pro-
posed ontology is shown, as it identified vulnerabilities
of an autonomous quarry site, such as assets and tech-
nologies that were susceptible to threats or attacks.

3) The CSO concepts and relationships were mapped to the
UFO, and their properties were consolidated to bridge
the gap between the security and safety domains.

The remainder of this paper is organized as follows: In
section 2, a background on UFO Ontology is presented. In
section 3, the CSO creation process is explained, and a prac-
tical application of the proposed ontology is demonstrated on
an autonomous quarry site. In section 4, the validation process
of the CSO is presented. In section 5, the mapping process for
the CSO and UFO ontologies is described. In section 6, the
related work on ontology development methodologies and the
ways in which they relate to the proposed paper is described.
Finally, in section 7 the conclusions and suggestions for future
work are presented.

II. BACKGROUND

The UFO [5] was adopted as the basis for this paper because
it has been successfully used in many areas of research, in-
cluding the analysis, integration, and re-engineering of various
modeling languages (e.g., Unified Modeling Language (UML),
Reference Model of Open Distributed Processing (RM-ODP))
[19]-[21] Furthermore, the UFO reuses basic concepts and
relationships to represent a given subject domain, facilitates
the operability of ontologies developed according to the same
foundational ontology, and provides guidelines for the correct
application of its concepts. Additionally, various studies have
provided details about the different layers and ontological
concepts of the UFO [5], [22], [23].

Based on the formal theory of the part-whole relationships,
the UFO is a recent and successfully employed foundational
ontology for conceptual modeling [24]. Furthermore, this
ontology deals with universals and particulars and is used
to formulate theories in areas including the philosophy of

language [25], [26] and cognitive psychology (e.g., kinds,
roles, states) [5]. The UFO consists of three primary layers
that allow for a detailed and accurate representation of many
domains for different applications. These are as follows: UFO-
A, or the endurant ontology, which defines terms like “uni-
versal”, “role”, “relator”, and “intrinsic moment” [5]; UFO-
B, or the event ontology, which defines terms like “event”,
“state”, “atomic event”’, and “complex event” [27]; UFO-C,
or social agent’s ontology, which defines terms like “social
object”, ”’ normative description”
[27].

The UFO considers many of the structural aspects of
conceptual modeling that have not been considered by other
ontologies such as various types of entities and their relation-
ships, their parts and properties [28]. Many other foundational
ontologies (e.g., a Hazard Ontology (HO) [18]) have success-
fully incorporated well-established concepts from the UFO.
The OntoUML language, which was based on the Unified
Modeling Language (UML), was created by UFO researchers
to facilitate the use of UFO concepts and address various
language problems (e.g., ambiguities, semantic interoperabil-
ity, different level of abstractions, possible contradictions in

concept descriptions) [5].

EEENEE)

social role”,

CLENEE)

social agent”,

ITII. CREATION OF A COMBINED SECURITY ONTOLOGY
(CSO)

The main contribution of this paper is the proposed CSO
based on the UFO [5]. The method used to create the CSO
was adapted from a combination of two methods proposed by
Fernandez et al. [16] and Jones et al. [17]. The creation process
included six steps: goal, scope, knowledge acquisition, con-
ceptualization, implementation, and validation. The security
concepts and relationships among them were obtained through
a systematic literature review presented in our earlier work
[4]. After the creation process was complete, the concepts and
relationships of the CSO and UFO were mapped [5].

In the knowledge acquisition step, the information needed
to create the CSO was collected from various sources, such as
ontologies provided by Herzog et al. [6], by Fenz and Ekelhart
[7], by Agrawal [8], by Schumacher [9], by Pereira and Santos
[10], by Wang and Guo [11], by Ramanauskaite et al. [12],
by Dritsas et al. [13], by Vorobiev and Bekmamedova [14],
by Massacci et al. [15]. The information was then organized
into a conceptual model (along with the concepts and their
relationships) during the conceptualization step. The created
conceptual model of the CSO was then extended to include
concepts mapped from the UFO [5]. In the implementation
step, the CSO was described using unified modeling language
(UML) diagrams. Then, in the validation step, the use case is
presented to ensure that the resulting ontology corresponded
to what it was supposed to represent. The first five steps of
ontology creation are detailed in the following subsections,
while the validation step is presented in Section IV.

A. Goal of the CSO

The main goal of the security ontology is to provide a
meta-model that included knowledge of security concepts
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and relationships, such as “threats”, “vulnerabilities”, “at-
tacks”, “countermeasures”, etc. The ontology is created from
the reviewed security ontologies [6]-[13] by integrating the
standard-compliant security concepts and their relationships.
The CSO is created to bridge the gap between the safety and
security domains for future work and to draw comparisons
with the HO, proposed by Zhou et al. [18]. Some of the
challenges caused by the lack of such a CSO are undefined,
complex threats and vulnerabilities in modern systems that can

impact safety aspects.

B. Scope of the CSO

Based on our systematic literature review, presented in [4],
a CSO that included core concepts and relationships from
the security domain and allowed the identification of security
issues is needed. Further details on the security concepts
covered by the ontology are provided in Section III-D.

C. Knowledge Acquisition

The goal of knowledge acquisition is identifying and col-
lecting the knowledge needed to create a new security on-
tology. For this paper, knowledge acquisition began with the
existing security ontologies in the literature. The core concepts
and relationships extracted from the eight security ontologies
were analyzed which were extracted in our previous systematic
literature review [4]. Through the literature review process,
a gap between the safety and security domains (e.g., lack
of concepts and relationships that cover safety aspects) was
identified. The following is a summary of the eight security
ontologies and their analyses:

1) Schumacher [9] provided an ontology with nine concepts
and 12 relationships to maintain the security pattern
repositories with a general security pattern search en-
gine.

2) Dritsas et al. [13] provided a specialized ontology with
seven core concepts and nine relationships for the e-poll
domain and described the usefulness of the ontology for
dealing with security issues in software projects.

3) Fenz and Ekelhart [7] provided a ontology with 11
concepts and 15 relationships to propose a unified and
formal body of knowledge for the information security
domain.

4) Herzog et al. [6] provided an overview of information se-
curity ontologies based on the Web Ontology Language
and proposed an ontology that contained six concepts
and seven relationships.

5) Wang and Guo [11] provided the ontology for vulner-
ability management (OVM) with six concepts and 10
relationships that focused on software vulnerabilities and
captured the core concepts of information security.

6) Pereira et al. [10] provided an ontology with eight
concepts and 16 relationships that aimed to unify the
concepts and terminology of information security in
accordance with the ISO/IEC_JTCI1 [29] to support the
implementation of management to facilitate decision-
making related to security information issues.

7) Ramanauskaite et al. [12] provided an ontology with five
concepts and seven relationships that was mapped with
the security standards (e.g., ISO/IEC 27001 [30], ISSA
5173 [31], NISTIR 7621 [32], and PCI DSS [33]) to
decrease the complexity of mapping and increase the
usability of multiple security standards in organizations.

8) Agrawal [8] provided an ontology with 11 concepts
and 16 relationships that specified the concepts of ISO
27005 [34] and included risk management standards and
relationships.

More detailed summaries of these ontologies can be found

in our earlier work [4].

D. Conceptualization

The goal of conceptualization is to structure the acquired
knowledge into a conceptual model that captures the core
concepts of the knowledge and their relationships [16]. In [4],
the core concepts were organized and mapped to the following
security standards: NIST SP 800-160 [35], NIST SP 800-
30 rev.1 [36], NIST SP 800-27 rev.A [37], ISO/IEC 27001
[30] and NISTIR 8053 [38]. As a result of this mapping, 12
core concepts and their relationships were identified and then
combined in a conceptual model of the ontology, as shown in
Fig. 1.
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Fig. 1. The proposed Combined Security Ontology based on Unified
Foundational Ontology [5]

The names of the core concepts and their relationships in the
CSO were selected based on their relevance for capturing se-
curity issues, the frequency of their appearance in the selected
papers, and their limitations to a high-level of abstractions
(e.g., high-level domain concepts). When a concept had a
different name in the analyzed ontologies [6]-[10], [23] (e.g.,
“an attacker” or “an agent”), the general name consistent with
the security standard was selected (in this case, “an attacker”).

The definitions of the 12 core concepts mapped to the
security standards are described in our earlier work [4]. The
standard-compliant concepts were divided into three dimen-
sions — organizational, risk, and treatment — which are con-
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sidered modules in ontology engineering. The organization di-
mension includes concepts that capture the system “s social and
technical components in terms of their objectives, capabilities,
and dependencies (e.g., assets). The risk dimension contains
concepts that capture risks at the social and organizational
levels (e.g., attacks). Finally, the treatment dimension relates
to concepts that capture countermeasure techniques to mitigate
threats and attacks (e.g., controls) [39].

The ontology proposed by Fenz and Ekelhart [7] divided the
concepts into three groups: enterprise (e.g., ~asset”), location
(e.g., “location”), and security (e.g., “threat”). However, the
classification of the concepts proposed in this paper improved
the understanding and organization of security knowledge and
was based on the security meta-model presented in Mayer
[40]. The classification and descriptions of concepts and
relationships are described in the following subsections.

Among 12 core concept, 35 relationships were identified. To
complete the CSO, the two following relationships affects”
[14], "protects” [15] were added.

All core concepts and relationships of the CSO are presented
in Table I and II, and descriptions of all aforementioned
concepts are presented in our earlier paper [4].

TABLE I
THE CORE CONCEPTS AND RELATIONSHIPS OF OUR PROPOSED COMBINED
SECURITY ONTOLOGY

Author Concepts Relationships

Herzog et al. | asset, countermeasure, | has, protects, protects,

[6] security  goal, threat, threatens, threatens
vulnerability

Fenz and
Ekelhart [7]

asset, control, organiza—
tion, threat, vulnerability

is exploited by, is imple-
mented by, is mitigated by,
is owned by, gives rise to,
requires

Agrawal [8]

asset, consequence, con-
trol, event, organization,
threat, vulnerability

causes, mitigates, modi-
fies, owns

Santos [10]

event, incident, threat

Schumacher attack, threat, vulnerabil- | exploits, realizes
[9] ity
Pereira and | asset, attack, control, | detects, detects, is made

from, materialized, pro-
tects, reduces, responds,
towards

Wang and Guo
(11]

attack, attacker, conse-
quence, vulnerability

is exploited by, attack-
Consequence, causes, con-
ducts, hasRelated

Ramanauskaite
et al. [12]

asset, countermeasure,
organization, threat,
vulnerability

eliminates, existsln, ex-
istsIn, exploits, has, miti-
gates

Dritsas et al.
[13]

asset, attacker, counter-
measure, threat

[15]

Vorobiev and | asset, consequence affects
Bekmamedova

[14]

Massacci et al. | asset, security goal protects

Descriptions of all aforementioned concepts are presented

in detail in our earlier paper [4].

E. Implementation of the CSO

The goal of this step was to implement the CSO in a
formal language. UML diagrams have been chosen for this
step because has a good support for expressing ontologies

TABLE 11
DIMENSIONS OF OUR PROPOSED COMBINED SECURITY ONTOLOGY
Dimension Concepts Relationships
Organizational | asset, organization | protects, has, exists in, re-
quires, is implemented by, to-
wards, affects, threatens, owns,
is owned by
Risk attack, attacker, | conducts, is exploited by, ex-
consequence, ploits, causes, produces, real-
event, incident, | izes, exploits, gives rise to, is
threat, made from, modifies
vulnerability
Treatment security goal, con- | protects, threatens, prevents,
trol, countermea- | detects, mitigates, reduces, pro-
sure tects, eliminates

(e.g., class diagram) and provide a way to check the con-
sistency of the ontology. Furthermore, because UML has a
large set of notations (e.g., activities, components), it could
clearly present the ontology, allowing the CSO to provide
the necessary security knowledge in a formalized and explicit
form. Following the guidelines for ontology creation [16], [17]
and coding the UML diagrams, the CSO with well-defined
concepts and relationships was created.

Fig. 1 presents the CSO with its related concepts and
their relationships. The rectangles represent the core concepts,
and the lines and arrows represent their relationships with a
reading direction. Cardinality constraints are labeled on each
end of the relationships. The 12 core concepts related to the
security domain (written with capital letters) were grounded in
eight foundational concepts in the UFO (written in parenthe-
ses), such as “action”, ’agent”, “disposition”, “event”, ”goal”,
”kind”, “moment”, “situation”. Of the 37 relationships related
to the security domain, only 15 with the UFO relationships
(written in parentheses) could be mapped, as shown in Fig. 1.

IV. VALIDATION OF THE CSO

Validation aims to ensure that the created ontology meets
the needs of its use (e.g., the ontology corresponds to the rep-
resented system) [16]. Since our goal was to create a CSO that
included core concepts and their relationships, the following
criteria such as completeness, validity and applicability were
considered. These criteria are discussed in greater detail in the
following sections:

A. Completeness

190

Completeness was evaluated by mapping the created on-
tology and some other ontologies extracted from the literature
(mainly on the security ontologies that were used in our
systematic literature review) [4]. The completeness criterion
was used to verify the integrity of the existing knowledge in
other security ontologies that were included in the CSO. By
this criterion, we tried to prove that the created ontology was
more complete than the security ontologies in the literature.
The ontology alignment (shown in Table III) contained our
ontology concepts on the left side and the concepts of the
security ontologies used in our earlier work [4] on the right
side.

The concepts of “asset” and “threat” were used in all
compared ontologies, expect that proposed by Wang and Guo
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TABLE III
THE ALIGNMENT OF THE CSO AND THE SECURITY ONTOLOGIES THAT
WERE USED IN OUR SYSTEMATIC LITERATURE REVIEW

Security ontologies
CSO Agrawal Herzog et | Schumacher| Fenz and
[8] al. [6] [9] Ekelhart
[7]
Asset Asset Asset Asset Asset
Attack Attack
Attacker Attacker
Consequence| Consequence
Control Control Control
Counter- Counter- Counter-
measure measure measure
Event Event
Incident
Organization | Organization Organization
Security Security
Goal Goal
Threat Threat Threat Threat Threat
Vulnerability | Vulnerability| Vulnerability| Vulnerability| Vulnerability
CSO Ramanau- | Pereira Wang and | Dritsas et
skaite et | and Santos | Guo [11] al. [13]
al. [12] [10]
Asset Asset Asset Asset
Attack Attack Attack
Attacker Attacker Attacker
Consequence Consequence
Control Control
Counter- Counter- Counter- Counter-
measure measure measure measure
Event Event
Incident Incident
Organization | Organization
Security
Goal
Threat Threat Threat Threat
Vulnerability | Vulnerability| Vulnerability| Vulnerability
CSO Vorobiev Massacci
and Bek- | et al. [15]
mamedova
[14]
Asset Asset Asset
Consequence| Consequence
Security Security
Goal Goal

[11]. Furthermore, the ontologies proposed by Schumacher [9],
Wang and Guo [11], and Pereira and Santos [10] used the
concept of “attack”. The concept of “attacker” was used by
Schumacher [9], Wang and Guo [11], and Dritsas et al. [13],
and the concept of “consequence” was used by Agrawal [8],
Wang and Guo [11] and Vorobiev and Bekmamedova [14]. The
ontologies proposed by Agrawal [8], Fenz and Ekelhart [7],
and Pereira and Santos [10] included the concept of “control”.
The concept of “countermeasure” was used by Herzog et al.
[6], Schumacher [9], Ramanauskaite et al. [12], Wang and
Guo [11], and Dritsas et al. [13]. Only the ontologies used by
Pereira and Santos [10], and Agrawal [8], included the concept
of “event”. The concept of ”incident” was used by Pereira and
Santos [10], while the concept of ’security goal” was used by
Herzog et al. [6] and Massacci et al. [15]. The concept of
“organization” was used by Fenz and Ekelhart [7], Agrawal
[8], and Ramanauskaite et al. [12]. All the ontologies included
the concept of “vulnerability”, expect the ontology proposed
by Dritsas et al. [13]. Thus, because of the integration of all
other security ontologies, the CSO was more complete than
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those described in our systematic literature review [4]; every
concept found in those ontologies was included in the CSO.

B. Validity

Validity was checked to ensure that the ontology could
provide reliable answers to a set of questions using its ter-
minology. Conforming to Uschold [41], informal and formal
questions can be used to validate an ontology. Following the
work of Fox et al. [42], the CSO by applying competency
questions (CQs) was validated and then the correctness of
the results for the questions was checked. The ontology was

applied to the security domain, as shown in Fig. 2.
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Fig. 2. An application of our proposed Combined Security Ontology

Questions were used that were likely to arise when an-
alyzing the security of a cyber-physical system. Thus, the
questions were indicative of how the proposed ontology could
be applied. The formulation of the CQs was an iterative
process (as shown in Table IV) that ended when all CQs were

answered.

TABLE IV

VALIDATION OF OUR COMBINED SECURITY ONTOLOGY WITH RESPECT

TO DIMENSIONS

Dimension Competency Questions Answers
Organizational] Who owns the assets? Organization
What are the assets to be pro- | Critical data
tected in an organization?
Risk What is the threat that threaten | Data corruption
an asset?
Who is responsible for an at- | Outsider
tack?
Which are the existing vulnera- | Missing encryption
bilities? of data
Which are the existing attacks? Cross-site scripting
What is the consequence that | Loss of critical data
causes an attack?
What incident can be detected by | Unauthorized
a control? access
What is an event caused by a | Theft of critical
threat? data
Treatment Which Security Goal can miti- | Confidentiality of
gate a vulnerability? critical data
What is the method used by an | Intrusion detection
organization to mitigate a threat?
What is the security action to | Authentication of
prevent an attack? data
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The dimensions that correspond to the CQs are presented
in the first column of the table. Each of the CQs is expressed
informally in natural language in the second column. The
answers to the CQs are presented in the last column and in
Fig. 2. The goal of validation step was to verify if the CSO
was following set of CQs. This step has demonstrated how
the CSO could be exploited in the security of cyber-physical
system.

C. Applicability

Applicability was demonstrated with an industrial scenario
to show that the proposed CSO can be applied in a real-life
application context to identify security issues.

Fig. 3 presents an autonomous quarry site use case that
included autonomous and remote-controlled vehicles.
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Fig. 3. An application of our proposed Combined Security Ontology on an
autonomous quarry site

The quarry site uses smart devices for information-gathering
and data transmission among vehicles and devices. The smart
devices are used to control the autonomous vehicles and detect
their needs and to monitor the arrival and usage of materials
from the quarry site. Different technologies are also used for
data transmissions inside and outside of the quarry site. The
quarry site has some security concerns (e.g., unauthorized
access) that could affect the autonomous vehicles, commu-
nication, and production, and could therefore lead to potential
critical problems (e.g., loss of positioning or collision).

Applying the CSO in this autonomous quarry site helped
secure the data communication and transmission among the
autonomous vehicles, smart devices, and cloud infrastructure.
The CSO identified the quarry site assets and technologies
vulnerabilities (e.g., open GPS signal structure) that were
vulnerable to attacks or threats, as well as possible paths that
could be used by an attacker to exploit the GPS signal of the
autonomous vehicles to achieve target.

The rationale behind the CSO example is structured as
follows: ”An organization has a countermeasure protective
security goal that protects an asset. An asset has a vulnerability
that can be exploited by an attacker, who conducts an attack.
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An attack produces a threat that is reduced by a control. A
control detects an incident that is made from an event. An
event modifies a consequence that affects an asset that is
owned by an organization”.

In the use case, an autonomous vehicle used GPS signal to
track and report its position; thus, an attacker could use GPS
spoofing to transmit inaccurate coordinates or hide the location
of the vehicle. Thus, the CSO enabled the identification of
quarry site asset and technologies” vulnerabilities that were
vulnerable to attacks or threats.

V. MAPPING OF THE CONCEPTS AND RELATIONSHIPS OF
THE CSO AND UFO
The concepts and relationships of the CSO and UFO [5]
were mapped using the following five steps (as shown in Tab

V).
TABLE V
CRITERIA FOR CSO AND UFO CONCEPTS AND RELATIONSHIPS MAPPING

Criteria CSO concepts UFO concepts

1. name event event

2. meaning vulnerability disposition

3. property asset kind

Criteria CSO relationships UFO relationships
4. name has has

5. property materialized induces

The concepts or relationships could be identical to each
other in terms of name, meaning, or property. The definitions
of UFO concepts can be found in [5], [22], [43]. The results of
mapping the concepts and relationships of the CSO and UFO
are presented in Table VI.

To bridge the gap between the created CSO and UFO, a
set of mapping was performed, as described below. A given
concept in the CSO was mapped to a concept in the UFO. For
example, the rule ”Asset (CSO) corresponds to Kind (UFO)”
means that the concept of “asset” in the CSO was mapped to
the concept of “kind” in the UFO. The results showed that all
concepts of the CSO could to be mapped to the UFO concepts.

The mapping of relationships of both ontologies, was as
follows: “has”/’owns” (CSO) corresponds to “has” (UFO)
meant that the relationships has”/”owns”/’hasRelated” in the
CSO were mapped to the relationship "has” in the UFO. The
relationship ”is made from” in the CSO was mapped to the
relationship ”is caused by” in the UFO. The relationships
”causes”/’modifies” in the CSO were mapped to the relation-
ship “causes” in the UFO. The relationships ’conducts”/’has”
in the CSO were mapped to the relationship “participate” in the
UFO. The relationships “gives rise to/materialized”/ realizes”
in the CSO were mapped to the relationship “induces” in
the UFO. The relationships “exists in”/”is owned by” in the
CSO were mapped to the relationships “exists in”/’inheres in”
in the UFO. However, the relationships “exploits”, ’detects”,
“threatens”, “protects”, “reduces”, “mitigates”, “eliminates”,

“responds”, “towards”, "is exploited by”, ’is implemented by”
in the CSO could not be mapped to the relationships in the
UFO. The results showed that only 15 of 37 relationships (e.g.,
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”has”, ”hasRelated”, ”owns”, “exists in”, “exists in”, ”1s owned
by”, “conducts”, ”is made from”, “has”, “causes”, “causes”,
“modifies”, “gives rise to”, “materialized”, “realized”) of
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the CSO could be mapped to the seven relationships (e.g.,
“has”, “exists in”, ’inheres in”, “participate”, is caused by”,
“causes”’, ’induces”) in the UFO, as shown in Table VI.

TABLE VI
MAPPING OF CONCEPTS AND RELATIONSHIPS BETWEEN THE CSO AND
UFO ONTOLOGIES

ELEERT)
i

CcSO UFO CSO relation- | UFO

concepts concepts ships relationships
Asset Kind has, owns has

Vulnerability Disposition hasRelated has

Consequence Situation conducts participate
Security Goal | Goal is made from is caused by
Event Event has participate/has
Incident Event causes, modifies | causes

Attack Action gives rise to causes
Countermeasurg Action exists in exists in/inheres in
Control Action is owned by exists in/inheres in
Threat Moment materialized induces

Attacker Agent realizes induces
Organization Agent

This mapping of concepts and their relationships between
the CSO and UFO, as well as the consolidation of their
properties, is the preliminary step to bridging the gap between
the safety and security domains. The results showed that all
CSO concepts can be mapped to UFO concepts. However, only
15 of the 37 CSO relationships can be identical with the UFO
relationships. These results can simplify future comparisons
of finding similarities and differences between them.

VI. RELATED WORK

In this section, the related work concerning ontology devel-
opment are presented. Although some ontology development
methodologies exist, none of them are viewed as the gold
standard.

Dutta et al. [44] introduced Yet Another Methodology for
Ontology (YAMO) and illustrated the creation of a food
ontology.

Jones et al. [17] provided an overview of existing ontol-
ogy methodologies and proposed guidelines for developing
a complete and consistent conceptual model from scratch or
adapting existing ontologies for other uses. While Vorobiev
and Bekmamedova [14] devised the IDEFS5 procedure for the
development, modification, and maintenance of ontologies.
This procedure introduced a set of guidelines for organizing
and scoping, data collection and analysis, initial ontology
development, and refinement and validation [45].

The CommonKADs methodology, which was presented by
Blanco et al. [46] and Pereira and Santos [10] is an approach to
creating an ontology for engineering knowledge-based systems
that includes adopting and stressing modular design, redesign,
and reuse. In this methodology, an ontology is selected from
a library of small-scale ontologies by defining the type of task
and domain and the problem-solving method required. It is
further developed by mapping the vocabularies of different
ontologies. A representative selection of appropriate ontologies
from the literature and the refinement thereof was presented
by Schreiber et al. [47]

Fernandez et al. [16] proposed Methontology, an on-
tology development method that emphasizes reengineering
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and/or reusing existing ontologies. This methodology consists
of specification, conceptualization, formalization, integration,
and implementation stages, which can be applied in seven
steps. The purpose of the ontology is defined, the requisite
knowledge is acquired, the domain terms are identified, the
ontology of the Ontolingua standard-unit is incorporated,
and knowledge acquisition, evaluation, and documentation
are conducted. While a significant proportion of ontology
development methodologies, including the first two approaches
described above, seeks to develop low-level, domain-specific
ontologies, Methontology [16] enables the development of on-
tologies at the knowledge level and provides detailed instruc-
tion for the activities that must be performed when building
an ontology. Methontology was combined with the method
proposed by Jones et al. [17]. These methods were combined
to create the CSO because they allowed easy modification and
implementation after ontology development and improved the
complexity of the conceptual model.

VII. CONCLUSIONS AND FUTURE WORK

In this paper, the core concepts and relationships extracted
from our previous systematic literature review [4] were used
to create a CSO based on the UFO [5] and other security
ontologies [6]-[13]. The definitions of 12 CSO concepts
to the relevant UFO concepts [5] were mapped, and the
relationships of the CSO and UFO were mapped. The CSO
with a simplified example of an autonomous quarry site was
validated and the ontology’s applicability in a real-life context
was demonstrated.

The primary goal of the CSO was to provide a meta-model
that included knowledge about security concepts (“asset”,
“attack”, “attacker”, “consequence”, “control”, “countermea-
sure”, “event”, “incident”, “organization”, “security goal”,
“threat”, and “vulnerability”) and the relationships thereof.
The completeness of this CSO as it related to existing security
ontologies was evaluated, and a use case demonstrated that it
could be applied to identify security issues. Thus, this work
showed that the proposed ontology was useful for security
analysis and improved the identification of potential security
vulnerabilities and threats.

This paper can be considered as the first step in proposing a
well-defined ontology to address the causes and consequences
of safety risks and security threats. The CSO was created and
mapped to the UFO to bridge the gap between the safety and
security domains for future work. As part of future work we
intend to compare the CSO with the HO [18] to identify
additional security concepts and relationships that can be
added to the HO. Then we will evaluate the effectiveness of
the complete safety-security ontology.
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