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Abstract— Interoperability across industrial automation sys-
tems is a cornerstone of Industry 4.0. To address this need,
the OPC Unified Architecture (OPC UA) Publish-Subscribe
(PubSub) model offers a promising mechanism for enabling
efficient communication among heterogeneous devices. PubSub
facilitates resource sharing and communication configuration
between devices, but it lacks clear guidelines for mapping diverse
industrial traffic types to appropriate PubSub configurations.
This gap can lead to misconfigurations that degrade network
performance and compromise real-time requirements. This paper
proposes a set of guidelines for mapping industrial traffic types,
based on their timing and quality-of-service specifications, to
OPC UA PubSub configurations. The goal is to ensure predictable
communication and support real-time performance in industrial
networks. The proposed guidelines are evaluated through an
industrial use case that demonstrates the impact of incorrect
configuration on latency and throughput. The results underline
the importance of traffic-aware PubSub configuration for achiev-
ing interoperability in Industry 4.0 systems.

Index Terms—OPC UA, TSN, PubSub Configuration

I. INTRODUCTION

Industrial automation systems are increasingly moving to-
wards converged communication technologies, requiring net-
works that support a wide range of traffic types with vary-
ing criticalities. The OPC Unified Architecture (OPC UA),
particularly its Publish-Subscribe (PubSub) extension defined
in Part 14 of the specification [1], has emerged as a key
enabler of scalable and interoperable communication across
heterogeneous systems. OPC UA is an open-source service-
oriented architecture that enables secure, platform-independent
data exchange across heterogeneous devices, from the field to
the cloud [2]. Unlike the Client-Server model, which lacks
support for real-time communications, the PubSub model pro-
vides a foundation for a scalable communication pattern [3].
It promises effective data delivery to multiple recipients by
publishing the messages to the message-oriented middleware
without publishers and subscribers knowing each other.

Despite the above-mentioned advantages of OPC UA, there
is a lack of systematic guidance for configuring OPC UA
PubSub in industrial automation environments to support the
wide variety of traffic types. While the OPC UA PubSub model
provides a scalable and decoupled communication mechanism
suitable for industrial systems, achieving deterministic mes-
sage transmission for real-time applications requires a precise

definition of traffic specifications and their relevant applica-
tion configurations. Specifically, the OPC UA specification
does not provide explicit mappings between application traffic
specifications and the corresponding PubSub configuration pa-
rameters. This is especially problematic, as misconfigurations
in such an environment can lead to degraded performance,
including increased latency or failure to meet critical real-
time requirements. This research gap presents a challenge
to designing reliable and efficient communication systems in
industry. In this paper, we address this gap by presenting
guidelines for configuring OPC UA PubSub in conjunction
with Time-Sensitive Networking (TSN) technologies, thereby
enabling real-time guarantees and fault tolerance in industrial
communication systems [4]. The proposed guidelines assist
in mapping industrial automation traffic types to appropriate
OPC UA PubSub configurations, ensuring predictable com-
munication and quality of service. In this context, we first
identify a set of industrial automation traffic types commonly
used in the automation industry. We then propose a set of
guidelines for system and network designers to configure
OPC UA PubSub efficiently, accounting for the requirements
and characteristics of automation traffic types. We focus on
configurations that affect message structure and delivery. Fur-
thermore, this paper examines the publisher’s configuration
and assumes that subscribers adhere to it to correctly decode
the messages. Subscriber configuration is therefore out of
scope of this work and left for future work. Additionally, we
compare the configurations proposed in the PubSub specifi-
cation with those implemented in the open-source OPC UA
stack, open62541 [5], and we highlight implementation gaps.
To validate the proposed guidelines, we present an industrial
use case in which the configuration approach is applied, and its
impact on network performance is evaluated. This evaluation
highlights the practical implications of correct configuration
and demonstrates how traffic-aware mapping contributes to
predictable communication in real-world scenarios.

II. BACKGROUND

This section describes concepts relevant to understanding
the rest of the work, starting with message generation in OPC
UA PubSub, continuing with configuration options, and finally
delving into UADP messages.
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Fig. 1. OPC UA PubSub network message generation process and component
interactions

A. OPC UA PubSub Message Generation Overview

To generate PubSub Network Messages (NMs), the Dataset-
Collector, based on PublishedDataSets (PDSs), selects individ-
ual fields such as variables or events from the address space to
create Datasets (DSs) [1], [6], as shown in Fig. 1. DS is a list
of fields and their metadata. The DataSetWriter (DSW) then
uses DSs and message ContentMask to form DatasetMessages
(DSMs). Each DSM may contain one or multiple DSs and a
header. Next, the WriterGroup (WG) aggregates these DSMs
into NMs in every PublishingInterval if they belong to
the same group. Finally, the Message Transport layer encap-
sulates the NM according to the transport protocol specified in
the PubSubConnection parameters and transmits the messages
over the network. The transport protocol may be broker-based
(e.g., MQTT or AMQP) or broker-less, including transmission
over User Datagram Protocol (UDP).

B. Dataset Message Types & Related Configurations

Each NM in PubSub can be of different types: (i) Key Frame
DSM, (ii) Delta Frame DSM, (iii) Event DSM, (iv) KeepAlive
message. There are other message types in PubSub, yet
they are not related to data publishing, such as Action
Request/Response or Discovery messages. These messages
are outside the scope of this work. Following, we present
the parameters and configurations that determine message
structure and delivery characteristics, as described in the OPC
UA PubSub specification - Part 14 [1].

To differentiate between cyclic and event-based messages,
PubSub defines CyclicDataset as a Boolean identifier.
This property is part of the PublishedDatasetType compo-
nent. Derived types such as PublishedDataItemsType and
PublishedEventsType represent cyclic and event-based DSs,
respectively. In PubSub, cyclic DSMs are typically classified
into key frames and delta frames. Key frames include the full
DS values and are sent at regular intervals according to the
PublishingInterval, regardless of whether there have
been changes.

In contrast, delta frames contain only the changes in val-
ues relative to the previous DSM and are not transmitted
if no changes occur. To enable key or delta frames, the
DatasetMessage Type (DSM Type) parameter should be de-
fined. When using delta frames, it is also necessary to define a
KeyFrameCount parameter. When delta frames are enabled,
key frames should be configured to be transmitted periodi-
cally after a duration equal to KeyFrameCount multiplied
by the DS’s PublishingInterval. This recurring key

frame enables subscribers to synchronise with the publisher.
KeepAlive messages, on the other hand, must be transmitted
if no key or delta frame has been published within the inter-
val of the KeepAliveTime parameter. KeepAliveTime
value should be equal to or greater than the configured
PublishingInterval.

The DatasetOrdering parameter defines the order
of DSMs in an NM. The first configuration option of
DatasetOrdering is Undefined, which specifies the or-
dering of the DSMs in the NM. The number of DSs in each
NM and the number of NMs during PublishingInterval
may vary. DSMs are asynchronously grouped based on their
readiness at each PublishingInterval. The second one
is AscendingWriterID that arranges DSMs by their WriterIDs
and packs as many as possible into an NM, constrained
by the MaxNetworkMessageSize parameter. In this case, the
size and structure of NMs remain consistent as long as the
DSM sizes remain unchanged. The third and last option is
AscendingWriterIDSingle, which ensures transmission of each
DSM in a separate NM.

Furthermore, TransportProfileUri specifies the
mapping between the transport protocol and the message
encoding used for communication. PubSub supports various
transport profiles. Transmission over Ethernet as UA Datagram
Protocol (UADP) and JSON over brokers such as AMQP and
MQTT. Another parameter that defines the encodings for NMs
is EncodingMimeType. The standard defines two available
formats, including UADP (Binary) and JSON.

C. UADP Messages

In the context of the automation industry and real-time
communications, as recommended by the specification [1], the
UADP message mapping is the preferred choice for encoding
and transport. A UADP message consists of the payload con-
taining the DSMs, several possible header sections, including
the NM header, GroupHeader (WG-level information), Pay-
loadHeader, one or more DSM headers, and optional headers.
In this paper, we mainly focus on UADP message types.

III. RELATED WORK

To the best of our knowledge, none of the OPC UA
specifications, [7], [1], [8], or other publications explicitly
address traffic type requirements and the translation of these
requirements into PubSub configurations. There are a few
works that address some of these challenges. For example,
in [7], a recommended hierarchy of network traffic priori-
ties for environments involving Field eXchange stations is
introduced. Nonetheless, all traffic originating from OPC UA
PubSub is classified under a single category, labeled Green. In
practice, however, PubSub traffic can vary significantly in type
and criticality. Another mapping outlined in the specifications
involves priority-based Quality of Service (QoS), demonstrat-
ing the mechanism of mapping application-layer traffic labels
(PriorityLabel) to corresponding Differentiated Services Code
Point (DSCP) and Priority Code Point (PCP) values [1]. This



mechanism translates application-layer priorities into associ-
ated network-layer priorities via the OPC UA Base Network
Model. However, there is no concrete recommendation for
application-level traffic and mapping.

Earlier studies on configuring OPC UA PubSub primarily
focused on the presentation and organization of PubSub’s
standardized components’ configuration. In [9], Liu and Bellot
implemented an MQTT-based PubSub prototype and an inde-
pendent configuration tool that utilizes OPC UA view services
to retrieve information and configurations from publishers and
subscribers. However, the approach does not derive parameters
from formal traffic requirements. In parallel, Prinz et al. argued
for application-layer configuration submodels for OPC UA
PubSub in the Asset Administration Shell [6]. They focus
on structuring the configuration, rather than mapping from
application traffic.

Arestova et al. in [10] attempted to integrate AUTOSAR
Adaptive services with OPC UA/TSN to enable heterogeneous,
service-oriented communication across domains. They chose
to use PubSub for Event messages and other types using
the client-server model. They have explicitly mapped each
AUTOSAR interface deployment artifact, including identifiers
and publishing intervals, to PubSub configuration fields. They
also mapped each data type to its corresponding AUTOSAR
type. Their mapping is domain-specific and does not derive
inputs from heterogeneous traffic specifications.

In summary, while prior works primarily focus on the
structural aspects of PubSub’s configuration and its integration
with other frameworks, they lack systematic guidelines for
incorporating traffic specifications in the configuration. This
paper addresses such a shortcoming in the literature and
practice.

IV. TRAFFIC SPECIFICATIONS TO PUBSUB
CONFIGURATION GUIDELINES

Our approach to proposing PubSub configurations based on
industrial automation traffic specifications begins with a review
of existing literature and resources that provide specifications
of industrial automation traffic types and PubSub configura-
tions. Our primary basis for analysis and evaluation is the OPC
UA Core Specifications, Part 14 [1], which covers the OPC
UA Publish-Subscribe (PubSub) framework. The configuration
parameters are also compared to developer guidelines and the
open62541 implementation to highlight the inconsistencies, as
presented in Table I. We then adopt the traffic specification
presented in [11], which defines 13 distinct traffic types.
Required specifications utilized as an input to our guidelines
are summarized in Table II.

In Table II, the communication level specification is adopted
from the 5G Alliance for Connected Industries and Automa-
tion (5G-ACIA) [12]. Their specification offers a structured
categorization of industrial communication traffic types. More-
over, their proposed definitions of communication levels reflect
common communication patterns in industrial automation. In
this sense, C2C stands for communication between two con-
trollers, C2D represents communication between a controller

and field devices, and D2Cmp represents communication from
a field device directly to a compute resource, such as an edge
server or cloud. In addition, Network traffic type has been
removed from the traffic type list in the Table II, since the
source of these messages is not an OPC UA publisher, and they
originate from network devices. Voice and Video types share
the same characteristics and are grouped under one category.

To propose comprehensive configurations, all components
involved in the message generation procedure must be system-
atically assessed. The configurations are derived from Server,
WG, PubSubConnection, PDSs, and DSW components. To
recommend a valid PubSub configuration, particular attention
is given to message generations and properties that influ-
ence the structure and behavior of NetworkMessages (NMs),
which is the publisher’s role and configuration. Furthermore,
subscribers’ configurations must align with the corresponding
publisher’s configurations to decode the received messages.
Therefore, evaluating subscribers’ configurations is left for
future work and not in the scope of this paper. Next, we pro-
pose each selected PubSub parameter relevant to the message
generation process, based on the traffic specification.

Cyclic and Event-based Messages: For periodic DSs other
than setting the CyclicDataset, the DSM Type should
be set to key frame. Additionally, PublishingInterval
should be set relative to their cycle time. For Event-based DSs,
in addition to setting CyclicDataset to False, the DSM
Type should be set to Event.

Delta Frame Messages: It is recommended to use delta
frame messages when value updates are cyclic in nature and
should be avoided for event-based data [1]. The application
consuming delta frames should be designed to handle data
loss, where occasional packet loss does not impact its function-
ality, as packet loss in delta frames may cause inconsistency,
making them unsuitable for control messages. For lost mes-
sages, the standard only mentions the MessageReceiveTimeout
mechanism as part of the subscriber’s configuration, which
leaves handling of missed frames to the implementation. The
problem arises if the subscriber misses both a key frame and
one or more delta frames.

Eventually, the subscriber loses track of the messages,
since further messages might be delta frames (based on the
KeyFrameCount configuration). In this condition, the sys-
tem loses integrity and determinism until it receives the next
key frame. While employing delta frames, KeyFrameCount
should be defined based on the use case, with a value greater
than 1. The default value of 1 represents that the key frames
should be transmitted at each PublishingInterval.

Moreover, delta frames are not suited for media streams
such as voice or video. The loss of a key frame or a single
packet in transmitting byte streams can render subsequent delta
frames undecodable due to their dependency on preceding
reference data. The best fit for voice and video messages
that transmit surveillance data in PubSub is to utilize chunk
messages, which facilitate sequential reconstruction and can
handle streams. In contrast, the transmission of images from
industrial cameras presents a different scenario: these payloads



TABLE I
IDENTIFIED PUBSUB CONFIGURATION PARAMETERS, INCLUDING THEIR BASE COMPONENTS, STANDARD DEFINITION STATUS, AND STACK-LEVEL

STATUS

Parameter Base Component Standard Definition Implementation Stack Parameter Name
DSM Type DSMHeader Yes Stack
KeyFrameCount DSW Yes Stack
CyclicDataset PDS Yes No PublishedDataSetType
KeepAliveTime WG Yes Stack
PublishingInterval WG Yes Stack
EncodingMimeType WG Yes Stack
DatasetOrdering WG Yes No MaxEncapsulatedDSMCount

MaxNetworkMessageSize
TransportProfileUri PubSubConnection Yes Stack
EnableDeltaFrames Server No Stack

TABLE II
INDUSTRIAL AUTOMATION TRAFFIC TYPES AND THEIR COMMUNICATION CHARACTERISTICS [11]

ID Traffic ID Periodic Criticality Loss Tolerance Length consistency Communication Level [12]

1 Control-Iso Yes High No Fixed C2C, C2D
2 Control-Sync Yes High No Fixed C2C, C2D
3 Control-Async Yes High Yes Fixed C2C, C2D
4 Event No High Yes Variable C2C, C2D, D2Cmp
5 Voice/Video Yes Low Yes Variable D2Cmp
6 Command-Cycle Yes Medium Yes Variable C2D, D2Cmp
7 Command-Acycle No Medium Yes Variable C2D, D2Cmp
8 Config No Medium Yes Variable C2C, C2D, D2Cmp
9 Diagnostic-Cycle Yes Medium Yes Variable C2C, C2D, D2Cmp
10 Diagnostic-Acycle No Medium Yes Variable C2C, C2D, D2Cmp
11 Best-Effort No Low Yes Variable D2Cmp

are relatively constrained in size and are typically designed
for downstream image processing rather than continuous
streaming. The traffic type for these messages, given their
smaller size and higher criticality, would be either Control-
Iso, Control-Sync, or Control-Async.

Another situation in which the potential cost of delta frames
may exceed the gains is when we expect the cyclic changes
to be continuous. In such cases, the potential computational
overhead of field comparisons can outweigh the benefits of
reducing bandwidth usage, since the source of these mes-
sages is typically a resource-constrained embedded system.
In this case, the potentially utilized bandwidth may increase
compared to using key frames. This is due to the nature of
delta frames, which carry index information for each field.
The impact on bandwidth is tied to the transmission cycle
of these continuously changing data, which determines how
much indexed data needs to be transmitted.

KeepAlive Message: It is recommended to use KeepAlive
messages for cyclic data that employs delta frames. Generally,
keepAlive messages are crucial for informing subscribers
when data stops arriving for any reason, e.g., due to no updates
or a failure. When there is no update, the subscriber can rely
on the key frames transmitted according to the configured

KeyFrameCount. However, if the delta frames are missed in
between, the subscriber has no reference to detect this without
employing keepAlive messages. It helps reduce bandwidth
usage for data sources that change infrequently by avoiding
unnecessary transmissions (cyclic data transmitted on change)
and speeding up error detection. Instead of sending more fre-
quent key frames, the subscriber relies on KeepAliveTime
to ensure the previous value remains valid. For event-driven
messages, employing KeepAlive messages is also critical,
as it allows subscribers to detect and report communication
interruptions. In the case of publisher failure, the subscriber
can rely on keepAlive messages for any further decision.
Finally, it is not recommended to use KeepAlive messages
for cyclic DSs that do not use delta frames. Since, by the time
the cyclic messages stop arriving, the issue can typically be
attributed to a problem at the data source or a network failure.

EncodingMimeType: The PubSub specifications recom-
mend using UADP binary encoding for scenarios that require
deterministic transmission. By applying normative UADP lay-
outs defined in the specifications, it is possible to construct
fixed-sized messages with minimal header overhead that sup-
port the deterministic requirements. In this sense, UADP is
suitable for deterministic and control communications, such



as controller-to-controller and controller-to-field device com-
munication, as it has less encoding overhead than JSON. JSON
should be used for communication with enterprise-level and
cloud systems or environments that do not support PubSub’s
UADP encoding.

DatasetOrdering: This parameter depends on the critical-
ity, length consistency, and the communication level of the
traffic. The first option, named Undefined, is suitable for
bulk D2Camp transmissions without strict timing guarantees,
as it reduces network bandwidth usage and computational
overhead. However, this option is not suitable for traffic
types with deterministic transmission requirements, as there
is no consistency in the NM size. AscendingWriterID or
AscendingWriterIDSingle is appropriate when the publisher
transmits multiple cyclic DSMs. If there is only one dataset
originating from the publisher, it does not matter which option
will be chosen.

AscendingWriterID helps minimize bandwidth and com-
putational overhead by aggregating DSMs according to
PublishingIntervals. However, if this message were
sent to many subscribers who are only interested in a subset
of the DSMs, it might increase the bandwidth. This happens
when at least one subscriber is interested in all DSMs of the
same Publisher. For deterministic fixed-size NMs, this option
is recommended. Although DSs tend to group together in
real-world scenarios, the AscendingWriterIDSingle is recom-
mended for any scenario in which a single fixed-size DSM
should be published or when the PublishingInterval
of the DSMs varies. This is important to ensure deterministic
transmission for time-critical data. In options Undefined and
AscendingWriterID, message ordering may be influenced by
the MaxNetworkMessageSize parameter. Finally, for critical
event-based messages, to reduce the waiting time until the next
Publishing interval of the group, AscendingWriterIDSingle is
the recommended choice.

TransportProfileUri: For time-sensitive, broker-less indus-
trial communication, OPC UA defines the PubSub UDP UADP
transport profile, which enables low-latency and deterministic
data exchange using UDP multicast or unicast. In this paper,
we adopt this recommended transport profile to transmit
UADP messages over the UDP protocol [1]. The underlying
network stack would be TSN in this case. In scenarios where
there is no real-time constraint or the receiver does not support
PubSub, JSON can be adopted.

Inconsistencies among the standard definitions of the pre-
sented parameters and the open62541 implementation start
with configuring delta frames. Open62541 includes an ad-
ditional parameter, EnableDeltaFrames, in the global
server component that follows the same logic as defining the
DSM Type as Delta Frame. Regarding the DSM Type, the
specification does not specify to which component it belongs.
They mention DSM Type as part of the DatasetMessage header
structure. On the other hand, open62541 defines the DSM
Type parameter and follows the same logic as explained in
the standard.

Although the PubSub specification defines the
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Fig. 2. Industrial automation use case illustrating communication between
field devices, edge node, and cloud services in four zones

DatasetOrdering parameter, it is not yet implemented
in open62541. Instead, the open62541 represents other
parameters, such as MaxEncapsulatedDSMCount and
MaxNetworkMessageSize, which specify the maximum
number of DSMs in an NM and the maximum NM
size. With these configurations, one can simulate the
AscendingWriterIDSingle. However, the encapsulation of
DSs in an NM will follow the natural ordering of the DSs
defined in the code. To simulate cyclic and event DSs, the
PublishedDataSetType and CyclicDataset parameters are
described in the standard. However, open62541 only uses
PublishedDataSetType. Other parameters have the same name
and implementation logic.

Table III summarizes our guidelines for corresponding
DSM Types and their related configurations for each indus-
trial automation traffic type. Dependent in this table means
that if a delta frame is employed, the value is Yes, and
KeyFrameCount is to be greater than 1; otherwise, the value
should be No, and KeyFrameCount should be equal to 1.
Regarding the DatasetOrdering parameter, Undefined is
considered as 1, AscendingWriterID is considered as 2, and
AscendingWriterIDSingle is considered as 3.

V. EVALUATION

This section presents the qualitative evaluation of the pro-
posed guidelines using an industrial automation use case. We
first describe the use case considered and its relevance, and
then we present the qualitative evaluation.

A. Use Case Scenario

We consider an industrial communication use case in which
two production lines interact with higher-layer systems, such
as edge, SCADA, and cloud services. The setup reflects a
typical Industry 4.0 architecture similar to the one presented
in [13], where time-sensitive machine-to-machine communica-
tion coexists with higher-level monitoring and cloud commu-
nication. All devices communicate via broker-less OPC UA
PubSub over UDP (unicast or multicast), and switches are
TSN-enabled.

Considering the use case depicted in Fig. 2 and the traffic
flows presented in Table IV, line A consists of a robotic



TABLE III
THE GUIDELINE OF INDUSTRIAL AUTOMATION TRAFFIC TYPES TO PUBSUB CONFIGURATIONS

ID DSM Type KeyFrame
Count

Cyclic
Dataset

EnableDelta
Frames

KeepAlive
Time

Encoding &
Transport

Dataset
Ordering

1, 2 , 3 Key Frame 1 Yes No No UADP 2 or 3
4 Event 1 No No Yes UADP 3 or 1
5 Chunk Message 1 Yes No No UADP 1
6 Key Frame/ Delta Frame 1 or > 1 Yes Dependent Dependent UADP/JSON 1
7 Event 1 No No Yes UADP/JSON 1
8 Event 1 No No Yes UADP/JSON 1
9 Key Frame/ Delta Frame 1 or > 1 Yes Dependent Dependent UADP/JSON 1
10 Event 1 No No Yes UADP/JSON 1
11 Event 1 No No Yes UADP/JSON 1

arm equipped with a motor. The robotic arm’s actuation and
next movement are dependent on the output of an industrial
camera. The camera sends Control-Sync data to the edge
server (Flow 6), where computationally demanding tasks are
performed. This design offloads high-computational tasks that
the controller A cannot manage to the edge. After processing
the data, the edge server publishes refined commands to
controller A (Flow 8) and reports additional data to the cloud
(Flow 9) for further analysis. During this communication,
telemetry or status data published by the edge server can be
processed by a monitoring agent for diagnostics. In addition,
the arm’s motor transmits Iso-control messages to controller
A, as shown in Flow 7.

Line B contains a conveyor belt with a motor and a sensor,
managed by controller B. In contrast to Line A, the conveyor’s
movement depends on the information provided by its sensor
B, the belt’s motor output, and controller A’s output. In this
case, the processing requirement is less intensive, and there is
no communication to the edge. Controller A sends Control-
Sync messages to Controller B (Flow 1) to synchronize
the conveyor belt and the robotic arm. These messages are
transmitted at very short intervals, ranging from hundreds
of microseconds to a few milliseconds. Sensor B publishes
Control-Async messages containing the measured distance to
objects detected on the conveyor belt. Upon detecting an
object, it publishes this data, and Controller B, as one of the
subscribers, consumes it for processing.

In addition, all motors, sensors, and controllers in the system
publish event or cyclic messages that include status updates,
warnings, and error messages, as shown in Flow 4 and Flow
5. These messages are consumed by various nodes, including
the monitoring and HMI node, which relies on them for
diagnostics and system health tracking.

As stated in the PubSub specification, the header layouts
are designed to be flexible and support a wide range of
use cases, but this flexibility also increases implementation
and verification complexities [1]. By adopting the normative
header proposed in Annex A of [1], we align with predefined
layouts specified by the specification to reduce complexity.
Depending on the length consistency of each traffic type, either

a Periodic Fixed Header Layout or a Dynamic Header Layout
is proposed. When security mechanisms are required, the same
layouts with signing and encryption should be applied. In sce-
narios involving a combination of different DSMs published
by the same publisher, additional considerations, such as DSM
grouping and their impact on the NM, must be taken into
account and are beyond the scope of this paper. In the fixed
layout, each NM within a given PublishingInterval
should contain the same number of DSMs, and each DSM
should include the same number of DSs. This constraint
enables several optimizations and reductions in header size.

B. Evaluation Based on the Use Case
1) Dataset Message Type & EnableDeltaFrames: In

this section, we cover both the DSM Type and the
EnableDeltaFrames parameter breakdowns for OPC UA
PubSub. One of the critical decisions in PubSub configuration
is selecting between key frames and delta frames as the DSM
Type. At the same time, the distinction between key frames and
event messages is relatively straightforward and discussed in
Section V-B3. Consider Flow 1; if the DSM Type is set to delta
frame, only the changes in the DS are transmitted. The first
challenge to arise is frame loss. If a packet is lost, Controller
B may lack a valid reference (i.e., the last key frame) to
interpret the incoming delta frame. Update time of the DSs
increases due to a loss of delta or a key frame. Apart from
this, since the specifications leave handling such scenarios to
the end user, it makes it vendor-specific, which is against the
heterogeneous characteristic of the OPC UA PubSub. Even if
the system implements mechanisms such as sequence number
tracking, it may only be sufficient to detect the error and not to
reconstruct the lost packet and its DS, which makes defining
KeyFrameCount crucial here. While packet loss can occur
for both key frames and delta frames, the key advantage of key
frames is that any subsequent key frame received by Controller
B serves as a complete reference, which resynchronizes the DS
and resolves any ambiguity caused by the lost packet.

The second challenge, however, concerns the high update
frequency. Given the rapid transmission rate and the dynamic
nature of control parameters, the DS fields are constantly
changing. In such cases, delta frames are inefficient. Each



TABLE IV
TRAFFIC FLOW AMONG NODES IN INDUSTRIAL AUTOMATION USE CASE

Flow ID Publisher Subscriber Traffic Type Purpose
Flow 1 Controller A Controller B Control-Sync Arm and belt synchronization
Flow 2 Sensor B Controller B Control-Async Movement detection on belt
Flow 3 Controller B HMI Command-Cyclic Movement detection on belt
Flow 4 Motors, Sensors, Controllers HMI Monitor Event Diagnostics and updates
Flow 5 Arm Motor Monitor Command-Cyclic Diagnostics
Flow 6 Camera A Edge Server Control-Sync Arm’s movement computations
Flow 7 Arm Motor Controller A Control-Iso Sensory data updates
Flow 8 Edge Server Controller A Control-Sync Arm’s movement results
Flow 9 Edge Server Cloud Best-Effort Historian and Analysis

delta frame must include not only the updated fields but
also a 2-byte field index for every changed field, which
introduces additional overhead. In contrast, key frames, despite
transmitting the whole DS, are more bandwidth-efficient under
these conditions due to their simpler structure and reduced
parsing complexity.

In another scenario, Flow 2 is transmitted as key frames.
In addition to Controller B, the HMI requires access to
sensor data. However, they do not require updates at the same
frequency as Controller B requires them. To optimize system
performance and reduce unnecessary network load, Controller
B serves as an intermediary publisher, forwarding relevant data
to the HMI as Flow 3. The HMI is interested in state changes
rather than continuous data streams. Therefore, Controller B
transmits Control-Async delta frames rather than key frames.
If key frames were used in this HMI scenario, it would result
in higher bandwidth utilization.

Considering Flow 4, suppose these event-driven data are in-
correctly configured to publish as key frames. In that case, the
OPC UA publisher will transmit them cyclically, regardless of
whether any state change has occurred. This behavior deviates
from the intended event-based communication model. Such
a misconfiguration can lead to excessive network bandwidth
consumption. Moreover, it causes a risk of propagating stale
or misleading information.

2) KeyFrameCount: Flow 5 updates are transmitted using
delta frames to minimize bandwidth traversing the entire
network. However, with a misconfigured KeyFrameCount
set to a high value, the monitoring node is left in an ambiguous
state. It cannot distinguish whether (i) the reported value
has not changed, or (ii) there is a failure in the publisher.
This uncertainty compromises the monitoring node’s abil-
ity to assess the arm motor’s health, even when the com-
munication links among them remain active. This problem
arises when the delta frame is utilized, such as Command-
Cycle or Diagnostic-Cycle traffic. However, the specifica-
tion defines the MessageReceiveTimeout parameter as a sub-
scriber configuration, which should be properly configured
in relation to PublishingInterval, KeepAliveTime,
and KeyFrameCount to prevent this situation. In contrast,
in scenarios where no delta frames are employed, con-

sider Flow 6 transmitting key frames; the definition of the
KeyFrameCount parameter becomes irrelevant, which has
no impact on the system.

3) Cyclic Dataset: CyclicDataSet mode ensures
that the publisher transmits NMs on every tick of the
PublishingInterval, regardless of data changes. Having
Flow 7 transmitting key frames, if the CyclicDataSet
parameter is incorrectly set to false for cyclic traffic, the
publisher will treat the messages as event-driven rather than
periodic. In this mode, the motor’s publisher does not enforce
a fixed schedule or interval; it transmits only when a data
change is detected. If the data source (e.g., torque) updates
exactly at the expected transmission interval, the subscriber
may perceive no difference since the stream appears periodic.
Even though the DSM Type is an event, the payload structure
remains the same as a key frame. However, the data source
may deviate from the expected rate, leading to a loss of
deterministic isochronous traffic transmission. This may lead
to missed messages, timeouts, or degradation of data quality
at the controller (subscriber).

Furthermore, the deviation disrupts network scheduling and
introduces jitter and delay in time-triggered networks such as
TSN. In event mode, DSW only inserts the DS into the next
NM based on DS’s PublishingInterval once a change
is observed. If the change arrives a few microseconds after
the WriterGroup’s scheduled tick, the update slips to the next
cycle, causing periodicity drift.

4) KeepAliveTime: If the monitoring node and motor B
are using Flow 4 to transmit threshold-crossing event frames,
the monitor node still needs a way to verify that the motor
node is alive. To address this, keepAlive messages can be
incorporated into the PubSub mechanism. Without keepAlive
messages, custom heartbeat handling would be required, where
the controller periodically informs the monitor node of the
motor’s availability. When a publisher advertises a keepAlive
message, all its subscribers are notified that the node is active,
even when no events occur. Besides event-driven messages,
this approach is also beneficial in scenarios where delta frames
are transmitted infrequently between nodes. On the other
hand, enabling keepAlive messages in Flow 8 transmitting key
frames provides no additional benefit other than consuming



redundant bandwidth. The moment the device stops receiving
key frames, it concludes that a failure has occurred either in
the network or on the publisher.

5) EncodingMimeType & TransportProfileUri: Flow 9 is
conducted using JSON encoding, primarily because most
cloud platforms are compatible with typical RESTful APIs and
lack native PubSub support. Employing the UADP encoding
and transport profile for cloud communication introduces
more complexity to the system. This includes challenges in
serialization and protocol translation across heterogeneous
environments. Moreover, not using OPC UA’s models for
such communication decouples the systems from the OPC UA
information model and limits the semantic interoperability and
structured data representation in OPC UA.

Moreover, using JSON instead of UADP for communica-
tion, when deterministic transmission is required, results in
greater delays in both encoding and decoding compared to
the direct binary mapping of fields to memory in UADP.
Furthermore, JSON messages are verbose and include field
names, thereby increasing bandwidth consumption.

6) DatasetOrdering: To support our argument, con-
sider Flow 3. Configuring the DatasetOrdering to
AscendingWriterIDSingle, which should be set to Un-
defined, forces the controllers to publish an NM at
each PublishingInterval for each DS. However, in
fact, the controllers have numerous DSs with varying
PublishingIntervals to publish to these nodes, includ-
ing motor status, sensor data, and the controller’s own status.
Thus, transmitting an NM for each DS incurs considerable
overhead for devices and the network. Therefore, although
the messages may have different PublishingIntervals,
selecting the Undefined option increases the likelihood that
DSs from multiple WGs will be combined into the same
NM, thereby reducing the previously discussed overhead. In
scenarios where PublishingIntervals are equal, you
can indeed publish DSs in the controller simultaneously and
group them under the same WG, thus they will be published
as a unit. Best-Effort transmissions to the cloud also exhibit
the same characteristics, such as historian updates.

On the other hand, if you choose the Undefined option for
Flow 7, you are essentially breaking determinism, which is one
of the requirements of real-time communications by imposing
variable-length NMs. Time-sensitive networks require a fixed
message size to schedule the network specifically at the field
level and control communication.

It should be noted that the overhead we discuss includes
the devices’ overhead (decoding and encoding) and network
utilization overhead. These overheads increase if the security
headers are employed.

VI. CONCLUSION AND FUTURE WORKS

In this paper, we introduced systematic guidelines for map-
ping industrial automation traffic types to OPC UA PubSub
configurations based on their timing and quality-of-service
specifications. These guidelines were derived from an analysis
of traffic characteristics and their influence on communication

parameters. We validated the approach through an industrial
use case, demonstrating how misconfiguration can lead to
significant performance degradation, and showing that apply-
ing the proposed guidelines improves network predictability
and stability. Future work aims to conduct experiments to
assess performance metrics using the proposed guidelines in
industrial settings. Moreover, we aim to investigate the interac-
tions between OPC UA configuration parameters and different
TSN traffic shaping mechanisms to further enhance real-time
guarantees and fault tolerance in Industry 4.0 systems.
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